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for promoting critical thinking and democratic values

MODULES: Managing Digital Identity

Topic 2: Digital Footprint
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Managing Digital Identity

Module Description

Nowadays, technology is a part of our everyday
lives.

We are online perhaps more than we are offline,
as we are almost constantly in front of a screen,
whether on a smartphone, a computer monitor, a
laptop or a tablet, and it is important to
remember that the persona we have online has ai
Impact on our offline lives, as well.

This module will teach you why you need to be
careful with your online identity, how to paint
yourselfin a good light in online interactions, and
how to manageyour time and activitiesonline.
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Managing Digital Identity

Topics

This module will cover the following topics:
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ATopic 1: Netiquette
A Topic 2: Digital Footprint
ATopic 3: Screen Time

il Erasmus+ DIMELIGAT



Managing Digital Identity

Learning Outcomes
In this module, you will learn:

Awhat comprisesour digital identity and why it isimportant to be consciousof it

Athe skillset needed to distinguish between appropriate and inappropriate
online behavioursthat form | 1 Ad@i€l identity

Ahow to manageyour online identity to avoid the pitfalls that may result from
abusiveor inappropriate behaviourand use of the internet
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Managing Digital Identity

Topic 2

Digital Footprint
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Digital Footprint
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What is a digital footprint?

All the activities we do
online, for example the pageswe visit, the things we
like on socialmedia and our online transactions,leave
behind traces.

Our digital footprint is our entire internet history (not
our browser history!), and it is not as private as we
think it Is.

People can track our digital footprint, and they can
easily learn many things about us, such as our

interests, our age, where we live, and even who are
our friends and family.
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Digital Footprint

How Is our digital footprint formed?

Eachpage we visit and eachtransaction we carry out %
online leavetraceson our computer.

In addition, our comments, likes, social media posts, é)

even our private chats are part of our digital

footprint .

We often use the same account to connect to our
tablet device, mobile phone and computer, maybe
evenother devices

Thisconnects all the activities carried out acrossour
devicesto the account,forming our digital footprint .
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Digital Footprint

Passive Vs Active Digital Footprint

Our digital footprint Is distinguishedbetween Activ §2
and Passive

A passive digital footprint 1s Information we
leave online when browsing,
sometimes without even knowing. This includes
data left by others (e.g. posts where you are tagged
In), or information gathered when we do various
activitiesonline, suchaslocation and IP address
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Digital Footprint

Active Vs Passive Digital Footprint
%

An active digital footprint isthe traceswe leave behind,
when we makedeliberate decisionson the internet.

Examplesof an active digital footprint include:

Emails

Blog posts _
Imageand video uploads

Social media posts, comments,
photos and likes (including deleted Chats

items) Accepting cookies on our
Signingup for newsletters browser
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Digital Footprint

How our Digital Footprint Is used- Cookies

Have you ever searchedfor something to buy online, and

then had advertisements from other random websites ’\)
show you the very samething? O
Thisis an example of what Internet Cookiesdo. Although MJ
the name reminds us of the tasty treats, Internet Cookies o

are somethingentirely different! <

Thedata stored caninclude our IP address,what pageswe
visited while at the site, how manytimes we visited the site
and more.
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