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Digital Manipulation

Module Description
Have you ever had the suspicion that something that you saw on Social
Networks like Instagram, Facebook or Snapchat might not be true? When
entering the online world it is important to be aware that not everything that
you see there is true. In fact much of the content that you see online might be
“digital manipulation”. This means that things are made, highlighted or
presented in a way that aims to trick or confuse you.
In this module we will talk about two techniques that use digitally manipulated
news a lot: Social Bots and Clickbait!
… interesting, right?
… Let’s take a closer look!
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Digital Manipulation

Topics
This module will cover the following topics:

• Topic 1: Social Bots

• Topic 2: Clickbaits

WOW! AMAZING!
YOU Will NEVER
believe!!
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Digital Manipulation

Learning Outcomes
In this module, you will learn:
• What Social Bots and Clickbait are
• How you recognize Social Bots and Clickbait
• What impact this kind of digital manipulation could have on our society
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Social Bots

Social Bots – Cute little Robots?

Unlike the picture that shows the little robot with a
flower, social bots are simple programs that
pretend to be real, human users on social media like
Facebook, Instagram, Twitter…
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Social Bots

Social Bots – real people?
Even though Social Bots often create
profiles using:
• Real names
• Photos and
• Sometimes even biographies
which you can find online and could
have been created by real people once,
social bots are not real human beings
but programs that were developed by
humans.
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Social Bots

Purpose of Social Bots
On social networks, social bots can be
programmed to scan the platform for
certain keywords and follow a certain
purpose, e.g.: sharing content from other
profiles, liking other posts and comments
and replying to posts.
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Social Bots

Let´s look at one example: Sharing Unicorns with the world!
Let´s say I want to share with the world that I love Unicorns!
How do I share my love with the World?
• I could search manually on Social Media for all posts related to Unicorns

• and comment on all with:
• or re-share all posts, or comment on all posts with: “me too!”
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Social Bots

Let´s look at one example: Sharing Unicorns with the world!
• An easier way would be to create a
“fake”- account that is able to
imitate human behavior

I love Unicorns!!

• Let´s say we’ll call him
“Unicornlover”
Unicornlover
• We can program it in a way that it
reacts to and communicates with
the world autonomously
• E.g. it could respond to all kind of
posts in the same way:

Unicornlover
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Social Bots

Let´s look at one example: Sharing Unicorns with the world!
There is also the possibility to teach a social bot to analyze whether a post is positive
or negative and let it respond in a pre-set way.
I love Unicorns!!

I hate Unicorns!

Unicornlover
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Different kinds of social bots
Since there are different people who create social bots, there are also plenty
of different kinds of bots.
To name three example the next slides will present different kinds of Bots:

Overloading Bot

Trendsetter Bot
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Troll

Social Bots
Some Social Bots are on a mission to have a huge communication output
and “flood” online conversations with their “interests”.
Overloading Bot

I did!

This post is on
Cheesecake!

Unicornlover

Who won?
Unicornlover

Unicornlover
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Social Bots
According to experts, it is enough for 10,000 people to talk about a topic so
that it develops into a trending topic on Social Media. So deploying a small
“bot army” that uses the same hashtag over and over again, it's possible to
create the impression that this topic must be really important to the public.
Trendsetter Bot

#Unicorns

#Unicorns
#Unicorns

Unicornlover2

Unicornlover1

#Unicorns

#Unicorns

#Unicorns
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Social Bots
• The sort of social bots that could cause the most harm are Trolls.
• These bots are intended to distract individual users, so that real users
spend as much time as possible with meaningless discussions.
• For example, when two users talk about a topic, a Troll bot intervenes
and repeatedly writes inappropriate, extreme or even insulting posts.
Because many users fall for these fictional bullies, the normal discussion
fades into the background.
• Those who do not realize that they are actually talking to a bot can
spend hours discussing with a social bot troll.

16

Troll

Social Bots
So Unicorns do not
really exist…

Trolls

Of course not!

Sticking with our UnicornExample:
A group of students is
discussing whether Unicorns
are real or not, but a Troll
intervenes in their discussion
in a very strict, aggressive
manner.

Unicornlover

Well… Still not real!
Shut up! YOU are
not real!!!
This is not nice to say!

Unicornlover
You are ugly!
Unicorns for ever!
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Social Bots

Threats and Dangers
• As you might have guessed Social Bots are
not only used in order to share one’s love for
unicorns.
• Social Bots can also challenge common
processes of democratic decision-making and
distort political debates in social media.
• For example, in 2016 the social media
platform Twitter had to remove several
accounts from the platform that were clearly
social bots, designed to spread racist
statements and views.
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Conclusion
So… What did we learn about Social Bots?
• Social Bots are programmed by humans but act anonymously by imitating
human behavior.
• There are many different kinds of social bots.
• Even though not all social bots are created to cause harm it is very
important to be aware that all of them are created to influence public
opinion by raising too much awareness for one issue (Remember the
Unicorn example ?).

Now it is your turn!
Play the Quiz “Can a Social Bot fool you?” - and test your
knowledge!
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