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DIGITAL AND MEDIA LITERACY FOR ACTIVE CITIZENSHIP: A tool kit 
for promoting critical thinking and democratic values

Material for parents & teachers
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Module description

We are constantly surrounded by all kinds of information, coming to us 
increasingly through digital channels. How to make the most of this 
opportunity without being overwhelmed or misled? This module will 
teach you to approach information (especially online information) 
armed with critical thinking skills, to tell apart reliable and unreliable 
sources and to explain to others how to do the same.
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• Mis-information, mal-information, dis-information

• Information sources: reliability and bias

• Fact-checking
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Information…
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HARMFULFALSE

Mis-information Dis-information Mal-information

False information 
deliberately created to 
harm a person, social 

group, organisation or 
country

Information that is
false,  but not

created with the 
intention of 

causing harm

Information that is
based on reality, 

used to inflict harm
on a person, 

organisation or 
country.
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« Information disorder » framework
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For example…

Mis-information Dis-
information

Mal-information

e.g. fabricated or 
deliberately manipulated

audio/visual content
e.g. inaccurate photo 

captions, dates, 
statistics, translations

e.g. deliberate
publication of private

information for personal
or corporate interest
(e.g. revenge porn)
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e.g. deliberate change 
of context, date or 

time of genuine 
content

Unintentional
mistakes

e.g. when satire is
taken seriously

e.g. intentionally created
conspiracy theories or 

rumours
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Alex Miller
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A simple exercise for students
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Once we have become aware 
of the potentially false and/or 
harmful information we may 
encounter as well as of our 
own biases, how do we go 

about choosing what to read 
and what to trust in the ocean 
of information available online 

and offline? 

In short, we need to diversify our sources and use our critical thinking skills.
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Are there any indicators to look out for?

There’s no silver bullet when it comes to determining 
the reliability of a piece of news.

How do we identify a reliable piece of news?

However, the guidelines offered by major 
social media platforms can be a useful 
reference (and conversation starter). 
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… and more

https://www.facebook.com/help/188118808357379
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… and more

https://www.reddit.com/r/news/
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Since there is no universal checklist to determine with absolute certainty if a 
piece of information is "real" or "fake", what can we ask students to remember?

Here are 5 easy questions they can memorise and apply when reading
something online or offline:

What is this piece of information about? Does its main claim sound
reasonable and unbiased? Is it supported by evidence (external links to 
other sources, lists of references, …)? WHA

T?
WHER
E?

Where did you find this piece of information? Has the same story been 
mentioned by other sources? Does the website look reliable (URL, 
structure, content, …)? Does it have an excessive amount of ads and 
pop-ups? 
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Who wrote this piece of information? Is it clearly specified? Can you find
consistent information about the author online? Check the "About us" 
and "Contact" sections of the website: do they seem legit? Are the 
website and/or author linked to active and verified social media profiles?

WHO
?
HO
W?

How is this piece of information presented? Is it structured and laid out 
professionally? Are there any visual indicators of unreliability (spelling
or grammar mistakes, ALL CAPS, excessive amounts of punctuation, 
…)?

WH
Y?

What’s the purpose of this piece of information? Is the tone neutral and 
informative or biased and emotionally charged? Does it seem to favour
one specific interpretation of the facts over other points of view?
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Even after asking all the above questions, we might still be unsure if what we’re
reading is reliable or unreliable. In those cases, our best option is to rely on a 
professional fact-checking service.

Here are a few examples of fact-checkers you can trust:
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Many countries have fact-checking services that focus specifically on national 
news: here is an overview. 

https://www.bbc.com/news/reality_check
https://www.bbc.com/news/reality_check
https://www.snopes.com/
https://www.snopes.com/
https://factcheckeu.info/en/
https://factcheckeu.info/en/
https://factcheckeu.info/en/
https://factcheckeu.info/en/
https://reporterslab.org/fact-checking/
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Despite the tireless
work of fact-checkers, 
we are bound to come 
across huge amounts
of information that no 
one has fact-checked
before: what to do?

Time to hone our
critical thinking skills

with some fact-
checking exercises!

Do you have what it
takes to be a BBC 
reporter?

Learn to read news 
articles with a 
critical eye!
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https://www.bbc.co.uk/news/resources/idt-8760dd58-84f9-4c98-ade2-590562670096
https://www.bbc.co.uk/news/resources/idt-8760dd58-84f9-4c98-ade2-590562670096
https://evidence-toolkit-moral-maze.pilots.bbcconnectedstudio.co.uk/index.html
https://evidence-toolkit-moral-maze.pilots.bbcconnectedstudio.co.uk/index.html
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All the exercises above are from the perspective of a news reader, 
but the inoculation theory suggests that there’s a lot to learn by 
putting oneself in the shoes of a "fake news" factory.

What can you learn from trying to create fake news yourself?
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http://getbadnews.com/wp-content/uploads/2019/03/Bad-News-Game-info-sheet-for-educators-English.pdf
http://getbadnews.com/#intro
http://getbadnews.com/#intro


19

• Information is everywhere around us: some of it is factual, some of 
it is fake; some of it is shared for informative purposes, some with 
bad intentions. Remember the three categories: mis-information, 
dis-information and mal-information.

• Whenever you come across a piece of information, be critical and 
don’t hesitate to ask questions: WHAT? WHERE? WHO? HOW? WHY?

In conclusion…
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In conclusion…

• Rely on the experts: read their fact-checking reports whenever 
you’re in doubt, learn how the fact-checking process work and 
apply it yourself. And if for any reason the expert analysis doesn’t 
convince you, don’t hesitate to fact-check it further or to get in 
touch with them!
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europ%C3%A9en-vide-ne-prouve-rien1
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• The Evidence Toolkit: https://evidence-toolkit-moral-
maze.pilots.bbcconnectedstudio.co.uk/index.html

• Bad News Game: 

• http://getbadnews.com/#intro (ages 15-35)

• http://getbadnews.com/droggame_book/junior-uk/#intro (ages 8-11)

• http://getbadnews.com/wp-content/uploads/2019/03/Bad-News-Game-info-sheet-for-
educators-English.pdf (teacher’s materials)
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