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1. Reader’s expectation 

This document will provide the reader an overview of the DIMELI project, and provide guidelines for the 

implementation. The project’s progression and methodology will be explained, along with a short 

explanation of how the materials came to be and how they are meant to be used. In addition, this 

document will explain how to put everything to practice, and how to maximise reach and results.  

Instructions, suggestions and tips will be given on how to carry out the implementation, how to reach 

more people and how to form synergies with other organisations.  

Overall, this is the complete DIMELI guide – the DIMELI Toolkit: an A-Z pack for implementation. 

2. Introduction 

The media and the internet are a major part of our lives, and they are increasingly becoming more and 

more prominent. Almost everything can be done over the internet nowadays; food shopping, banking, 

entertainment, bills payment and numerous other things is done through smartphones, making life 

more convenient and saving us time. 

With everything taking place online, it is clear that people need to have the appropriate skills and 

knowledge to handle the internet world, to be aware of any dangers or pitfalls and to know how to 

navigate the advantages and potential risks, either to themselves or to others. Hence, Digital and Media 

Literacy is a necessary skill that all people nowadays need to possess, to ensure that they can effectively 

participate and be an integrated member of the digitised society of today.  

Digital and Media Literacy is a matter that concerns everyone – young, old, men, women, users of the 

internet and even those who do not use the internet, considering that more and more services are 

migrating on the internet, leaving little choice for non-internet-users. Most importantly, children must 

be educated from early on how to behave on and around the internet, especially since they begin to 

use it from a young age, quite often oblivious that there is any danger at all. 

 

3. Project description 
The DIMELI4AC project, or Digital and Media Literacy for Active Citizenship project, is co-funded by the 

Erasmus+ programme of the EU. It aims to equip students with the skills needed to deal with today’s 

digital society, in a fun and innovative way. 

Specifically, the project aims: 

 To empower young students to become responsible, critical, global citizens for the digitalised 

and connected world, while creating blended learning opportunities to acquire digital and 

media literacy skills to safeguard democracy and common values  

 To utilise the non-working time of schools in order to set up online and In-house Digital Media 

Literacy Labs and Observatories based on synergies  

 To introduce the idea of an interactive assessment tool in the form of a game based on an 

avatar (dc-meli)  
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 To strengthen the profiles of teachers and in doing so to upgrade the quality of teaching 

learning services provided in formal schooling 

 To promote whole school approaches towards dealing with cross-sectoral issues 

The main results of the DIMELI project are the following: 

1. The complete DIMELI Tool Kit to support schools to develop their own “Digital Media Literacy Action 

Plan” for active citizenship, while safeguarding critical thinking and democratic values within the 

school culture.  

2. The Educational Pack which includes (1) numerous learning resources to be collected and created 

such as resources, games and activities and (2) an upskilling programme for teachers and parents for 

the acquisition of digital and media skills (C1 staff training & later KA1 Learning Mobility). 

3. The DIMELI Avatar game to support and assess the acquisition of digital and media literacy skills.  

4. The dynamic and interactive portal/platform which will serve difference purposes and have 

different functionalities. 

5. The DIMELI School Clubs, accompanied by a strong multidisciplinary campaign for promoting digital 

and media literacy for active citizenship. 

6. The DIGITAL AND MEDIA LITERACY SUMMER SCHOOL which will be pilot-tested as the idea of 

offering blended learning opportunities for the promotion of digital and media literacy. 

 

4. Project’s road map 
 

The DIMELI project followed a logical method to ensure the creation of high-quality products that 

meet the needs of our target groups. Based on research and surveys conducted with students, parents 

and teachers, we reached our conclusions as to what needs we need to cover, and proceeded to 

create the framework which was the basis for the development of the learning materials. Next, we 

proceeded to develop the Educational Back Pack with the learning and teaching materials and extra 

resources. At the same time, the Avatar Game was being developed, in addition to the Open Badges 

certification. Following, we created the Tool Kit, and finally the Sustainability campaign. 

 

 

 

 

 

 

Survey Framework
Educational  
Back Pack

Avatar 
Game

Open 
Badges

Tool  
Kit

Sustainability
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5. Project results 
In each Intellectual Output, the consortium strived to produced materials of the highest quality and 

usefulness, aiming to attract as many participants from all target groups as possible. 

 

IO1 – FROM THE EU TO LOCAL SCHOOLS’ NEEDS, CHALLENGES, 

PRACTICES AND PROSPECTS 
In Intellectual Output 1, research was conducted in each participating country in order to log the status 

quo of digital skills and digital media literacy of each country. National legislations, policies and 

campaigns were taken into consideration. Next, 3 different questionnaires were developed to ascertain 

the opinions and levels of competence of teachers, parents and students in digital skills and digital and 

media literacy. The combined findings of the surveys and the research in each participating country 

were used to compose National Reports, which were then compiled in the DIMELI comparative report. 

This was then translated in the languages of the participating countries. You can find the translated 

versions on the DIMELI website. 

 

IO2 – BUILDING THE DIMELI@SCHOOL DIGITAL ACTION PLAN – 

Framework/ Guidelines 
In Intellectual Output 2, partners used the findings of the Comparative Report produced in IO1 to 

analyse the competences that need to be developed across the participating countries. Based on this, 

the partners decided the subjects that need to be taught, and organised them in 6 modules, assigning 

one to each partner: Online Safety, Media Industry, Information and Media Literacy, Digital Manipulation, 

Personal Threats and Digital Identity.  

 

Figure 1: The DIMELI Framework Diagram 

http://dimeli.eu/comparative-report/
http://dimeli.eu/comparative-report/
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The DIMELI Competence Frameworks were then developed for each module, and they became the basis 

on which the entire material of DIMELI was developed. 

Additionally, the DIMELI Memorandum of Cooperation and Endorsement was created, aiming to help 

recruit supporters and share the goals and aims with our target groups in a succinct and visually 

appealing manner. 

 

IO3 – BUILDING THE DIMELI@SCHOOL DIGITAL ACTION PLAN -

Learning Material 
IO3 was the largest piece of work of this project. Each partner produced the following materials for the 

module they were in charge of: 

1. Learning presentations for students: 

To be used by DIMELI Mentors in-class to teach the students. 

2. Learning presentations for parents and teachers 

To be used by aspiring DIMELI Mentors who wish to educate themselves before tackling the task of 

teaching the material. 

3. Teachers’ notes/Lesson plans 

To be used by DIMELI Mentors in-class to teach students. It includes step-by-step guides on how to 

teach each module, with some additional information that might prove to be useful for the students. 

In addition, there are details on how to use the Additional material, and at which stages of the lesson 

these would be most appropriate and useful. 

4. Additional material 

The additional material created by the DIMELI consortium includes exercises, in-class activities and 

games, handouts and other resources that can be used to enhance the learning experience of 

students and make the lesson more interesting and fun. Depending on the material, it can also help 

the teachers assess how the learners are doing in the class. 

5. Informative booklets 

The informative booklets are accompanying documents. There is one short booklet per Module, 

and it details the most important information and key takeaways of each module in a compressed, 

visually appealing format, so that students can refer to them if they forget something. Since they 

are so short, they can also be printed out for future reference. 

These materials are designed to be used alongside each other, but can mostly also work independently. 

They are hosted on the DIMELI e-learning platform, but can also be downloaded from the DIMELI 

project’s website. 

 

 

https://dimeli.erasmusplus.website/
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IO4 – BUILDING THE ONLINE DIMELI@SCHOOL – Open 

Education Resource 
In IO4, the DIMELI consortium developed the DIMELI Avatar Game, the DIMELI e-learning platform, the 

assessments for the students, and the DIMELI Open Badges validation ecosystem.  

For the DIMELI Avatar Game, we went with a format that reminds the player of a good old-fashioned 

board game. Players begin by choosing an Avatar, or character. Each character has special abilities 

and/or limitations. All the players start at the same tile, and spin a wheel to see how many tiles they 

may advance. Players do not play against each other, but need to work as a team to reach the Digital 

Classroom at the end of the board within a pre-determined number of rounds. If the entire team does 

not reach the Classroom before the rounds run out, then the whole team loses. 

The DIMELI e-learning platform was also created. Featuring a simple and easy-to-navigate user interface, 

it aims to make it easy for all target groups to find what they are looking for without having to go looking 

in endless pages and links. The DIMELI e-learning platform hosts all the materials developed in IO3, as 

well as the downloadable files to install the DIMELI game on any computer. Additionally, it will be used 

as an assessment and validation tool, as it hosts the quizzes that students need to take in order to 

automatically obtain the DIMELI Badge. 

For the assessments, the consortium opted to go with easily quantifiable exercises, to allow for easier 

validation of competences and ensure the project’s sustainability even after the funding from the 

European Commission. These were then transferred onto the DIMELI e-learning platform, and were 

associated with the Open Badges ecosystem. 

The DIMELI Open Badges were designed, and benchmarks were assigned for students in order to prove 

competence in the competence framework developed in IO2. Finally, the criteria to achieve the badges 

were integrated into the DIMELI e-learning platform, which allows you to connect with Open Badge-

collecting services such as Badgr. The consortium also created the DIMELI Guide for the ecosystem of 

the badges, which explains how the badges work and how to obtain one. 

IO5- BUILDING THE ONLINE DIMELI@SCHOOL - Toolkit 
IO5 is, in effect, the place where everything comes together and becomes a coherent, cohesive whole, 

the DIMELI Toolkit, a comprehensive DIMELI guide which aims to instruct and support organisations in 

the implementation of the project.  

It consists of two parts. Firstly, the work we have done on the project is gathered and compiled, so that 

all the information on the project’s background and methodology is easily accessible and succinct, in a 

single document. Secondly, the DIMELI Toolkit provides organisations with guidelines on how to go 

about implementing the DIMELI project in a way that makes sense in their own context. Under this 

section you will find information necessary for preparation, advice, suggestions and tips for the 

implementation to choose from, in order to help you ensure that the project is implemented as 

efficiently as possible, in a way that makes sense in your own particular context. 

 

 

https://dimeli.erasmusplus.website/
https://badgr.com/
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Section A. Guidelines for the Implementation of 

DIMELI 
[Guidelines for implementation, monitoring and evaluation of the project] 

A.1. Timeline and Participants of the Implementation of the 

DIMELI@ SCHOOL Programme 
 

The implementation of the DIMELI@SCHOOL programme will take place in Greece, Germany 

and Cyprus. All partners involved in the trials should carefully select the participants of the 

implementation and plan the execution part.  

Specifically, the timeline of the project should be clearly defined to ensure that everything will 

go as planned at the appropriate time. According to the timeline of the project the 

implementation has to be completed until the end of December 2020. Under certain 

circumstances an extension may be given (e.g Corona virus pandemic). 

Each partner will select 10-20 students, 2 teachers and 2 Media Experts (if needed). The target 

group of this implementation is school students aged 10 -15 years old. The teachers who will 

be selected before conducting the trials should participate in the short-term training (C1) which 

will offer them an intensive training course with the view to:  

 Get informed about the purpose of the project 

 Familiarize themselves in using the DIMELI Toolkit, the DIMELI platform and the DIMELI 

assessment tools 

 Create an Open Badge and become Mentors of the project 

 Have an overview of the tasks they are going to perform 

Τhe short -term joint staff training event was initially planned to take place in Cyprus. Due to 

the corona virus pandemic an online training event will be organized the first week of October.  

The duration of this training will be 5 working days. At the end of it all participants will be given 

a Europass Mobility Certificate and a Mentoring Badge that proves that they are able to 

implement the pilot testing of the DIMELI@SCHOOL programme. Afterwards, teachers from 

each corresponding country should carefully schedule the activities and conduct the classroom 

tests. 
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TIMELINE OF THE IMPLEMENTATION  

September October Nοvember  December 

 Recruitment of participants  Teachers short -term 

training (C1) 

 Planning of the 

implementation in 

class 

Ιmplementation of the Dimeli 

@ School Programme 

                      Table 1: Timeline of the Ιmplementation of the Dimeli @ School Programme 

 

            Table 2: Participants of the Ιmplementation of the DIMELI @ SCHOOL Programme 

 

A.2. Report Template 
All partners involved in the implementation should complete the template below which 

contains information regarding the implementation of the DIMELI @SCHOOL programme in 

class. At the end of this pilot testing all this information will be collected in order to prepare a 

detailed report of the implementation. As it is cited above, three countries are involved in this 

implementation, Greece, Cyprus and Germany.  

Specifically, all the teachers participated will test in class the DIMELI interactive e-platform 
which is an open learning environment and contains teaching and learning material for the 
acquisition of digital citizenship skills. This material as illustrated at the table below is based on 
the DIMELI@ SCHOOL competence framework and is divided into six modules. An Open Badge 
system  was created to identify and to validate the digital and media literacy skills of the 

PARTICIPANTS OF THE IMPLEMENTATION 

 Teachers Students 

Cyprus  2 Teachers 

 2 Media Experts (If 

needed) 

    Total: 8 teachers,8 experts 

 10-20 Students aged 10-15 years old 

 

                       Total: 60 students 

Germany 

Greece 
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students.There are 2 badges for each of the modules, based on the age group of the individuals 
(10-12, 13-15), 1 Silver (Basic) and 1 Gold (Intermediate), thus 12 badges in total.  
 
 

 

 

 

 

DIMELI e-PLATFORM 

DIMELI Courses Open Badges DIMELI 

Space 

DIMELI 

Resource 

Bank 

DIMELI 

Glossary 

Module 1:  

Online Safety 

Learning Material, 

Lesson plans, 

Quizzes 

Online Safety 

Badge 

Forum e- Resourses, 

e-Tools and 

Good practices 

A glossary 

that can be 

used for the 

explanation 

of new and 

difficult 

terms. 

Module 2:  

Media Industry 

Learning Material, 

Lesson plans, 

Quizzes 

Media Industry 

Badge 

Module 3: 

Information & Media    

Literacy 

Learning Material, 

Lesson plans, 

Quizzes 

Information & 

Media Literacy 

Badge 

Module 4:  

Digital Manipulation 

Learning Material, 

Lesson plans, 

Quizzes 

Digital 

Manipulation 

Badge 

Module 5:  

Personal Treats 

Learning Material, 

Lesson plans, 

Quizzes 

Personal Treats 

Badge 

Module 6:  

Online Identity 

Learning Material, 

Lesson plans, 

Quizzes 

Online Identity 

Badge 

Assessment 

Tool

  

DIMELI Avatar 

Game 

DIMELI 

Badge 

                                           Table 3: DIMELI e-Platform 

 

In more details, the e-platform consists of learning material and lesson plans with the purpose 

of supporting the teaching of digital media literacy concepts and competences. At the end of 

each module students complete the quizzes to gain the DIMELI awards. Each module cοmprises 

of two quizzes and the teacher chooses the appropriate one based on the age of the students. 

Moreover, there is also the Resourses Data Back available in the e-platform with e-tools, e-

resources and good practices to support class teachers. Another useful tool of the platform is 

the Glossary which helps students to understand the difficult or the new terms. Teachers and 

students can also use the DIMELI space and start a conversation with each other. 

In addition, after the completion of the six modules students will play the DIMELI game which 

is an assessment tool and monitors the progress of them in dealing with digital media literacy 
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issues. The class teachers involved will decide and select the difficulty level (Easy-10 rounds, 

normal -9 rounds, hard- 8 rounds) that is more suitable for the children since they can estimate 

the developmental level of the class. Students could also start could start playing the game in 

an easy level and carry on with a more difficult level. They can play they game individually or 

in groups. When students complete all the modules and the game designed will be awarded the 

corresponding Silver or Gold Dimeli Badge, if they achieve a mark of 80% or higher on each 

of the assessments (12 Badges for the modules and 2 Overall Open Badges).  

At this point, it should be highlighted that teachers during the training event will be familiar 

with the use of the platform and its content but they can also use the DIMELI e-manual which 

contains the instructions regarding the use of the platform. However, it is important to note that 

although teachers have at their disposal a collection of resources, they should carefully prepare 

the materials they would like to use taking into account diverse learner abilities, characteristics 

and environments. In other words, since there will be differences on the level of development 

of students, teachers should account for them and they can creatively adapt all the available 

material into their own educational contexts. 

It is also recommended that learners are allowed to work autonomously and resolve the 

activities at their own pace. Teachers take the role of external observers allowing children to 

interact freely with the system which provides feedback and stimulates the child interaction. 

They should intervene only in case there will be arguments among the students or further 

explanations needed. Moreover, they are also responsible for software issues. Finally, they 

should also ensure that all learners are participating in the learning process. 

 

Besides this, the implementation can take various forms. For example, it can take place during 

an extra-curriculum activity after school, a summer school or be part of the curriculum and the 

timetable of school. Finally, the duration of this implementation will be approximately 50 hours 

based on blended activities (F2F or on-line). 

To conclude, as there will be considerable differences in the implementation in each country all 

partners should complete the following template in order to prepare a detailed description of 

the pilot testing of the DIMELI@SCHOOL programme.      
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Report Template 

Country  

Date  

Duration  

Participants  

(Number of students and teachers) 

 

Learning Activities 

(Module 1, Module 2, Module 3, Module 4, 

Module 5, Module 6, Quizzes, Game etc) 

 

DIMELI Tools 

( Glossary, Forum, Resource Bank) 

 

Short description of the Implementation 

(Place, settings, students’ performance etc.) 

 

Photo of the Implementation in class

  

 

                                                     Table 4: Report Template 
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A.3. Evaluation Methodology  
It is true that in order to implement an effective evaluation the goals of the evaluation study should be 

clearly defined. In other words, the question that should be carefully considered is “What would you 

like to know after the study is completed?”. Specifically, this evaluation will measure the attractiveness 

and the effectiveness of the DIMELI e-platform and the assessments tools before they are openly 

provided to be used at the national and EU level. 

As far as the attractiveness is concerned what should be examined is whether it attracts and maintains 

children’s attention and interest. An attractive tool can be defined as one that children express 

motivation, excitement and satisfaction. At this point children’s feelings, the visual and aural 

presentation of the tool, the ease of use and the interaction among the user and the tool should be 

taken into account. The second research question refers to the skills development. We should identify 

whether Dimeli@School programme promotes the digital media literacy skills. 

 

The evaluation tool that has been chosen for this evaluation is semi- structured questionnaires (see 

Annex 2 below). We decided to use this specific research tool based on the purpose and the topic of the 

research. Therefore, since the goal of the evaluation is to collect teachers and students’ opinions with 

regards to DIMELI@SCHOOL programme attractiveness and its ability of skills improvement 

questionnaires proved to be the most appropriate method. In this way we will be able to collect large 

volumes of self-report data simultaneously from many different respondents. Additionally, open 

questions are included at the questionnaires that enable respondents to freely express their opinions in 

their own terms, to explain and qualify their responses and avoid any limitation. Moreover, the 

organization and analysis of data is facilitated.   

In particular, the first part of the teachers’ questionnaires refers to personal data. Afterwards, teachers 

should describe their students’ profile and mention any methods or tools that they use in their classes 

in order to promote the digital media literacy competences. The aim of the subsequent questions is for 

the teachers to estimate their students’ attitude and performance while they were using the e-Platform. 

In particular, the attractiveness, the ease of use, the difficulty level of the tool and students’ motivation 

will be evaluated through the following questions. Moreover, students’ attitude and performance 

should also be evaluated with regards to the DIMELI game. Therefore, at this point we mainly focus on 

asking questions regarding the game attractiveness, ease of use and students’ satisfaction and 

performance. The last part of the questions was created in order to collect teachers’ overall opinions 

and impressions regarding the effectiveness of the DIMELI@SCHOOL programme. 

In line with the above questionnaire we created a second questionnaire that should be completed by 

the students to gather information and be in a position to compare students’ and teachers’ opinions. 

The purpose of the first questions is to collect personal data. In the following questions students were 

asked to rate by using a 5- point Likert scale the DIMELI platform and the DIMELI game in terms of 

attractiveness, ease of use, interaction and effectiveness. Finally, we also asked students if they have 

previously used a platform in class and if they are used to play games because that piece of information 

could be proved useful for our research. 

To conclude, all the questionnaires will be translated to the corresponding language of each country. 

Finally, each partner will send a report to P5 presenting the results of the trials from his own country. 
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Section B. Setting up Synergies 
 

Setting up Synergies and Voluntary Support Groups – towards 

the ‘DIMELI@SCHOOLCLUBS’ 

Implementing the DIMELI Toolkit at schools is a great opportunity to create synergies between 

schools and other organizations or stakeholders, This document 

 explains what is meant by networking 

 provides general guidelines on how to set up networks in order to achieve synergy 

effects,  

 lists various scenarios how these networks can be established in practice at school or 

outside 

 indicates possible restrictions and shows how to deal with them 

 

What is meant by networking? 
Networking is the generic term for establishing and maintaining personal and professional 

contacts. Networking includes everyday contacts, for example with the neighborhood, the 

college and the family, but also special contacts with people with the same interests in topics 

such as films, fashion or technology. The common interest can also become private or 

professional contacts.  

Use DIMELI as a networking opportunity where digital networking is more important than ever.  

It's not complicated: this toolkit explains all important steps and gives you all the essential 

materials (business cards maybe). DIMELI is multifunctional: it can mean a theme day, a 

conference or a whole training course, even school clubs can be built from it. A construction kit 

of the very modern kind. Take what you need.  

If you ... 

→ are organizing your own student or teacher conference on digital security, social bots or any 

of the other topics in the modules, or would like to try out an entertaining game for a playful 

approach to these topics, then simply use our platform to find the materials you need.  

→ have already participated in a DIMELI course or presentation of the project, then share the 

idea of DIMELI, if you can make it work for you and would like to recommend it to others. Take 

the idea to the school and test the material with your students.  

Within a college or a network with an adult education organization or a teacher training 

institution, you can also fill the whole with DIMELI content.  
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Finding the right Partners - Types of Organisations and Stakeholders 
There are various types of organisations and stakeholders that might be interested in creating 
a network with schools that implement DIMELI. This includes NGOs, youth-clubs, parents-
organisations, public officials or journalists. Successful networking with these organisations 
depends on the way they are approached. Therefore, it is important to highlight the general 
importance of the topic DIMELI focuses on to gain their attention. 
 
Win-Win-Situation / Mutual Agreements 
A partnership or network is based on a mutual agreement from both sides to cooperate and 
join forces for this purpose. A successful network results in a win-win situation for both sides. 
Therefore, it is important to clarify expectations right at the beginning. 
 
Real World Events - Multi-Channel-Dissemination 
Next to the expertise networking partners might add to the project, they also might serve as 
multipliers to increase the outreach of the project. Therefore, it is important to consider the 
aspect of working together in a real-world-setting on the one hand and the usage of multi-
channel-dissemination that spread the word about the working steps that took place. 
 
Organisational Aspects 
The sense of creating networks is to gather people that might have never worked together 
before. Therefore, it is important to consider special needs and demands right at the 
beginning of the planning phase. A well organised event that matches the needs of all 
participants will result in a pleasant working atmosphere. 
 

Timeline 

1. Define Goals (Check DIMELI Framework in Appendix A2) and plan the time schedule 
considering... 

 target groups (students/teachers/parents) 

 age/background/education 

 topic/individual relevance/scope of the event 
 

2. Invite participants, promote the event (Appendix B1) 

 if you work with students, prepare information for parents (parental consent form) 
(Appendix B3)  

 

3. Invite key-note speaker or hosts  
 

4. Prepare Content  
 

5. Get to know the DIMELI Platform, learn to navigate and play the game 
(http://dimeli.eu/avatar-game/) 
 
 
 
 

file:///C:/Users/User/Desktop/(http:/dimeli.eu/avatar-game/)
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6. Prepare Certificates (Appendix B8) 
 

7. Print DIMELI Poster/Material to provide at the event (Annex C2) 
 

8. After the event:  

 Send follow-up info via e-mail distributor or social media 

 post photos of the event on social media to let your target group know that you are 
working towards digital topics and DIMELI 

 provide possibilities for the participants to connect with each other (could be a mailing 
list which the participants can fill out at the event or a common twitter hashtag)   

 

Practical Scenarios  
 

a) DIMELI-Event at School 

Networking partners are invited to a school event, where students present previously 

created results from their work with the DIMELI-material or show the DIMELI Avatar 

Game 

+ Direct contact between networking partners and students 

- Events at school require organizational efforts (Support can be found within the 

DIMELI A-Z pack) 

 

b) DIMELI-Project Week at School 

Students spend one week working with the DIMELI-material or play the DIMELI Avatar 

Game. They receive support from networking partners that visit the school each day. 

+ Collaboration between students and networking partners 

- Time consuming and organizational efforts (Support can be found within the DIMELI 

A-Z pack) 

 

c) Fairs/Exhibitions 

Students and/or teachers present previously created results from their work with the 

DIMELI-material at a fair with posters, photos or videos. Networking partners can visit 

the booth to discuss the presented outcomes. 

+ Big outreach to many people visiting the fair 

- Requires much time off from school 

 

d) Conferences 

Students and/or teachers present previously created results from their work with the 

DIMELI-material at a conference via Power Point or a video in combination with 

speeches. Networking partners get invited to the conference.  
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+ Big outreach to many people visiting conference 

- Little time to discuss the results with networking partners 

 

 

e) Barcamps 

Students and/or teachers present previously created results from their work with the 

DIMELI-material at a Barcamp with a short video in combination with speeches. 

Networking partners get invited to the Barcamp.  

+ Relaxed atmosphere to discuss the topics of DIMELI 

- Students that have no experience with this format might need instructions 

 

f) Workshops 

Networking partners get invited to a workshop in which students, teachers and 

networking partners work together on a task connected to the topic of DIMELI.  

+ Productive format that uses synergies effects to come to new results 

- Networking partners and students might need some time for getting to know each 

other, before they start working together 

 

g) Teacher Training 

Teachers take part at external teacher training connected to the topic of DIMELI. They 

present the project and receive new input that can be implemented at school 

afterwards. 

+ Valuable outreach towards other teachers 

+ New input for implementing teachers 

- Requires time off school 

- Students are not involved directly 

Possible restrictions, and how to deal with them 

 Taking part in events or even organizing them requires generous time outside the 

normal school routine 

o your school management must agree and, if necessary, release teachers from 

their duties 

 Traveling and staying overnight costs money 

o But: the experiences and ideas that are brought back to the school can hardly 

be balanced in money 

o Events sponsored by foundations or within the framework of Erasmus+, the 

European Commission, often offers to cover (part of) the travel and 

accommodation costs. 

 Attending events is useful if at least two of you go there and then enter into a direct 

dialogue about what can be implemented or initiated at your own school 
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o Ideally, a member of the school management should also travel with you. 

 It is better not always to send the same colleagues to events or meetings but to 

address those in the team who would not come forward 

o In this way, ideas come from several sides, and there is a chance to actually 

establish a culture of innovation. Attending such events should be an integral 

part of a school's training concept. 
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Section C. Campaign and Petition 
 

Objectives 

Why  
 

The primary objective of this campaign is to promote the DIMELI4AC Programme and particularly the 

implementation of the DIMELI@SCHOOL Clubs, which are expected to be set up after the short-term 

staff training (C1). As a secondary objective, the campaign will also help raise awareness about digital 

media literacy and ensure the visibility, sustainability and exploitation of project results. 

 

What are the top 3 objectives you plan to achieve with your local campaign? 

Based on how you are going to implement the DIMELI@SCHOOL Clubs, think about what you want 
your campaign to accomplish in general terms: who do you want to reach out to and what do you 
want to obtain from them? 

 [e.g. reach out to local school leaders to promote the initiative and explore whether some 
of them would be interested in implementing the Clubs] 

 [e.g. get students on board in order to create a core of Ambassadors to promote the Clubs] 

 … 

 

 

Target groups 

Who  

 

The target groups of this campaign correspond to the general target groups of the project. The 

campaign, however, should target primarily those groups which will be hypothetically responsible for 

the implementation of the DIMELI@SCHOOL Clubs. This includes: 

 School leaders 

 Teachers 

 Local authorities 

 Other stakeholders relevant to each partner’s national context 

Secondary target groups include those who might support the implementation of the Clubs, particularly: 
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 Students (ages 10-15, with a focus on those with fewer opportunities) 

 Parents 

 ICT and media experts 

 Media companies 

 Other stakeholders relevant to each partner’s national context 

General awareness raising efforts can be directed to the school community, students’ families and 

networks and the general public. 

 

Based on the target groups listed above, whom do you plan to reach out to 
concretely with your campaign? 

Based on how you are going to implement the DIMELI@SCHOOL Clubs and on the general objectives 
you identified earlier, what target groups are you going to reach out to with your campaign? 

Be specific. 

 [e.g. the director of XY School with whom we have an active collaboration since 2015] 

 [e.g. the teachers in Z School’s Facebook group] 

 [e.g. the students who took part in last year’s summer school and their parents] 

 [e.g. the company from which we bought some digital education software two years ago] 

 … 

 

 

Toolkit 

How 
 

This section includes a list of communication resources to support you in the promotion of digital media 

literacy skills. Here are few suggestions, feel free to adopt it according to your individual needs.  

When trying to reach out to schools in order to establish a collaboration for the implementation of the 

DIMELI@SCHOOL Clubs, face-to-face communication is generally recommended over social media and 

other online actions. However, online promotion can be used to generate interest in the Clubs among 

students and their families, recruit participants, as well as to raise awareness about the project in 

general terms. 
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 Visual material 

 

o Flyer 1 (Appendix C1) 

o Poster 1 (Appendix C2) 

o Poster/flyer 2: general invitation for students to get involved in the Clubs; suitable to be 

pinned to school bulletin boards. The poster will include a few lines to explain What is 

a DIMELI@SCHOOL Club? – Why get involved? – How to get involved? (Appendix C3) 

o PPT presentation, including a general presentation of the project followed by specific 

information on the local Clubs; (PPT Template can be found in the folder) 

o Badge for students: a circular badge to be handed out to students who take part in the 

Clubs; it can be printed on regular paper, sticker paper or made into button badges 

(Appendix C5) 

 

 Social media 

 

o Sample Facebook posts to be posted on the page of your organization (local Clubs will 

also be promoted on the official project page, but only after the initiative has been 

announced in general terms):  

 

Launch of the Clubs: 

  

 

Good digital skills make for great citizens of the world! 

Join the DIMELI@SCHOOL Clubs in [your city]! [your country flag] 

6 modules and 15 topics to learn how our digital behavior can improve the society we live in 

Sign up here: [link] 
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DIMELI4AC Programme: 

 

 

“We need to strengthen children’s and young people’s critical thinking and media literacy, so they can 

judge and overcome the ever-present threats of fake news, cyberbullying, radicalization, cybersecurity 

threats and frauds”. 

This is what the DIMELI4AC programme is about – and it’s available in [your country]! [your country flag] 

Learn more here! [link] 
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Parents: 

 

 

Your kids won’t stop talking about the new digital skills classes they’re taking at school? 

We’ve got you covered! Check out these training materials and learn with them! [link] 

DIMELI4AC Tool Bank: 

 

Can’t implement the #DIMELI4AC Clubs in your school? 

Check out all these great online resources we found on the web! [link to DIMELI4AC Tool Bank] 

 

o Hashtags to use in your posts: #DIMELI4AC #digitalliteracy #medialiteracy + more 

specific hashtags if you’re posting about a specific module (e.g. #hatespeech, 

#cyberbullying etc.) 

o Royalty-free pictures to use in your posts or communications materials: a few are 

already uploaded to Moodle 

o Countdown illustrations: 4 illustrations for social media counting down 4 weeks to the 

launch of the DIMELI@SCHOOL Clubs (Annex C4)  

o Posting guidelines: 

 Use emojis  Our target group is on the younger side and it is proven that 

colorful posts receive more engagements (i.e. clicks, likes, comments, shares) 

https://moodle.projekt.uni-hannover.de/mod/folder/view.php?id=1815
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 Include media (pictures, videos, gifs): it is more eye-catching than plain text and 

it invites more engagements 

 Use hashtags (#DIMELI4AC #digitalliteracy #medialiteracy) 

 Keep it short: if you wouldn’t read it when scrolling through your Facebook 

because it’s too long, nor will our target group 

 Include links to our website to promote visits 

 

 Memorandum of Endorsement, Support & Commitment for DIMELI4AC stakeholders (already 

available online on the project website).  

 

 ALL DIGITAL Week resources: the ALL DIGITAL Week is a yearly campaign which aims to promote 

digital inclusion and empowerment through events held in schools, digital competence centres, 

libraries and other venues. The initiative is decentralized across the EU (and beyond, to a smaller 

extent) and gathers thousands of events that promote digital literacy under a single label, giving 

them visibility and cohesion. 

The ALL DIGITAL Week, taking place this year on March 23-29, is an ideal time to launch an 

initiative such as the DIMELI@SCHOOL Clubs, or generally to promote DML-related events and 

projects. In 2019, the ALL DIGITAL Week contributed to the European Media Literacy Week, 

which was launched with the objective to highlight the societal importance of media literacy in 

view of the European elections of May 2019. 

How to take part in the ALL DIGITAL Week and gain visibility? 

o Organise an activity or event by joining an existing partnership in your country and see your 

initiative featured on the events map; 

o Become a partner of the ALL DIGITAL Week, if your country hasn’t taken part in previous 

editions; 

o Explore other initiatives happening in your country to identify relevant stakeholders and 

potentially create synergies; 

o Use the official ALL DIGITAL Week visual resources to promote the initiative; 

o Post frequently on social media, using the hashtag #AllDigitalWeek; 

o Explore other ways of getting involved to promote the ALL DIGITAL Week and give more 

visibility to the DIMELI@SCHOOL Clubs. 

 

 Identify potential Ambassadors: having official project supporters who are willing to spread the 

word is an excellent, sustainable dissemination opportunity. Anyone can be an Ambassador, but 

the wider their network and the closer their involvement in the digital education scene, the 

wider the impact to be expected. 

 

 

 

http://dimeli.eu/memorandum/
http://dimeli.eu/memorandum/
https://alldigitalweek.eu/
https://ec.europa.eu/digital-single-market/en/news/european-media-literacy-week
https://alldigitalweek.eu/become-an-event-organiser/
https://alldigitalweek.eu/events/
https://alldigitalweek.eu/become-a-partner/
https://alldigitalweek.eu/events/
https://alldigitalweek.eu/resources/
https://alldigitalweek.eu/get-involved/
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What do you expect from your Ambassadors? 

Before contacting someone to ask them to become an Ambassador, think carefully about what you 
are asking them to get involved in. According to the application, Ambassadors are expected to 
register on the e-platform (to be developed as part of IO4) and promote the project results. Teachers 
and students will be among the first ones to be involved, but other powerful Ambassadors might 
include: 

 ICT and media experts 

 Digital education advocates 

 Company representatives 

 Members of NGOs working on digital education 

 … 

Based on how you are going to implement the DIMELI@SCHOOL Clubs, on your network of contacts 
and on your national specificities, what are you going to expect from your Ambassadors? Which 
target groups are you going to involve as Ambassadors? Are you going to set different requirements 
for Ambassadors belonging to different target groups? Be specific (and realistic). 

 [e.g. Teacher Ambassadors will be expected to attend an informative session about the 
project in order to be able to present it to other stakeholders] 

 [e.g. Companies will be expected to sign the Memorandum of Endorsement, Support & 
Commitment] 

 [e.g. Student Ambassadors will invite at least 10 friends to join the Clubs] 

 […] 
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Here is a sample email to contact potential Ambassadors (to be adapted according to target group and 

national specificities). 

 

Dear [potential Ambassador], 

 

Better digital skills make us better citizens of the world. How to make our children, future citizens of our 

societies, grow up to be digitally confident adults? What if we could give them the opportunity to learn 

this in school? 

The DIMELI4AC project is interested in you! We are looking for [companies / schools / teachers / 

students / …] to become part of our project and help us promote digital media literacy in schools. 

What does it mean to become a DIMELI4AC Ambassador? 

[Your requirements] 

If you’re interested in becoming one of us, [how to get in contact with you or how to apply to become 

an Ambassador]. 

Let’s make this a reality together! 

 

Best regards, 

[…] 

 

Alternatively (or in addition to one-to-one contact), the recruitment of Ambassadors might take place 

through an open call; this is expected to be particularly effective when recruiting students or teachers. 

 

Outcomes and timeline 

When 

 

Based on the general objectives identified earlier and on the tools presented above, a detailed outline 

of the campaign can be developed using the table below (partially filled in as an example): 
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Actions Target group Tools Expected outcome 

Objective 1: Reaching out to schools    

Action 1.1: Send preliminary email to 
20 selected school leaders from 
personal database to inform them 
about the project and the possibility 
to implement the DIMELI programme 

School leaders in the region of 
Hannover 

Brief description of the project as a 
pdf 

Getting the agreement of school 
leaders to present the project at 
their school 

Action 1.2a: Reach out to teachers of 
all schools confirmed in action 1.1 
and visit them at school 

Teachers in the region of Hannover Presentation about the project to 
explain the project to teachers and 
students 

Getting the chance to present the 
project in class 

Action 1.2b:  Online alternative to 
Action 1.2a: Reach out to teachers of 
all schools confirmed in action 1.1 
and inform them about the project in 
an online meeting 

Teachers in the region of Hannover Presentation about the project to 
explain the project to teachers  

Getting the chance to present the to 
teachers online 

Objective 2: Reaching out to other 
faculties of the university 

   

Action 2.1 Sending information to 
leaders of other faculties of the 
university to inform them about the 
project 

Faculty leaders of Leibniz University Brief description of the project as a 
pdf 

Getting the agreement of faculty 
leaders to present the project at a 
lecture of their faculty 

Action 2.2a: Reach out to university 
teachers and visit them in their 
lectures 

University teachers of Leibniz 
University 

Presentation about the project to 
explain the project to teachers and 
students 

Getting the chance to present the 
project in a lecture 

Action 2.2b:  Online alternative to 
Action 1.2a: Reach out to teachers of 
all schools confirmed in action 1.1 
and inform them about the project in 
an online meeting 

University teachers of Leibniz 
University 

Presentation about the project to 
explain the project to teachers 

Getting the chance to present the 
project to university teachers online 
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2020 M15 M16 M17 M18 M19 M20 M21 M22 M23 M24 M25 M26 

Actions JAN FEB MAR APR MAY JUN JUL AUG SEP OCT NOV DEC 

Action 1.1             

Action 1.2a             

Action 1.2b             

Action 2.1             

Action 2.2a             

Action 2.2b             

 

 

 

 

 

 

 

 

 



  

30 
 

DIMELI Toolkit: A-Z pack for implementation 

 

 Useful tools 
 

Here is a list of communication tools you might find useful in your campaign: 

 Mailchimp: creating and sending newsletters; creating landing pages for events; managing 

contact databases 

 Canva: simple, free, user-friendly graphic design software 

 Unsplash, Pixabay: royalty-free images 

 Coolors: colour schemes generator (here is DIMELI4AC palette on Coolors) 

 Flaticon: free vector icons 

 Freepik: free vectors, stock photos, PSD and icons 

 

 

/!\  Always refer to the project visual identity before creating new material! 

 

 

 

 

 

 

 

 

 

 

 

 

The logo is available in various formats on Moodle. 

 

 

 

 

  

https://mailchimp.com/
https://www.canva.com/
https://unsplash.com/
https://pixabay.com/
https://coolors.co/
https://coolors.co/bd4d71-49b7d2-f6f6f6-ffffff-ffffff
https://www.flaticon.com/home
https://www.freepik.com/
https://moodle.projekt.uni-hannover.de/mod/folder/view.php?id=1376
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Section D. Good practices 
 

This section of the Toolkit is dedicated to a collection of good practices that can be of help when 

implementing the DIMELI@SCHOOL programme. Some of them offer additional teaching resources, 

others list guidelines for their implementation and others link to online games and useful tools for 

students and their parents. 

Here are a few introductory words on each of them, followed by table for a general overview: 

 Better Internet for Kids: in May 2012, the European Commission set out a European Strategy 

for a Better Internet for Children with the objective to give children the digital skills and tools 

they need to fully and safely benefit from being online. This online portal collects all resources, 

services and initiatives developed within this context. 

o Safer Internet Day: a yearly campaign to raise awareness about online safety 

o Positive Online Content Campaign: an awareness-raising campaign promoting access 

to high-quality, kid-friendly, positive online content 

o Awareness-raising videos: short inspiring videos to raise awareness and spark a 

dialogue around the issue of internet safety 

 ProjectEVOLVE Toolkit: a full curriculum on the topic of online safety, with age-specific 

resources for 4- to 18-year-olds. 

 Common Sense Education: a non-profit organisation dedicated to building a digital world 

where kids can thrive. 

o Digital Citizenship Curriculum: lesson plans and resources for all ages on the topic of 

online safety 

o Digital Citizenship Curriculum: Implementation Guide: planning resources to 

efficiently and effectively implement digital citizenship lessons in school 

o Social Media Test Drive: a simulated social media environment where students can 

prepare for real-life online experiences  

 MediaSmart: educational resources for 7-16-year-olds on the topic of online advertising: how 

to become critical consumers of the media? 

o Primary school resources: for ages 7-11 

o Secondary school resources: for ages 11-16 

 Healthy Social Media project: a European project which aims to improve young people’s ability 

to assess and engage with digital and social media. 

o Social Media Study: a study that aims to identify the potential negative experiences 

and outcomes associated with adolescent social media overuse 

o Teaching resources: a collection of teaching resources on different aspects of social 

media usage and consequences 

o App: an engaging tool for students which helps them assess their social media use 

 EAVI Learning & Teaching resources: a broad collection of resources for teaching and learning 

curated by the European Association for Viewers Interests. 

 internetmatters.org: resources for parents and carers to keep children safe in the digital world 

(guides on several online issues, advice by age, how to set parental controls on digital 

devices). 

 Be Internet Citizens: a programme which teaches teenagers to become producers of positive, 

healthy and impactful online content. 

https://www.betterinternetforkids.eu/web/portal/home
https://ec.europa.eu/digital-single-market/node/286
https://ec.europa.eu/digital-single-market/node/286
https://www.saferinternetday.org/web/sid/home
https://www.betterinternetforkids.eu/web/positiveonlinecontent/home
https://www.betterinternetforkids.eu/web/portal/resources/videos
https://projectevolve.co.uk/toolkit/
https://www.commonsensemedia.org/about-us/our-mission
https://www.commonsense.org/education/digital-citizenship/curriculum
https://www.commonsense.org/education/digital-citizenship-implementation-guide
https://www.commonsense.org/education/social-media-test-drive
https://mediasmart.uk.com/
https://mediasmart.uk.com/primary-resources/
https://mediasmart.uk.com/secondary-resources/
http://www.healthysocialmedia.eu/
http://www.healthysocialmedia.eu/social-media-study/
http://www.healthysocialmedia.eu/teaching-resources/
http://www.healthysocialmedia.eu/app/
https://eavi.eu/resources-for-teaching-learning/
https://www.internetmatters.org/
https://internetcitizens.withyoutube.com/
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 BadNews: a thought-provoking online game which challenges players to learn about “fake 

news” by creating them in a controlled environment. Available in two versions: for 8-11-year-

olds and for teenagers and adults. 

 BeInternetLegends: online resources to empower younger children to use the web safely and 

wisely. 

o Lesson plans (for teachers)  

o Game for students  

o Resources for parents 

 

 

http://www.getbadnews.com/
https://www.getbadnews.com/droggame_book/junior-uk/#intro
https://www.getbadnews.com/droggame_book/junior-uk/#intro
https://www.getbadnews.com/#intro
https://beinternetlegends.withgoogle.com/en_uk
https://beinternetlegends.withgoogle.com/en_uk/toolkit
https://beinternetlegends.withgoogle.com/en_uk/interland
https://beinternetlegends.withgoogle.com/en_uk/parents/
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Name of the initiative 
For 

teachers 
For 

parents 
For 

students 

Teaching & 
learning 

resources 

Research & 
studies 

Implementation 
Guides 

Events & 
initiatives 

Videos Games Apps 

Better Internet for Kids           

 Safer Internet Day           

 Positive Online Content 
Campaign 

          

 Awareness-raising 
videos 

          

ProjectEVOLVE Toolkit 
          

Common Sense Education           

 Digital Citizenship 
Curriculum 

          

 Curriculum 
Implementation Guide 

          

 Social Media Test Drive           

MediaSmart           

 Primary school 
resources 

          

 Secondary school 
resources 

          

Healthy Social Media project           

 Study           

https://www.betterinternetforkids.eu/web/portal/home
https://www.saferinternetday.org/web/sid/home
https://www.betterinternetforkids.eu/web/positiveonlinecontent/home
https://www.betterinternetforkids.eu/web/positiveonlinecontent/home
https://www.betterinternetforkids.eu/web/portal/resources/videos
https://www.betterinternetforkids.eu/web/portal/resources/videos
https://projectevolve.co.uk/toolkit/
https://www.commonsensemedia.org/about-us/our-mission
https://www.commonsense.org/education/digital-citizenship/curriculum
https://www.commonsense.org/education/digital-citizenship/curriculum
https://www.commonsense.org/education/digital-citizenship-implementation-guide
https://www.commonsense.org/education/digital-citizenship-implementation-guide
https://www.commonsense.org/education/social-media-test-drive
https://mediasmart.uk.com/
https://mediasmart.uk.com/primary-resources/
https://mediasmart.uk.com/primary-resources/
https://mediasmart.uk.com/secondary-resources/
https://mediasmart.uk.com/secondary-resources/
http://www.healthysocialmedia.eu/
http://www.healthysocialmedia.eu/social-media-study/
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 Teaching resources           

 App           

EAVI online resources 
(European Association for 
Viewers Interests) 

          

internetmatters.org           

Be Internet Citizens           

BadNews           

BeInternetLegends           

Lesson plans           

Game           

Resources for parents           

http://www.healthysocialmedia.eu/teaching-resources/
http://www.healthysocialmedia.eu/app/
https://eavi.eu/resources-for-teaching-learning/
https://www.internetmatters.org/
https://internetcitizens.withyoutube.com/
http://www.getbadnews.com/
https://beinternetlegends.withgoogle.com/en_uk
https://storage.googleapis.com/gweb-interland.appspot.com/en-gb-all/hub/pdfs/Google_InternetLegends_Curriculum.pdf
https://beinternetlegends.withgoogle.com/en_uk/interland
https://beinternetlegends.withgoogle.com/en_uk/parents/
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6. Conclusion & Next Steps (IO6)  
 

Overall, this document consists the DIMELI guide – DIMELI Toolkit: An A-Z pack for implementation. It 

provided the reader with an overview of the DIMELI project, and guidelines for the implementation of 

the programme.  

The implementation of the programme can take various forms i.e. intensive summer school, after-

school clubs, depending on the context of each partner country. The next steps involve the upscaling of 

the project from school to an EU level, in order to ensure the sustainability and the exploitation of the 

project results on a broader level.    
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ANNEXES 
 

A) Annex A: Project results and deliverables 
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A1) Annex A1: Comparative report 
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1. Introduction 
The present Comparative Report contains an overview of the results of the first six months of activity of 

the DIMELI4AC project. 

The first section summarises the findings of a preliminary policy and document analysis conducted in 

Cyprus, Germany, Greece and Ireland in order to map out the status quo of digital education policies 

and their implementation at national level. After exploring the understanding of the concept of digital 

media literacy in their national contexts, both among the population and in the research field, partners 

from the three above-mentioned countries identified relevant national policies and investigated the 

integration of digital and media education in school curricula. 

The second section of this Report is dedicated to a comparative analysis of the results of three surveys 

for students, parents and teachers conducted in Cyprus, Germany and Greece. The surveys were 

designed with a double purpose in mind: analysing the respondents’ level of knowledge and interest in 

the topic of digital media literacy as well as collecting targeted information on their needs that would 

feed into the upcoming phases of project implementation. All surveys reached the pre-established 

target of respondents (50 students, 25 parents and 25 teachers per country) and highlighted interesting 

national specificities and needs, which are hereby presented in a comparative perspective. 

The third and last section includes an overview of the outcomes of the Focus Groups conducted in the 

three countries involved in the survey implementation with the addition of Belgium (for EU-level 

stakeholders). Focus Group participants were presented the preliminary results of the surveys in their 

national context and were invited to reflect and share their views on a series of topics. This section of 

the Comparative Report presents a summary of their comments in a comparative perspective. 

The final section of the Report draws on the national-level conclusions reached by each partner and 

brings them together in a final list of recommendations.  

 

 

 

 

 

 

http://dimeli.eu/
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2. Mapping the scene 

The status quo of Digital Media Literacy policies in Cyprus, 

Germany, Greece and Ireland 

 

 

Within the context of the project, digital media literacy is defined as 

The ability to access, analyse, evaluate, and create media. 

Media literate citizens are better able to understand the complex messages we receive 

from all forms of media. It empowers citizens with knowledge, skills and attitude to 

critically access information and media, to critically analyse information and media 

content and to engage with media and other information providers for social, civic and 

creative purposes. 

Are state and school administrations taking action to support the implementation of digital and media 

education policies? Are they making a conscious effort to promote the development of digital media 

literacy and critical thinking skills among the younger population? And to what extent? 

 

 

The first section of this Comparative Report summarises the findings of a preliminary policy and 

document analysis conducted in Cyprus, Germany and Greece in order to map out the status quo of 

digital education policies and their implementation. 

Despite their evident differences, the three countries under examination presented some interesting 

common elements which can be summarised as follows: 

 Policy making and implementation in the field of education: an unevenly shared responsibility 

 

Cyprus, Germany, Greece and Ireland have different forms of state, implying a different 

distribution of responsibilities with respect to schooling and education.  

As far as digital and media education is concerned, Greece and Ireland appear to be adopting 

the most integrated approach. In Greece, the design and implementation of policies addressing 

the use of the Internet in education is managed by two specific state bodies under the auspices 

of the Ministry of Education and Religious Affairs: the Institute of Educational Policy (IEP) and 

the Computer Technology Institute and Press Diophantus (CTI), which reaches out directly to 

schools via the Greek School Network (GSN). In Ireland, responsibility for digital literacy 

education for the younger population is shared among core actors of the state education 

system, including the Department of Education and Skills (DES), the National Council for 

Curriculum and Assessment (NCCA) and the Professional Development Service for Teachers 

http://iep.edu.gr/el/
http://www.cti.gr/en/
https://www.sch.gr/english
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(PDST). 

Media literacy education in a broader, cross-generational perspective is the responsibility of the 

Broadcast Authority of Ireland (BAI). 

Cyprus also employs a centralized education system, but despite recent modernisation efforts 

it has yet to establish a national body in charge of implementing digital media literacy policies. 

At the time of writing, statutory responsibility for media literacy is delegated to the Cyprus Radio 

Television Authority, a key regulatory body which offers basic training activities for schools in 

collaboration with the Pedagogical Institute of the Ministry of Education and Culture. 

The German education sector presents a quite different scenario: its less-than-centralised 

system poses objective difficulties in achieving harmonic and sustainable digital education 

reforms. With schooling responsibilities individually delegated to the sixteen federal states, 

ensuring an equal implementation of digital and media education policies will certainly prove 

challenging. 

 

 “First-generation” policies: infrastructural development 

 

Digital education policies focusing on infrastructural development are generally considered to 

be part of a wider “first-generation” policy reform, as laid out by the European Commission’s e-

Learning Action Plan of 20011. All countries involved in this study seem to have started 

implementing at least some of the actions recommended by the Commission, namely: enabling 

high-speed Internet access; providing access to educational services and e-learning platforms; 

offering basic teacher training on the use of digital technologies; and adapting school curricula 

to include new ways of learning ICT. 

At the time of writing, Cyprus, Greece and Ireland seem to have achieved a satisfactory level of 

infrastructural development. On the contrary, and despite major planned investments in digital 

education, German schools are still widely afflicted by poor wireless connection, lack of IT 

support and inadequate teacher training. 

 

 “Second-generation” policies: teacher training and capacity building 

 

As highlighted by “second-generation” EC policy documents2, after a first stage of 

infrastructural development, digital education policies should shift their focus on 

complementary measures such as teacher training, competence building and content 

development. 

In line with the above findings, Cyprus, Greece and Ireland seem to be consciously heading in 

the direction indicated by the Commission: state administrations are intensifying their efforts 

to improve teacher training and capacity building as well as to adapt school curricula to include 

digital and media education (either cross-curricula or as a standalone, optional module). 

Germany’s recent investments, on the contrary, have come under criticism for focusing on the 

improvement of hard skills to the detriment of critical competences, increasingly needed by 

students and teacher alike in order to engage safely and effectively with media. 

 

                                                           
1 See http://www.aic.lv/ace/ace_disk/Bologna/contrib/EU/e-learn_ACPL.pdf.  
2 See https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018H0607(01)&rid=2 and https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=COM:2018:22:FIN. 

http://www.crta.org.cy/default.asp?id=24
http://www.crta.org.cy/default.asp?id=24
http://www.aic.lv/ace/ace_disk/Bologna/contrib/EU/e-learn_ACPL.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018H0607(01)&rid=2
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2018:22:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2018:22:FIN
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Overall, 

the four countries appear aligned in their commitment to advance digital education: in line with 

European trends, over the past two decades they have all pledged substantial investments in technology 

for schools, which have contributed (to varying degrees) to the renewal or advancement of school ICT 

infrastructures. With the possible exception of Germany, participating countries seem to be stepping 

forward into “second-generation” policies by placing greater emphasis on the need to upgrade teachers’ 

knowledge and digital skills sets, not only in terms of hard skills but also of digital media literacy and 

critical thinking. 
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3. National research on digital media literacy 

Survey results from students, parents and teachers 

 

 

In order to analyse the needs of the project target groups, a quantitative analysis was conducted among 

students aged 10 to 15, their parents and teachers in Cyprus, Germany and Greece. Three targeted 

surveys were developed and distributed among a sample of interested individuals in order to investigate 

their prior knowledge of the concept of digital media literacy and their experience as to how the topic 

is approached in school and at home. Finally, the respondents were invited to express their needs and 

preferences with regard to a few of the upcoming project results. 

Are you familiar with the concept of digital media literacy? Do you think you have good digital skills? Is it 

important to learn about digital media literacy? Who should be responsible for digital and media 

education? Are governments and school managements making efforts to support it? 

These are some of the questions we asked, and here is what our respondents had to say. 

 

 

Your thoughts: students, parents and teachers’ thoughts on digital media literacy 

 

 

The three surveys were structured in a similar fashion, although obviously adapted to the context of 

each group of respondents. The first section was dedicated to introducing them to the concept of digital 

media literacy and gauging their first impressions and level of knowledge. 

Are you familiar with the concept of digital media literacy? 

Among the first questions, students, parents and teachers were invited to self-assess their level of 

familiarity with the concept of digital media literacy based on a provided definition. 

Results show that the target groups were on average relatively familiar with the concept of digital media 

literacy: on a scale from 1 to 5, where 1 = very unfamiliar and 5 = very familiar/expert, responses 

gathered around middle-upper values. 

Students tended to consider themselves slightly more competent than their parents and teachers, 

particularly in Germany where over 60% of them evaluated themselves as “very familiar” with the 

concept. The majority of parents, however, rated their children’s level of familiarity with the topic 

“average” at best. Cypriot and German parents appeared particularly doubtful and not even one of them 

placed their children in the top tier. 

Greek parents and teachers, on the other hand, appeared quite confident in their own understanding 

of the concept of digital media literacy (64% and 46% respectively rated themselves as “very familiar” 
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or 

“experts”), while Cypriot parents and German teachers were among the less confident (56% and 68% 

respectively considered themselves “unfamiliar” or “very unfamiliar” with the topic). 

 

 

 

 

 

 

 

 

 

 

 

 

 

When asked if they would be interested in learning more about digital media literacy, respondents 

expressed a generalised positive interest: over 80% of the students were open to the possibility, and so 

were 100% of the parents. Given the option to choose between “Yes, for myself” and “Yes, for my 

children”, parents clearly expressed that their interest in the topic was focused on the benefits for their 

sons and daughters (over 97% of responses), but a fair amount of them also considered it an opportunity 

for self-development (almost 38% of responses), particularly in Germany. In line with this finding, over 

70% of the parents expressed the belief that the acquisition of digital media literacy skills by students 

was to be considered “very” or “extremely important”. 

The target groups were also asked to identify potential sources of information on digital media literacy: 

both parents and students would rely primarily on the Internet (over 90% of responses), but while for 

parents researching books or articles came in as a close second, students would rather consult teachers, 

parents or peers in person. 

Do you think you have good digital skills? 

Students appeared quite confident in their digital skills: over 58% agreed more or less emphatically with 

the question, with a remarkable 86% of German students stating that they “definitely” had good digital 

skills. Cypriot students appeared slightly less confident, with the majority of them considering their 

digital skills only “average”.  

This is in line with the perception of parents: when asked if they thought their children had good digital 

skills, only 8% defined them as “definitely” very good; the majority of responses gather around middle 

values, with slightly higher results in Greece and slightly lower results in Cyprus. 

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Teachers

Parents

Students

How familiar are you with the concept of digital media literacy?

Very unfamiliar Fairly unfamiliar Familiar enough Fairly familiar Very familiar or expert
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Teachers 

demonstrated a slightly more critical opinion of their students’ digital skills: 84% of their responses 

placed students’ skills in the average-lower end of the scale, with Cypriot teachers holding a particular 

strong view of the fact that students’ perception of their digital skills mostly doesn’t correspond to reality. 

 

 

 

 

 

 

 

 

 

 

 

 

Do you trust everything you see and read on the Internet and other digital media? 

Students were asked to define their level of trust in the validity of the information received from digital 

media based on a scale that went from “I think that almost everything I see and read is true” to “I don’t 

trust any information coming from the Internet and digital media”.  

Quite interestingly, results showed that most of the students avoided the two extreme answers and 

tended to gather in the middle, hovering between relative trust and relative distrust in the media: 46% 

of them voted for the option “I think most of what I see and read and is trues but sometimes I have 

doubts” and 37% chose the option “I often doubt the things that I see and read, many of them are 

probably fake”. 

German students tended to lean towards trust (63% trust versus 36% distrust), while in both Cyprus and 

Greece the options mentioned above received the exact same number of answers. 

 

 

 

 

 

At school: how students, parents and teachers experience digital media literacy in 

the school environment 

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Teachers

Parents

Students

Perception of the digital skills of students

Very limited skills Limited skills Average skills Good skills Very good skills
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This section of the three surveys focused on investigating students’, teachers’ and (to a smaller extent) 

parents’ experiences related to teaching and learning about digital media literacy at school. 

 

How often do you talk about digital media literacy in class? 

The majority of students agreed that the topic of digital media literacy is rarely discussed in class: over 

73% of German students stated that it had “never” or “hardly ever” been covered or mentioned, and 

the same was confirmed by 70% and 50% of the students from Greece and Cyprus respectively. 

Teachers indirectly endorsed such response by stating that on average 66% of their schools did not 

foresee any curricular hours dedicated to digital media literacy education. While this result aligns with 

the state of things in Greece, differences among countries were quite drastic: only 4% of the 

respondents from Cyprus gave a positive answer, while in Germany these represented a majority of 

over 62%. 

German teachers specified that digital media literacy education is usually integrated into one specific 

subject (mostly ICT but also civic education and ethics); when the approach was cross-curricular, the 

same subjects were mentioned, with two teachers remarking that digital media literacy could 

potentially play a major role across all school subjects. Greece and Cyprus seemed to adopt a single-

subject approach and in both cases, when digital media literacy was present in schools, it was during 

ICT classes. 

Does your school offer the necessary ICT infrastructure to support digital and media 

education classes? 

Despite differences in the implementation of digital- and media-related classes, 59% of teachers agreed 

that their schools “definitely” offered the necessary ICT infrastructure to support them. This result 

represents an average between very positive responses from Greece and Germany (respectively with 

92% and 72% of satisfied or very satisfied respondents) and less enthusiastic feedback from Cyprus 

(where 95% of respondents were less than satisfied). 

Did you receive any specific training before being charged with teaching digital and 

media education classes? 

Most of the teachers who took part in the survey (over 68%) had never taught classes dealing with the 

topic of digital media literacy. Those who had mostly included teachers of mathematics, national or 

foreign languages and humanities. 

The most interesting finding from this section of the survey concerns the issue of teacher training: over 

77% of those who had had experience teaching digital or media education classes stated that they had 

not received any specific training before being charged with such task. 
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Despite such obvious limitation, teachers appeared quite resourceful in identifying sources of 

information and inspiration to plan their digital media literacy classes: most of them appeared to rely 

primarily on Internet research (91%), followed closely by books, articles and teaching resources (68%); 

many also sought the advice of colleagues (36%) or inspiration from social media, particularly Pinterest 

(18%). The same distribution of results could be observed in response to a similar question dedicated 

to teachers who had never had experience teaching digital media literacy classes, who were invited to 

imagine where they would look for information if they were asked to start teaching such classes and no 

training opportunity was available. 

While over 81% of the teachers described themselves as “discreetly” to “very confident” in teaching 

digital- or media-related classes, 79% of them also stated that they would be interested in receiving 

specific training on the topic. 

 

At home: students and parents’ experience of digital media literacy in the family 

environment 

 

The third section of the survey focused on the extent to which digital- and media-related issues are a 

topic of discussion at home; for obvious reasons this section was dedicated exclusively to parents and 

students. 

 

How often do you talk about digital media literacy at home? 

Digital media literacy does not appear to be a frequent topic of conversation or discussion at home: 63% 

of students stated that was “never” or “hardly ever” mentioned. Parents seemed to have a slightly 

different opinion on this as only one third of them offered the same response; the remaining 66% 

reported that the topic was discussed “sometimes” or “often”. 

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

Yes

No

Did you receive any specific training before being charged 
with teaching digital/media education classes?
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The 

following question fetched equally different responses: students and parents were asked whether the 

former ever asked questions on digital- or media-related topics to the latter (e.g. asking for advice on 

something they saw or read online). Over two thirds of the students said that it never happened; on the 

contrary, over two thirds of the parents affirmed that they did respond to questions on the topic from 

their sons and daughters. 

When it came to answering such questions, both groups seemed quite confident in the ability of parents 

to provide satisfying answers, the students even more so than the parents themselves: an impressive 

32% of students stated that their mothers and fathers “always knew how to answer”. Parents 

themselves appeared slightly less confident in their own abilities; however, only 10% of the students 

and 15% of the parents stated that parents “never” or “hardly ever” knew how to answer. 

 

 

 

 

 

 

 

 

 

 

 

 

Have you ever helped your parents / children acquire a digital skill? 

Before closing the section on digital media literacy at home, the survey sought to investigate if and how 

digital skills are acquired in the family environment: are parents and students learning from each other? 

And what? 

Survey responses showed that only approximately one third of parents and students had had any 

experience of reciprocal learning, and both sides tended to offer more positive responses when asked 

“if they had ever helped” as opposed to “if they had even been helped” by the other. 

In the case of parents helping their children learn new skills, parents stated that this happened slightly 

more frequently (35%) than the students would like to admit (22%). Results in Cyprus and Greece were 

slightly higher than the average, while German parents and students didn’t seem to have much to learn 

from each other: only 5% of students and 19% of parents replied positively to this question. 
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Do parents know how to answer digital-
and media-related question?
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The areas of shared knowledge were also slightly different. Students’ replies showed that parents often 

represent their children’s first and preferential introductory channel to technology and digital devices. 

Several students indicated “learning how to use a computer or a smartphone” as the primary skill they 

learned from their mothers and fathers, closely followed by the operative knowledge of specific 

software (MS Excel, MS PowerPoint). A number of students also mentioned “robotics” and a few 

referred to critical thinking skills such as recognising reliable and unreliable websites and news outlets. 

Parents offered slightly different responses. While they also remarked that they were the ones to teach 

their children how to use the Internet and search for information online, several answers pointed to 

more transversal skills such as learning how to check the sources of information retrieved online, how 

to manage privacy settings and behave responsibly on social media and how to deal with cyberbullying. 

A similar pattern can be identified in the corresponding question investigating whether children ever 

help their parents develop new digital skills. The proportions were very similar to the ones highlighted 

above: 32% of the students stated they had assisted a parent learn a new digital skill but only 24% of 

the parents agreed with that statement. Similarly to what described above, results from Greece and 

Cyprus were above such average while only 22% of German students and 9% of German parents 

recognised a shared learning experience. 
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When 

it comes to the specific skills being transmitted by students to their parents, results from the two 

perspectives aligned very closely. The overwhelming majority of students claimed ownership over 

setting up their parents’ social media accounts, specifically Instagram and Facebook. Other students 

mentioned support in downloading mobile games and other apps, including instant messaging services 

such as Viber. Less parents responded positively to this question but their replies matched their 

children’s and included the use of social media, apps and in a few case the use of the Internet. 

 

Your country: teachers’ understanding and opinion of their 

country’s education policies 

 

At the end of their survey, teachers were asked whether they were informed about their national 

government’s efforts (if any) to support digital and media education in school (e.g. action plans, planned 

investments in the sectors etc.). 

Over 52% of respondents stated they were 

not aware whether their government was 

taking concrete measures in that regard; 9% 

of teachers were confident that their national 

authorities were not taking action to support 

digital education, while 35% affirmed that 

they saw a concrete commitment in that 

direction. 

The 35% of teachers who confirmed the existence of specific actions towards digital education, 

however, did not appear very satisfied with their governments’ chosen courses of action. 

 

 

 

 

 

 

 

 

 

 

60% of respondents stated that governmental efforts did not reflect their schools’ actual needs, and 

over 38% only reported an average level of satisfaction. None of the teachers saw a satisfactory level of 

correspondence between governmental measures and school needs. 
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4. The expert opinion of teachers and stakeholders 

Results from the Focus Group dialogue 

 

In order to consolidate and enrich the findings of the three national surveys, each country involved in 

the first research phase also conducted a local Focus Group with teachers and/or education stakeholders. 

Each group of experts was presented the preliminary findings of the three surveys and participants were 

invited to express their first impressions and opinions. 

 

 

 

First impressions: can you confirm these findings based on your experience? 

Focus Group participants generally found themselves in agreement with the findings of the three 

surveys and they all concurred that the target groups would benefit from a deeper understanding of the 

topic of digital media literacy. Participants from Germany and Greece were particularly vocal about their 

students’ perceived inability to approach media content critically: despite being undoubtedly very 

familiar with digital devices and online platforms, they stated that their approach tended to be 

superficial and uninformed. Cypriot participants pointed to a top-down approach as the best long-term 

solution to this issue: they suggested engaging national-level stakeholders and policy makers in order 

to grant digital media literacy education a more prominent role in school curricula. 

Participants from Cyprus and Belgium agreed on this issue but also highlighted the lack of critical 

thinking skills among teachers and parents. The former, it was argued, would need better training 

opportunities on the topic of digital media literacy, which in turn would require a stronger commitment 

on the part of school administrations as well as of older, less digitally-inclined colleagues. Parents too 

would benefit from an increased understanding of digital and media issues: Belgian participants to the 

Focus Group pointed out that in many cases parents’ excessive trust in the media discredits them in the 

eyes of their children, who as a result turn to other sources when in need of advice. 

On a slightly different note, some of the German teachers involved pointed out that their experience 

didn’t match survey findings with respect to ICT infrastructure in schools: survey responses from 

Germany presented a fairly positive picture but the teachers involved remarked that in several schools 

the availability of digital devices and tools was still limited and often affected by lack of maintenance. 

 

Areas of improvement: is any information about digital media literacy or the use of 

digital media missing or insufficiently presented? 

All Focus Group participants agreed the topic is still fairly new, especially in terms of implementation in 

schools, and very broadly defined. It was recommended that the definition be split and redefined into 

concrete targets: this will allow the development of more specific teaching material as well as easier 

assessment of students’ accomplishments in term of digital and media literacy. 

Teaching digital media literacy: which are the most important factors to keep in mind? 
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German 

participants to the Focus Group highlighted the importance of familiarising students with digital media 

literacy issues as early as possible, since the meaning of this concept is expected to grow and evolve over 

the next few years (e.g. role and impact of fake news, micro targeting, clickbait etc.).  

This clearly ties in with the centrality of critical thinking. Belgian and other European stakeholders were 

particularly sensitive to the obstacles that teaching critical thinking can present: is it possible to maintain 

an apolitical stance when analysing biased media? And even more importantly, is it possible to teach 

critical thinking without influencing students on what they should be critical about? 

The same group also discussed the apparent issue of “students knowing more than their teachers”: 

survey results indicated that young people tend to be “digitally confident” but not quite as “digitally 

competent”. All participants agreed on the importance to boost teachers’ knowledge and confidence in 

the topic and Cypriot teachers suggested that the best way to go about digital media literacy education 

would be to adopt a “subtle but precise” approach which would empower students to engage safely 

with digital media and recognise their teachers’ authority on the topic. 

 

School curricula: what should be added or reworked in order to strengthen the digital 

media literacy of students? 

Focus Group participants in all countries agreed on the importance of including digital media literacy 

and critical thinking education in school curricula. The topic is generally mentioned sporadically rather 

than being given dedicated space, and this tends to happens (if at all) within one single class. 

There was general agreement around the necessity to redesign and update school curricula in order to 

favour the development of critical thinking skills over the acquisition of copious amounts of knowledge. 

The topic of digital media literacy naturally lends itself to a cross-curricular approach: a critical approach 

to information lays at the basis of all school subjects and critical thinking would more easily become 

part of the students’ mind set if it was taught with a cross-curricular approach. 

Greek participants to the Focus Group stressed the need for effective advocacy efforts and policy reform: 

while their government recognises the importance of digital media literacy education and the scarcity 

of training opportunities for teachers, it still lacks a comprehensive forward-looking strategy to tackle 

this issue. 

 

Next stages of the project: what to keep in mind? What to improve? 

In light of the considerations expressed above, all Focus Group participants emphasised the importance 

of the development of targeted and effective teaching and learning materials. They suggested consulting 

a variety of experts from fields such as IT and social media and working together with teachers, parents 

and students to develop materials that address their individual needs as well as their national 

specificities. 
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5. Conclusion 
The activities conducted so far have led to the collection of precious insights into the perception of 

digital media literacy among the target groups and highlighted challenges and opportunities related to 

teaching and learning critical thinking skills.  

In light of the above findings and of the upcoming project activities, the following recommendations are 

put forward: 

 

 Redefining the concept of digital media literacy into concrete targets: digital media literacy is a 

broad and multi-faceted concept which lends itself to different definitions. This became evident 

when students, parents and teachers were asked to assess their digital skills as well as their level 

of familiarity with the topic: students tended to reflect a narrower view of the topic, and 

therefore higher levels of confidence; their parents and teachers, on the contrary, appeared 

more aware of the far-reaching implication of digital and media issues, and therefore scored 

lower in terms of confidence. Redefining the concept of digital media literacy into concrete 

target will allow students, parents and teachers to achieve a comprehensive vision of the 

implications of the issue, and therefore to identify with confidence their current competences 

and areas of improvement. 

 Increasing efforts to introduce digital media education in schools: the ideal approach to achieve 

effective results would include bottom-up as well as top-down action. The lack of digital media 

literacy education in schools can be attributed to two concurring factors: a lack of expertise on 

part of the teachers and insufficient commitment or flexibility on part of the school 

administrations. As remarked throughout the present Report, teachers need to gain access to 

consistent and high-quality training opportunities to build their expertise and confidence in 

digital- and media-related topics. On the other hand, schools should open up to the possibility 

of giving space to digital media literacy education in their curricula, either within a single subject 

or ideally across a variety of subjects, in order to facilitate the adoption of a critical mind set 

among students. This reconfirms the importance of distilling all data, experiences and good 

practices collected through project activities into effective final recommendations to be 

presented to relevant policy makers; this will allow to couple the project’s bottom-up efforts 

with high-level awareness raising and advocacy. 

 Developing opportunities for inter-generational learning: survey findings showed that students 

and their parents hold a slightly different understanding of the concept of digital media literacy, 

and thus different skills and confidence levels – which do not always match. Parents tended to 

place themselves in the lower end of the confidence scale, and some of the findings presented 

above suggest that their excessive trust in the media risks to discredit them in the eyes of their 

children. On the other hand, students that took part in the surveys reported that their parents 

remained a point of reference when navigating the digital world, and that, despite the perceived 

skills gap, parents did have something to teach when it came to transversal competences such 

as critical thinking. Such findings suggest that there is space for shared learning experiences 

across different generations, and such possibility deserves to be explored further. 

 Taking stock of students, parents and teachers’ interest in learning more about digital media 

literacy: all of the research presented above highlights that the centrality of digital- and media-
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related 

issues is well perceived and expected to grow in the upcoming years. This represent fertile 

ground for the development of targeted teaching and learning materials which should address 

present challenges while keeping an eye on sustainability.  
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Module 1 – Online 

Safety  

1 Learning Objectives 
 

1. Understanding cyber security 

2. Protecting yourself online 

3. Action on cyber security matters 

 

2  General Description 
 

Students may not be familiar with online safety. This module offers guidance on the different concepts 
of cyber security and shows ways to prevent cyber security matters and be protected when browsing 
online. Students will understand cyber security, will learn to protect themselves and their devices and 
finally will get into acting if a security breach happens. 

 

3  Introduction to the Topic 
 

While the Internet is one of the greatest creations, providing with instant access to endless supply of 

knowledge and entertainment, it is also harbouring a variety of threats such as malicious programs, 

online viruses, fraud, identity theft, etc. There are a series of actions anyone should take to prevent 

cyber security matters and to protect their personal data when browsing online. 
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Module 1 – Online 

Safety  

4 Framework 
 

TOPIC 1 

Indicators 
(Level) 

Benchmarks 
(Aim) 

Syllabus Activity Resources / 
Scenarios 

Basic 
(10-12 y.o.) 

Resources / 
Scenarios 
Advanced 

(12-15 y.o.) 

Assessment 

ONLINE 
SAFETY 

Understand 1.1 The student 
understands what 
cyber security is. 
 
1.2 The student 
understands how to 
protect themselves 
online. 
 
1.3 The student 
understands main 
actions to deal with 
cyber security matters. 

1.1 I understand cyber 
security and its 
importance. 
 
1.2 I understand the 
ways of protecting 
myself when online. 
 
1.3 I understand the 
steps of dealing with 
cyber security matters. 

Lecture via online 
tools and 
examples of cyber 
security matters 

Online tutorial 

/ video 

Online tutorial / 

video 

 

Pre / Post 
assessment quiz 

Engage / 
Interact 

2.1 The student knows 
indicators of potential 
security threats. 
 
2.2 The student 
interacts with cyber 
security matters.  

2.1 I know how to 
recognize threats 
online. 
 
2.2 I engage and solve 
cyber security matters. 

2.1 Presentation 
on different online 
threats. 
 
2.2 Examples of 
problem-solving in 
regard to the 

Scenarios of 
different cyber 
security 
matters.  

Scenarios of 
different cyber 
security matters 
(advanced). 

Assessment based on 
the results from 
activity. 
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Module 1 – Online 

Safety breach. 

Analyze 3.1 The student 
analyzes the impact of 
cyber security matters. 

3.1 I am able to 
analyze the impact 
from a security breach 
online. 

3.1 Presentation 
on cyber security 
matters and their 
potential impact. 

Analyze 
concrete 
examples and 
demonstration
s of cyber 
security 
matters and 
their impact. 

Analyze 
concrete 
examples and 
demonstrations 
of cyber security 
matters and 
their impact. 

Short letter 
explaining the impact 
of a security breach. 

Evaluate 4.1 The student 
evaluates if a site is 
secure to visit. 
 
4.2 The student 
evaluates if a Wi-Fi 
network is secure or 
not. 

4.1 I am able to 
evaluate the security 
of a website. 
 
4.2 I am able to 
evaluate the security 
of public Wi-Fi 
networks. 

4.1 Comparison 
between safe and 
not safe websites. 
 
4.2 Comparison 
between safe and 
not safe Wi-Fi 
networks. 

4.1 Example 
websites (safe 
/ unsafe). 
 
4.2 Example 
Wi-Fi networks 
(safe / unsafe). 

4.1 Example 
websites (safe / 
unsafe). 
 
4.2 Example Wi-
Fi networks (safe 
/ unsafe). 

Ratio of right 
answers / tries in 
order to get all 
answers correct. 

Create 5.1 The student 
creates strong security 
passwords for their 
online accounts. 
 
5.2 The student 
creates a flyer for the 
importance of security 
online 

5.1 I create unique, 
random passwords for 
my online accounts. 
 
5.2 I raise awareness 
on the issue of cyber 
security. 

5.1 & 5.2 Students 
bring the subject 
of cyber security 
in their classroom, 
create an 
informative flyer 
and develop 
strategies to 
sensitize for them. 

5.1 & 5.2 
Templates and 
instructions to 
create an 
awareness-
campaign in 
their schools. 

5.1 & 5.2 
Templates and 
instructions to 
create an 
awareness-
campaign in 
their schools. 

Assessment by 
evaluating the results 
of the in-school 
activities. 
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Industry  
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Module 2 – Media 

Industry 
Traditional Media 

Topic 1 

1 Learning Objectives 
 

1. Understand the definition of Traditional Media 

2. Recognize the different types of Traditional Media 

3. Participate in Traditional Media conversations 

4. Analyse and Evaluate the content shared through Traditional Media 

 

2  General Description 
 

The topic provides information on Traditional Media and the different types of traditional media (e.g. 
TV, Radio, Printed Material). 

 

3  Introduction to the Topic 
 

Traditional Media represents a form of communication that employs vocal, verbal, and visual form, 

transmitted through the use of Television, Radio and printed material (newspaper, article, magazine 

etc.). 
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Module 2 – Media 

Industry  

 

4 Framework 
 

TOPIC 1 

Indicators 
(Level) 

Benchmarks 
(Aim) 

Syllabus Activity Resources / 
Scenarios 

Basic 
(10-12 y.o.) 

Resources / 
Scenarios 
Advanced 

(12-15 y.o.) 

Assessment 

TRADITIONAL 
MEDIA 

Understand The student 
understands the 
different kinds of 
media and recognizes 
the types of traditional 
media (TV, Radio, 
Printed material). 
 
The students 
acknowledge the 
impact of traditional 
media on their daily 
life. 
 
The student recognizes 
the limits of Traditional 
Media. 

1. Definition of 
Traditional Media 

2. Types of Traditional 
Media (TV, Radio, 
Print) 

3. TV and Radio as a 
method for 
broadcasting news & 
for entertainment 

4. The role of 
newspaper 

5. The impact of TV, 
Radio and Newspaper 

6. Limitations of 
Traditional media (e.g. 
not many available 
news resources) 

Lecture via 
Online Tools 

Presentation Presentation 
 

Quiz 
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Module 2 – Media 

Industry Engage / 
Interact 

The student interacts 
with a TV 
advertisement. 

1. TV advertisements 
during prime time 

2. Radio 
advertisements during 
a music show 

3. Participate in a class 
conversation regarding 
a TV advertisement 

Lecture via 
Online Tools 

Screenshots of 
TV Ads 
 
Audio file with 
Radio Ad  

Screenshots of 
TV Ads 
 
Short clip with 
TV Ad 

 

Analyze The student can 
analyse the specific 
marketing purposes of 
TV and Radio 
advertisements. 

1. Marketing 
techniques through TV 
and Radio Ads 

2. Marketing 
psychology and human 
behavior  

3. Methods of 
recognizing targeted 
marketing (e.g. 
advertisement on TV 
during breaktime of 
broadcasting News) 

Lecture via 
Online Tools 

Presentation Presentation 
and scenario 
based on 
marketing 
advertisements 
on TV (e.g. 
Advertisement 
on TV with 
marketing 
purpose) 

Right/Wrong 
Questions 

Evaluate The student can assess 
on marketing 
messages through TV, 
Radio and printed 
media (e.g. 
newspaper). 
 
The student can 
evaluate and choose 

1. Ways to spot hidden 
messages of marketing 
through TV ads 

2. Define the language 
and evaluate the 
purpose of a TV ad 

3. Assess the different 
types of information 

Lecture via 
Online Tools 

Presentation Presentation 
with case study 
on TV ads 
 
Newspaper with 
visual ads (e.g. 
supermarket 
ads) 

Right/Wrong 
Questions 
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Module 2 – Media 

Industry their preferred source 
of information (TV, 
Radio, Printed 
Material) 

received (TV, Radio, 
Printed) 

Create The student can create 
an advertisement with 
marketing 
manipulation 
messages for TV, Radio 
or Newspaper. 

1. Methods to create 
advertisement with 
marketing purpose 

2. Ways of creating a 
critical thought against 
marketing 
advertisements on TV 
and Radio. 

3. How to create 
awareness on targeted 
marketing 

4. Methods to apply 
for marketing 
manipulation 
avoidance 

Lecture via 
Online Tools 

Presentation Presentation 
with case study 

Create ad for 
newspaper (e.g. 
image) 
 
Create ad for Radio 
using voice recorder 
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Module 2 – Media 

Industry 
New Media (Social Media) 

Topic 2 

 

1 Learning Objectives 
 

1. Understand the basic concepts of new media and social media 
2. Acknowledge the difference between new media and traditional media 

3. Interact with content from different social media platforms (FB, Instagram, YouTube) 

4. Create content in the form of audio, video, image or text for social media 

 

2  General Description 
 

The topic provides information and understanding on the concept of new media, focusing on social media and the transition from traditional media. 

 

3  Introduction to the Topic 
 

New media is essentially a way of communicating through different forms of electronic devices and the use of computer technology. There are different forms 

of new media, with social media being the most known. The focus of this topic will be on social media platforms, the interaction through different platforms 

(e.g. Facebook, Instagram, YouTube) and the creation of different types of content (e.g. audio, video, text, image).  
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Module 2 – Media 

Industry 4 Framework 
 

TOPIC 2 

Indicators 
(Level) 

Benchmarks 
(Aim) 

Syllabus Activity Resources / 
Scenarios 

Basic 
(10-12 y.o.) 

Resources / 
Scenarios 
Advanced 

(12-15 y.o.) 

Assessment 

NEW 
MEDIA 

(SOCIAL 
MEDIA) 

Understand The student 
understands what new 
media is and 
acknowledges the 
difference between 
new media and 
traditional media. 
 
The student 
understands the types 
of content (audio, 
video, image, text) 
shared on social media 
(FB, Instagram, 
YouTube, Twitter). 

1. Definition of New 
Media 

2. Types of New Media 

3. Difference between 
Traditional media and 
New Media 

4. Types of social 
media platforms 

5. Impact of social 
media 

6. Risks associated with 
news on social media, 
communication 
behavior and 
entertainment content 

7. Digital content 
(audio, video, image, 
text) on social media 
platforms 

Lecture via 
Online Tools 

Presentation Presentation 
 

Quiz 
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Module 2 – Media 

Industry Engage / 
Interact 

The student engages in 
situations with 
plethora of online 
news found on social 
media platforms (FB, 
Instagram). 
 
The student interacts 
with entertainment 
content like audio, 
video and/or image on 
social media platforms 
(FB, YouTube, 
Instagram). 

1. Online news on 
social media platforms 
(FB, IG) 

2. Reliable vs 
Unreliable sources of 
online news 

3. Audio content as a 
form of entertainment 

4. Video content as a 
form of entertainment 

5. Text/Image content 
as a form of 
entertainment 

Lecture via 
Online Tools 

Video  Video  

Analyze The student can 
analyse the reliability 
of online news on 
social media (FB, IG). 
 
The student can 
analyse behavioural 
traits behind shared 
content (audio, video, 
text, image) on social 
media (FB, Instagram, 
Twitter, YouTube). 

1. Reliable and 
unreliable online news 
on social media (FB, IG) 

2. Patterns of behavior 
behind Facebook, 
Instagram, Twitter 
posts, and YouTube 
video content. 

Lecture via 
Online Tools 

Practice 
scenario 

Practice 
scenario 

Analysis of data using 
practice scenario 

Evaluate The student can assess 
reliable online 
webpages and news 
through social media 

1. Ways to spot 
reliable online news 
and websites 

Lecture via 
Online Tools 

Source scenario Source scenario Right or Wrong based 
on scenarios 
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Module 2 – Media 

Industry platforms (FB, Twitter) 
and reflect on their 
credibility. 
 
The student can 
critically evaluate the 
personal content 
(audio, video, text, 
image) shared on 
social media platforms 
(FB, IG, Twitter, 
YouTube) and engage 
with it. 

2. Defining the 
credibility of online 
news and sources 

3. Critically evaluate 
and engage personal 
content of others 

Create The student creates 
critical and valuable 
content (audio, video, 
text, image). 
 
The student shares the 
content created on the 
right social media 
platform with specific 
purpose (FB, Twitter, 
YouTube, IG). 

1. Audio, video, text 
and image content 
creation  

2. Sharing audio, video, 
text and image content 
on social media 
platforms (IG, FB, 
Twitter, YouTube) 

Lecture via 
Online Tools 

Content 
creation on 
mobile phone 
and personal 
computer 

Content creation 
on mobile 
phone and 
personal 
computer 
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Module 3 – Information & Media Literacy 

 

1  Learning Objectives 
 

1. Learning about the concept of information, the intentions behind it (including malevolent 
ones) and how it spreads 

2. Acquiring the instruments to distinguish reliable from unreliable pieces and sources of 
information and putting them into practice 

3. Creating awareness on the risks of disinformation and how to counter it 

 

2  General Description 
 
The concept of “information literacy” is not easily pinpointed, nor is its relationship with the concepts 
of “digital” and “media literacy”; various definitions, however, point to “competencies that emphasize 
the development of enquiry-based skills and the ability to engage meaningfully with media and 
information channels in whatever form and technologies they are using”3. This module invites students 
to reflect on the way information spreads around us and in our societies, keeping in mind that 
information sources might be pursuing a specific agenda. Students will learn to weave their way through 
information received through different channels (with a focus on digital content), to identify indicators 
of less reliable or biased sources and to systematically disassemble and analyse a piece of information. 
Having assimilated the instruments to engage with information critically, they will be able to spread 
awareness on the topic among their peers and networks. 

 

3  Introduction to the Topic 
 
We are constantly surrounded by all kinds of information, coming to us increasingly through digital 
channels. How to make the most of this opportunity without being overwhelmed or misled? This module 
will teach you to approach information (especially online information) armed with critical thinking skills, 
to tell apart reliable and unreliable sources and to explain to others how to do the same. 

                                                           
3 Media and information literacy curriculum for teachers, UNESCO (2011) 

https://unesdoc.unesco.org/in/documentViewer.xhtml?v=2.1.196&id=p::usmarcdef_0000192971&file=/in/rest/annotationSVC/DownloadWatermarkedAttachment/attach_import_151c732c-c7fd-46f4-9251-5e742c0b8547%3F_%3D192971eng.pdf&locale=en&multi=true&ark=/ark:/48223/pf0000192971/PDF/192971eng.pdf#%5B%7B%22num%22%3A49%2C%22gen%22%3A0%7D%2C%7B%22name%22%3A%22XYZ%22%7D%2Cnull%2Cnull%2C0%5D
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Module 3 – Information & Media Literacy 

 

4 Framework 

TOPIC 1 

Indicators 
(Level) 

Benchmarks 
(Aim) 

Syllabus Activity Resources / 
Scenarios 

Basic 
(10-12 y.o.) 

Resources / 
Scenarios 
Advanced 

(12-15 y.o.) 

Assessment 

INFORMA-
TION & 
MEDIA 
LITERACY 

Understand 1.1 Students 
understand the 
concept of information 
(what it is, how it is 
produced and how it 
shared across different 
channels). 
 
1.2 Students 
understand that 
information is shared 
for different purposes, 
including malevolent 
ones. 
 
1.3 Students 
understand the 
difference between 
mis-information, mal-
information and dis-
information. 

1.1 The concept of 
information (definition 
and basic notions) 
 
1.2 Sharing 
information and the 
reasons behind it 
 
1.3 Classifying false 
and harmful 
information4 

1.1, 1.2, 1.3 
Lecture 

1.1, 1.2, 1.3  
PPT + Kahoot / 
Mentimeter or 
Nearpod 
 
1.3 
- Real or 

invented 
examples of 
mis-, mal- and 
dis-
information 
selected by 
the teacher 
and relevant 
to the age 
group (e.g. 
food styling, 
…) 

- Discussion on 
the impact it 

1.1, 1.2, 1.3  
PPT + Kahoot / 
Mentimeter or 
Nearpod 
 
1.3 
- Real or 

invented 
examples of 
mis-, mal- and 
dis-
information 
selected by 
the teacher 
and relevant 
to the age 
group 

- Discussion on 
the impact it 
may have on 
students 

1.1, 1.2, 1.3  
Quiz 

                                                           
4 Information Disorder: toward an interdisciplinary framework for research and policymaking, Council of Europe (2017) 

https://www.youtube.com/watch?v=pRRUgI_iUXI
https://rm.coe.int/information-disorder-toward-an-interdisciplinary-framework-for-researc/168076277c
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Module 3 – Information & Media Literacy 

may have on 
students 
(practical/emo
tional/relation
al etc.) 

(practical/emo
tional/relation
al etc.) 

- Possible 
assignment: 
bring 
examples from 
students’ own 
social media 
accounts 

Engage / 
Interact 

2.1 Students know 
where to source 
information on a 
desired topic online 
and offline. 
 
2.2 Students 
understand that 
sources may have 
different levels of 
reliability and/or bias. 

2.1 Sourcing 
information online and 
offline 
 
2.2 Reliability and bias 
in information sources 
 

2.1, 2.2 
Classroom 
discussion 
starting from 
students’ 
experience and 
reinforced by 
teacher’s 
guidance and 
examples 

2.2 Teacher 
shows 
appropriately 
selected 
examples of 
questionable 
sources and 
biased media 
and sparks a 
discussion 
 

2.2 Teacher 
shows 
appropriately 
selected 
examples of 
questionable 
news sources 
and biased 
media (e.g. 
questionable 
sources, 
conspiracy/pseu
doscience, 
politically biased 
sources left and 
right) and sparks 
a discussion 

N/A 

Analyze 3.1 Students are 
familiar with the 
indicators of an 

3.1 The indicators of 
an unreliable source of 
information 

3.1, 3.2 
Lecture with 
practical 

3.1 Compare the 
indicators 
provided by the 

3.1 Compare the 
indicators 
provided by the 

Quiz 

https://mediabiasfactcheck.com/fake-news/
https://mediabiasfactcheck.com/fake-news/
https://mediabiasfactcheck.com/conspiracy/
https://mediabiasfactcheck.com/conspiracy/
https://mediabiasfactcheck.com/left/
https://mediabiasfactcheck.com/right/
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unreliable source of 
information across 
different channels 
(website, social media 
platforms, …). 
 
3.2 Students 
understand how the 
fact-checking process 
works and are able to 
adapt it to the pieces 
of information they 
come across. 

 
3.2 Understanding and 
applying fact-checking 
strategies 

examples 
followed by 
discussion and 
exercises 

teacher with the 
guidelines of 
major social 
media platforms 
(e.g. Facebook’s 
tips on how to 
spot fake news; 
Reddit’s rules 
regulating posts 
on r/news) 
 
3.2 Go through 
fact-checking 
reports 
produced by 
experts and 
identify the 
methods and 
strategies 
adopted (e.g. 
can you pop 
popcorn with a 
pickle and an AA 
battery?; was a 
5-metres-tall 
human skeleton 
unearthed in 
Australia?; ...) 
 

teacher with the 
guidelines of 
major social 
media platforms 
(e.g. Facebook’s 
tips on how to 
spot fake news; 
Reddit’s rules 
regulating posts 
on r/news) 

 
3.2 Go through 
fact-checking 
reports 
produced by 
experts and 
identify the 
methods and 
strategies 
adopted (e.g. 
Autism 
prevalence is up 
but scientists 
have 
consistently 
found that 
vaccines don’t 
cause it; One 
born every 
minute? How 
many migrants 
arrive in the UK 

- T/F which of these 
elements might be 
indicative of an 
unreliable source 
of info? 

 

Assignment 

Identifying a 
questionable article 
and setting out a 
strategy to verify its 
credibility 

https://www.facebook.com/help/188118808357379?helpref=search&sr=1&query=fake%20news
https://www.facebook.com/help/188118808357379?helpref=search&sr=1&query=fake%20news
https://www.facebook.com/help/188118808357379?helpref=search&sr=1&query=fake%20news
https://www.reddit.com/r/news/
https://www.reddit.com/r/news/
https://www.reddit.com/r/news/
https://www.snopes.com/fact-check/popcorn-pickle-battery/
https://www.snopes.com/fact-check/popcorn-pickle-battery/
https://www.snopes.com/fact-check/popcorn-pickle-battery/
https://www.snopes.com/fact-check/popcorn-pickle-battery/
https://www.snopes.com/fact-check/5-meter-tall-human-skeleton/
https://www.snopes.com/fact-check/5-meter-tall-human-skeleton/
https://www.snopes.com/fact-check/5-meter-tall-human-skeleton/
https://www.snopes.com/fact-check/5-meter-tall-human-skeleton/
https://www.snopes.com/fact-check/5-meter-tall-human-skeleton/
https://www.facebook.com/help/188118808357379?helpref=search&sr=1&query=fake%20news
https://www.facebook.com/help/188118808357379?helpref=search&sr=1&query=fake%20news
https://www.facebook.com/help/188118808357379?helpref=search&sr=1&query=fake%20news
https://www.reddit.com/r/news/
https://www.reddit.com/r/news/
https://www.reddit.com/r/news/
https://fullfact.org/online/vaccines-dont-cause-autism/?utm_source=homepage&utm_medium=secondary_story_1
https://fullfact.org/online/vaccines-dont-cause-autism/?utm_source=homepage&utm_medium=secondary_story_1
https://fullfact.org/online/vaccines-dont-cause-autism/?utm_source=homepage&utm_medium=secondary_story_1
https://fullfact.org/online/vaccines-dont-cause-autism/?utm_source=homepage&utm_medium=secondary_story_1
https://fullfact.org/online/vaccines-dont-cause-autism/?utm_source=homepage&utm_medium=secondary_story_1
https://fullfact.org/online/vaccines-dont-cause-autism/?utm_source=homepage&utm_medium=secondary_story_1
https://fullfact.org/online/vaccines-dont-cause-autism/?utm_source=homepage&utm_medium=secondary_story_1
https://fullfact.org/online/vaccines-dont-cause-autism/?utm_source=homepage&utm_medium=secondary_story_1
https://fullfact.org/economy/one-born-every-minute-how-many-migrants-arrive-uk-and-how-many-children-do-they-have/
https://fullfact.org/economy/one-born-every-minute-how-many-migrants-arrive-uk-and-how-many-children-do-they-have/
https://fullfact.org/economy/one-born-every-minute-how-many-migrants-arrive-uk-and-how-many-children-do-they-have/
https://fullfact.org/economy/one-born-every-minute-how-many-migrants-arrive-uk-and-how-many-children-do-they-have/
https://fullfact.org/economy/one-born-every-minute-how-many-migrants-arrive-uk-and-how-many-children-do-they-have/
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and how many 
children do they 
have?; …) 

Evaluate 4.1 Students can label 
a piece of information 
they find online or 
offline as “reliable” on 
“unreliable” 

4.1 Evaluating the 
reliability of a piece of 
information 

4.1 Practical 
exercises 

4.1 The teacher 
invites students 
to test their 
skills against 
preset invented 
scenarios (e.g. 
BBC’s iReporter) 
or real, 
previously 
researched 
cases (first 
asking for their 
opinion, then 
presenting 
expert 
conclusions) 

4.1 The teacher 
invites students 
to test their 
skills against 
preset scenarios 
(e.g. learning 
how to read 
news articles 
critically) or real, 
previously 
researched 
cases (first 
asking for their 
opinion, then 
presenting 
expert 
conclusions) 

Teacher presents a 
real scenario (e.g. 
news article) and 
invites students to 
draw their own 
conclusions and label 
it “reliable / 
unreliable”; students’ 
conclusion are 
checked against the 
conclusions of fact-
checking experts 

Create 5.1 Students can 
produce a structured 
explanation of why a 
piece of information is 
to be considered 
reliable or unreliable 
 
5.2 Having internalized 
the instruments to 
recognize unreliable 

5.1 Presenting the 
thought process 
behind the evaluation 
of the reliability of a 
piece of information 
 
5.2 The impact of “fake 
news” and how to 
counter its spread 
 

5.1 Students’ 
presentations 
 
5.2 Guided 
classroom 
activity + online 
game 
 
5.3 Assignment 

5.1 Students’ 
presentations 
 
5.2 Playing the 
Bad News game 
(version for ages 
8 to 11; material 
for teachers)  

 

5.1 Students’ 
presentations 
 
5.2 Playing the 
Bad News game 
(version for ages 
15+; material for 
teachers) 

 

Students’ 

presentations 

https://fullfact.org/economy/one-born-every-minute-how-many-migrants-arrive-uk-and-how-many-children-do-they-have/
https://fullfact.org/economy/one-born-every-minute-how-many-migrants-arrive-uk-and-how-many-children-do-they-have/
https://fullfact.org/economy/one-born-every-minute-how-many-migrants-arrive-uk-and-how-many-children-do-they-have/
https://www.bbc.co.uk/news/resources/idt-8760dd58-84f9-4c98-ade2-590562670096
https://evidence-toolkit-moral-maze.pilots.bbcconnectedstudio.co.uk/diesel.html
https://evidence-toolkit-moral-maze.pilots.bbcconnectedstudio.co.uk/diesel.html
https://evidence-toolkit-moral-maze.pilots.bbcconnectedstudio.co.uk/diesel.html
https://evidence-toolkit-moral-maze.pilots.bbcconnectedstudio.co.uk/diesel.html
http://getbadnews.com/droggame_book/junior-uk/#intro
http://getbadnews.com/droggame_book/junior-uk/#intro
http://getbadnews.com/wp-content/uploads/2019/03/Bad-News-Game-info-sheet-for-educators-English.pdf
http://getbadnews.com/wp-content/uploads/2019/03/Bad-News-Game-info-sheet-for-educators-English.pdf
https://getbadnews.com/#intro
https://getbadnews.com/#intro
http://getbadnews.com/wp-content/uploads/2019/03/Bad-News-Game-info-sheet-for-educators-English.pdf
http://getbadnews.com/wp-content/uploads/2019/03/Bad-News-Game-info-sheet-for-educators-English.pdf
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information, students 
are able to create their 
own realistic “fake 
news” in order to test 
their impact within a 
controlled 
environment 
 
5.3 Having internalized 
the instruments to 
recognize unreliable 
information, students 
are able to raise 
awareness on the topic 
within their networks 

5.3 The importance of 
awareness raising: 
spreading the wo 

5.3 Plan an 
awareness 
raising campaign 
to inform a 
specific group of 
people (friends; 
family 
members; …) 
about the risks 
of 
disinformation 
and how to 
address them; 
design: 

- a logo 
- a 

catchphrase 
- a small-scale 

event or 
initiative 

5.3 Plan an 
awareness 
raising campaign 
to inform a 
specific group of 
people (own 
social circles; 
local social 
groups, …) about 
the risks of 
disinformation 
and how to 
address them; 
design: 

- a logo 
- a 

catchphrase 
- a flyer 
- a social 

media page 
- a small-scale 

event or 
initiative 
that can be 
easily 
replicated in 
different 
contexts 
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Social Bots 

Topic 1 

1  Learning Objectives 
1. Understanding Social Bots 

2. Recognizing Social Bots 

3. Reacting to Social Bots 

4. Raise awareness about social bots in the classroom 

2  General Description 
Based on the national research it became clear that students are not familiar with the concept of social 
bots and online opinion- manipulation. This module provides information on different kinds of social 
bots as well as information on the danger of social bots for citizens and democracy. Students will learn 
how to recognize, expose and react to social bots. Finally, students will create an awareness campaign 
to sensitive their classrooms and their school environment to the topic. 

3  Introduction to the Topic 
"Bot" is short for the English term "robot" for robots. These are computer programs that automatically 

fulfill specific tasks. Opinion bots in social networks can also fake human identities in fake accounts. 

False messages often spread through social media channels like Twitter, Facebook and Instagram. 

Programming a social bot is easy. There are free software on the Internet that can be used quickly with 

few changes in the code. Behind bots, there is no artificial intelligence, but an algorithm5. This module 

pursues the goal to highlighting the danger of such social bots and their impact on online conversations. 

Additionally, it is important not only to know different types of social bots, but also to know strategies 

to identify them and to react in a proper way. This will be an integral part of that module. 

                                                           
5 See: https://www.bpb.de/252585/was-sind-social-bots 
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4 Framework 
 

TOPIC 1 

Indicators 
(Level) 

Benchmarks 
(Aim) 

Syllabus Activity Resources / 
Scenarios 

Basic 
(10-12 y.o.) 

Resources / 
Scenarios 
Advanced 

(12-15 y.o.) 

Assessment 

DIGITAL 
MANIPULA-

TION 

Understand 1.1 The student 
understands the basic 
concept of social bots 
(basic concept of 
algorithms). 
 
1.2 The student 
understands that there 
are different kinds of 
social bots 
(overloading bots; 
trendsetter; trolls) 
 
1.3 The student 
understands the 
impact of social bots 
on online- 
conversations. 

1.1 I understand that 
the social bot is one 
form of an algorithm  
 
1.2 I understand that 
there are three mayor 
types of social bots 
and I am able to name 
them  
 
1.3 I understand that 
social bots try to 
manipulate opinions  

1.1 and 1.2 
Lecture via 
online-tools 
 
1.3 Showing 
examples of very 
obvious social 
bots  

1.1 and 1.2 
Online tutorial/ 
video 
 
1.3 Screenshots 
of social bot 
accounts and 
their posts  

1.1 and 1.2 
Online tutorial/ 
video 
 
1.3 Screenshots 
of social bot 
accounts and 
their posts 
+ concrete 
example on how 
social bots had 
an influence on 
the US-election 
in 2017 

Pre-Posttest via Quiz  
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Engage / 
Interact 

2.1 The student knows 
indicators to recognize 
e.g. opinion bots / 
websites / accounts 
  
2.2 The student knows 
how to use the 
indicators in order to 
expose social bots  

2.1 and 2.2 I know the 
important questions in 
order to recognize 
social bots: 
https://www.tellerrepo
rt.com/tech/--bot-or-
no-bot—how-to-
recognize-opinion-
robots-r1c6Eaoy4.html 

2.1 and 2.2 
Presentation on 
the indicators  

2.1 Students get 
one account of a 
social bot and 
click on all 
indicators that 
seem to be 
indicators that it 
is a social bot  

2.2 Students get 
two different 
accounts and 
need to 
recognize which 
one is a social 
bot and which 
one is a real 
person by using 
the indicators 

Assessment by ratio 
of right answers/ 
tries in order to get 
all answers right 

Analyze 3.1 The students 
analyses the influence 
of social bots on social 
networks. 

3.1 I am able to 
analyze which 
influence social bots 
have on our 
democracy / 
community / society  

3.1 Presentation 
 
3.1 Example of 
social bots in our 
daily lives 

Different 
examples of 
different bots 
that have a 
serious impact 
on politics ( e.g. 
migration; 
refugees – social 
bots that tried 
to push the 
right-wing 
movement)  

Different 
examples of 
social bots with 
different goals: 
 
1. Analyze 

different kinds 
of social bots 
and their area 
of impact 
(politics, 
environment, 
friendships 
etc.) 

 
2. Analyze the 

treats of social 
bots in 
democracy   

3.1 writing a short 
letter explaining 
aspects of social bots 
to a friend  
 
3.2 Scenario: A social 
bot starts to 
comment your post – 
what reaction would 
you show? (select 
from several options) 

Evaluate 4.1 Students rate 
websites for their 

4.1 I know security 
standards against 

4.1 Students 
decide based on 

4.1 different 
sources which 

4.1 different 
sources which 

Assessment by ratio 
of right answers/ 

https://www.tellerreport.com/tech/--bot-or-no-bot—how-to-recognize-opinion-robots-r1c6Eaoy4.html
https://www.tellerreport.com/tech/--bot-or-no-bot—how-to-recognize-opinion-robots-r1c6Eaoy4.html
https://www.tellerreport.com/tech/--bot-or-no-bot—how-to-recognize-opinion-robots-r1c6Eaoy4.html
https://www.tellerreport.com/tech/--bot-or-no-bot—how-to-recognize-opinion-robots-r1c6Eaoy4.html
https://www.tellerreport.com/tech/--bot-or-no-bot—how-to-recognize-opinion-robots-r1c6Eaoy4.html
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susceptibility to social 
bots. 

social bots on 
webpages and can 
assess if these 
standards are 
implemented. 

their own 
inquiry if you 
could use 
different online 
platforms as a 
source for 
information or 
not 

are either 
trustworthy or 
not 

are either 
trustworthy or 
not (less obvious 
than in the basic 
scenario) 

tries in order to get 
all answers right 

Create 5.1 The students 
develop theses why 
social bots attract 
people. 
 
5.2 The students 
design a flyer and a 
campaign that raises 
awareness for the 
problem of social bots, 
and how to recognize 
them. 
 
5.3 The students 
create a captcha tool, 
which allows 
identifying social bots. 

5.1-5.3 I am reacting 
on the problem of 
social bots by creating 
awareness on the 
problem  

5.1-5.3 Students 
bring the topic 
of social bots to 
their classrooms 
and develop 
strategies to 
combat them/ 
to sensitize for 
them  

5.1-5.3 “Social 
bots action 
guide” – 
templates and 
instructions to 
create an 
awareness-
campaign in 
schools  

5.1-5.3 “Social 
bots action 
guide” – 
templates and 
instructions to 
create an 
awareness-
campaign in 
schools 
(advanced level) 

Assessment by 
evaluating the results 
of the in-schools 
campaign  
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Clickbait 

Topic 2 

1 Learning Objectives 
1. Understanding Click baiting 

2. Recognizing Click baiting 

3. Reacting to Click baiting 

4. Raise awareness on Click baiting to the classroom 

2  General Description 
This module provides information on click baiting and its working mechanism to attract people with catchy headlines in order to get clicks. Students will learn 
how to recognize, expose and react on click baiting. Finally, students will think about ways to bring awareness on click baiting to their class and reflect on the 
influence of click baiting on people. 

3  Introduction to the Topic 
OMG, WOW, LOL or SMH: Click baiting triggers strong emotions and uses psychological effects to get you heading for click and social share. The basic principle 

was not invented on the Internet, it is already known from the tabloid press and in the form of the Cliffhanger also from the film industry. In click baiting, 

publishers, and especially marketers, are trying to use click-through phrases and headlines to increase clicks to increase their traffic and thus their advertising 

revenue. This module pursuits the goal to highlight the danger of click baiting strategies and their impact on online behaviour. Additionally, it is important not 

only to have basic concepts of click baiting, but also to know strategies to identify click baiting and defend yourself from the influence. This will be an integrative 

part of that module. 
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4 Framework 

TOPIC 2 

Indicators 
(Level) 

Benchmarks 
(Aim) 

Syllabus Activity Resources / 
Scenarios 

Basic 
(10-12 y.o.) 

Resources / 
Scenarios 
Advanced 

(12-15 y.o.) 

Assessment 

CLICKBAIT 

Understand 1.1 The student 
understands the basic 
concept of click 
baiting. 
 
1.2 The student 
understands 
motivation of click 
baiting.  
 
 
 
 

1.1 I understand why 
some websites/users 
use click baiting   
 
1.2 I understand that 
click baiting could also 
be a manipulation my 
opinion 
 
 

1.1 and 1.2 
Lecture via 
online-tools 
 
1.3 Showing 
examples of 
obvious click 
baits.   

1.1 and 1.2 
online tutorial/ 
video 
 
1.3 Examples 
from the 
internet on click 
baiting: 
https://www.gig
a.de/extra/inter
net/gallery/click
bait-bedeutung-
einfach-erklaert-
an-6-
beispielen/#pag
e=5 

1.1 and 1.2 
online tutorial/ 
video 
 
1.3 Examples 
from the 
internet on click 
baiting (less 
obvious, student 
needs to come 
up him/herself 
with examples 
that she/he saw 
recently on the 
internet).  

Pre-Posttest via Quiz  

https://www.giga.de/extra/internet/gallery/clickbait-bedeutung-einfach-erklaert-an-6-beispielen/%23page=5
https://www.giga.de/extra/internet/gallery/clickbait-bedeutung-einfach-erklaert-an-6-beispielen/%23page=5
https://www.giga.de/extra/internet/gallery/clickbait-bedeutung-einfach-erklaert-an-6-beispielen/%23page=5
https://www.giga.de/extra/internet/gallery/clickbait-bedeutung-einfach-erklaert-an-6-beispielen/%23page=5
https://www.giga.de/extra/internet/gallery/clickbait-bedeutung-einfach-erklaert-an-6-beispielen/%23page=5
https://www.giga.de/extra/internet/gallery/clickbait-bedeutung-einfach-erklaert-an-6-beispielen/%23page=5
https://www.giga.de/extra/internet/gallery/clickbait-bedeutung-einfach-erklaert-an-6-beispielen/%23page=5
https://www.giga.de/extra/internet/gallery/clickbait-bedeutung-einfach-erklaert-an-6-beispielen/%23page=5
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Engage / 
Interact 

2.1 The student is 
aware that click baiting 
exists. 
 
2.2 The students is 
able to show examples 
of click baits on the 
internet. 

2.1 and 2.2 I know 
what click baiting is 
and I can show 
examples on social 
media  

2.1 and 2.2 
Students look up 
click baits in 
their own 
feed/online 
news papers  

2.1 Students go 
through 
different their 
own social 
media and see if 
they can find 
clickbait there    

2.1 Students go 
through 
different online 
papers and see if 
they can find 
something they 
would describe 
as clickbait   

N/A  

Analyze 3.1 The students 
analyses the influence 
of click baiting on 
people. 
 
3.2 The students 
analyse clickbait 
strategies on YouTube 
videos. 

3.1 I am able to 
analyze which 
influence micro 
targeting on people 
(emotion, reaction, 
interest) 
 
3.2 I am able to 
recognize clickbait on 
YouTube 

3.1 Presentation 
And discussion 
 
3.2 Research  

3.2 Different 
YouTube videos 
which use 
catchy titles and 
front pictures. 

3.2 Different 
YouTube videos 
which use 
catchy titles and 
front pictures. 

3.2 Students prepare 
a short presentation 
with e.g. screen 
shorts of YouTube 
titles that they think 
are clickbait  

Evaluate 4.1 The students 
evaluate in how far the 
online content can 
fulfil the headlines 
used in clickbait 
strategies. 
 
4.2 students discuss on 
moral aspects on click 
baiting  

4.1 I can evaluate for 
an online video if the 
content holds what the 
headline promises 
 
4.2 I thought about the 
moral aspect of click 
baits and formed an 
opinion on that   

4.1 and 4.2 
Students decide 
based on their 
own inquiry if 
you could use 
different online 
platforms as a 
source for 
information or 
not  

4.1 and 4.2 
different 
sources which 
are either 
trustworthy or 
not 

4.1 and 4.2 
different 
sources which 
are either 
trustworthy or 
not 

Students write a 
letter to a friend on 
their findings from 
their inquiry  
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Create 5.1 The students 

develop theses why 
clickbait attracts 
people. 
 
5.2 The students 
design a flyer that 
raises awareness on 
possible dangers of 
click baiting.  

5.1 Based on my 
knowledge about click 
bating I can develop 
theses why people do 
click on content that 
has a catchy headline 
 
5.2 I can present my 
knowledge about click 
baiting through a flyer 

5.1 Students 
collect ideas and 
visualize them 
on a poster 
 
5.2 Student 
design a flyer   

5.1 Collection of 
different catchy 
headlines that 
were used as 
headlines in the 
past  

5.1 Collection of 
different catchy 
headlines that 
were used as 
headlines in the 
past from 
different areas: 
beauty, VIP 
news, politics 
etc.  

Assessment by 
evaluating the results 
of the in-schools 
activities  
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1 Learning Objectives 
1. Learning about what risks online communication can have towards our mental and physical 

wellbeing; 

2. Understanding the different types of mental and physical harm that can result from online 

harassment; 

3. Dealing with malicious or harmful behaviours against us. 

2  General Description 
In the modern digitalised world, a lot of the aspects of society are reflected online, both positive and 
negative. The internet offers freedom of speech and openness, which give people countless 
opportunities and new ways to communicate and come into contact with each other. Similar to every 
technology, online communication can be used maliciously by various people, and it can be used to 
cause harm – whether intentionally or unintentionally. 

This module aims to teach students about potential threats they may face while online, and to equip 
them with the skills needed to deal with such issues. Online grooming will present the risks of 
communicating with strangers at a level that is accessible by the students, and Cyberbullying will teach 
students to recognise and reject such behaviours in others, and present the harmful effects of 
cyberbullying.  

Overall, students will be taught how to preserve their mental and physical wellbeing against outward 
threats that can be encountered on the internet. 

3  Introduction to the Topic 
Communication has become a lot easier due to the internet and other technological advancements. We 

can connect with almost anyone, almost everywhere in today’s digital world. This is a huge improvement 

in our lives, but it also has some risks which can have a major negative impact on us, especially if we are 

not prepared against them. In order to shield ourselves, we need to know and understand the dangers 

and threats we may come across on the internet. In addition, we need to be equipped with ways to deal 

with these dangers, and know when it is time to talk to a grownup for help. 
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4 Framework 

TOPIC 1 

Indicators 
(Level) 

Benchmarks 
(Aim) 

Syllabus Activity Resources / 
Scenarios 

Basic 
(10-12 y.o.) 

Resources / 
Scenarios 
Advanced 

(12-15 y.o.) 

Assessment 

CYBER 
BULLYING 

Understand By the end of the 
lessons the students 
will be able: 
 
1.1 To understand 
what bullying is 

 
1.2 To discern what 
cyberbullying is 

 
1.3 To understand the 
concept of hate speech 

 
1.4 To accept that 
online interaction is a 
reflection of face-to-
face interaction 

Topics to be taught by 
teacher: 
 
1.1 Definition of 
bullying 

 
1.2 Definition of 
cyberbullying   

 
1.3 Definition of hate 
speech 

 
1.4 Social media as an 
extension of society 

1.1 - 1.3 
Presentation 

1.1 to 1.3 
Presentation 
and video 
 
https://www.yo
utube.com/watc
h?v=6ctd75a7_Y
w  

1.1 to 1.3 
Presentation 
and video 
 
https://www.yo
utube.com/watc
h?v=6ctd75a7_Y
w  

Pre-Testing: Quiz  
(What do students 
know about 
cyberbullying, do 
they know how to 
deal with it?) 

Engage / 
Interact 

By the end of the 
lessons the students 
will be able: 

Topics to be taught: 
 

2.1 -2.2 
Presentation 

Presentation Presentation Quiz: 
Multiple choice and 
T/F questions. 

https://www.youtube.com/watch?v=6ctd75a7_Yw
https://www.youtube.com/watch?v=6ctd75a7_Yw
https://www.youtube.com/watch?v=6ctd75a7_Yw
https://www.youtube.com/watch?v=6ctd75a7_Yw
https://www.youtube.com/watch?v=6ctd75a7_Yw
https://www.youtube.com/watch?v=6ctd75a7_Yw
https://www.youtube.com/watch?v=6ctd75a7_Yw
https://www.youtube.com/watch?v=6ctd75a7_Yw
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2.1 To recognise 
cyberbullying 
behaviour 

 
2.2 To perceive signs of 
(cyber)bullying 
victimization in others 

 
2.3 To act against 
cyberbullying instances 

2.1 Cyberbullying 
patterns 

 
2.2 Signs that someone 
is being victimised by 
(cyber)bullies 

 
2.3 Responding to 
cyberbullying 

Analyze By the end of the 
lessons the students 
will be able: 
 
3.1 To analyse the 
reasons behind 
cyberbullying 

 
3.2 To consider the 
personal issues of a 
bully that may lead 
them to bullying. 

 
3.3 To analyse their 
own experience – have 
they been a victim or a 
bully in the past? 

Topics to be taught: 
 
3.1 Reasons behind 
cyberbullying 

 
3.2 Who becomes a 
(cyber)bully 

 
3.3 Cyberbullying and 
self 

3.1 Presentation Presentation Presentation Quiz: 
Multiple choice and 
T/F questions. 

Evaluate By the end of the 
lessons the students 
will be able: 
 

Topics to be taught: 
 
4.1 Consequences of 
cyberbullying 

4.1 and 4.2 
Presentation 

Presentation Presentation 
 
Activity: Video 

Quiz: 
Multiple choice and 
T/F questions. 
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4.1 To consider the 
consequences of 
cyberbullying 
 
4.2. To reflect on good 
responses to 
cyberbullying 
 
4.3 To reflect on bad 
responses to 
cyberbullying 
 
4.4 To understand the 
importance of support 
towards victims 

4.2 Responding to 
cyberbullying  
 
4.3 The importance of 
support 

https://www.yo
utube.com/watc
h?v=MV5v0m6p
EMs  

Create By the end of the 
lessons the students 
will be able to: 
 
5.1 To evaluate their 
own online behaviour 
and re-create, modify 
adjust etc. accordingly, 
to prevent 
cyberbullying 
 
5.2 To create a safe 
online environment for 
themselves  
 
5.3 To help others deal 
with cyberbullying 

Topics to be taught: 
 
5.1 What students 
need to ask 
themselves about 
cyberbullying 
 
5.2 Tips for students to 
follow to prevent 
cyberbullying 
 
5.3 Taking to others 
about cyberbullying 

5.1 and 5.2 
Presentation 

Presentation Presentation Quiz: 
Multiple choice and 
T/F questions. 

https://www.youtube.com/watch?v=MV5v0m6pEMs
https://www.youtube.com/watch?v=MV5v0m6pEMs
https://www.youtube.com/watch?v=MV5v0m6pEMs
https://www.youtube.com/watch?v=MV5v0m6pEMs
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TOPIC 2 

Indicators 
(Level) 

Benchmarks 
(Aim) 

Syllabus Activity Resources / 
Scenarios 

Basic 
(10-12 y.o.) 

Resources / 
Scenarios 
Advanced 

(12-15 y.o.) 

Assessment 

ONLINE 
GROOMING 

Understand By the end of the 
lessons the students 
will be able to: 
 
1.1 To understand 
what online grooming 
is  
 
1.2 To accept that 
online interaction is a 
reflection of face-to-
face interaction 

Topics to be taught by 
teacher: 
 
1.1 Definition of online 
grooming 

1.1 - 1.3 
Presentation 

1.1 - 1.3 
Presentation 
and video 
 

1.1 - 1.3 
Presentation 
and video 

Pre-Testing: Quiz  
(What do students 
know about online 
grooming, do they 
know how to deal 
with it?) 

Engage / 
Interact 

By the end of the 
lessons the students 
will be able to: 
 
2.1 To recognise online 
grooming behaviour 
 
2.2 To perceive signs of 
online grooming 
victimization in others 
 

Topics to be taught by 
teacher: 
 
2.1 Online grooming 
process 
 
2.2 How to recognise 
online grooming 
 

2.1 - 2.2 
Presentation 

Presentation Presentation Quiz: 
Multiple choice and 
T/F questions. 
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2.3 To act against 
online grooming 
instances 

2.3 Signs that someone 
is experiencing online 
grooming 
2.4 What to do in case 

of online grooming 

Analyze By the end of the 
lessons the students 
will be able to: 
 
3.1 To analyse the 
reasons that people 
fall victim to online 
grooming 
 
3.2 To analyse their 
own experience – have 
they experienced 
online contact with 
someone who wants 
to mislead them? 

Topics to be taught by 
teacher: 
 
3.1 Reasons that kids 
fall victim to online 
grooming 
 
3.2 Online grooming 
and self 

3.1 Presentation Presentation Presentation Quiz: 
Multiple choice and 
T/F questions. 

Evaluate By the end of the 
lessons the students 
will be able to: 
 
4.1 To consider the 
consequences of 
online grooming 
 

Topics to be taught by 
teacher: 
 
4.1 Consequences of 
online grooming 
 

4.2 Responding to 

online grooming 

 

4.1 & 4.2 
Presentation 

Presentation Presentation 
 
Activity: Video 

Focus Group 
Discussion 
 
Quiz 
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4.2 To reflect on good 

responses to online 

grooming 

 

4.3 To reflect on bad 

responses to online 

grooming behaviours 

 

4.4 To see the 

importance of support 

4.3 The importance of 

support 

Create By the end of the 
lessons the students 
will be able to: 
 
5.1 To evaluate their 
own online behaviour 
and re-create, modify, 
adjust etc. accordingly, 
to prevent online 
grooming 
 
5.2 To create a safe 
online environment for 
themselves 
 
5.3 To help others deal 
with online grooming 
 

Topics to be taught by 
teacher: 
 
5.1 Tips for students to 
follow to prevent 
online grooming 
 
5.2 Talking to others 
about online grooming 

5.1 & 5.2 
Presentation 

Presentation Presentation Quiz: 
Multiple choice and 
T/F questions. 
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1  Learning Objectives 
1. Learning about what comprises our digital identity and why it is important to be conscious 

of it; 

2. Acquiring the skillset needed to distinguish between appropriate and inappropriate online 

behaviours that form one’s digital identity; 

3. Training students how to manage their online identity to avoid the pitfalls that may result 

from abusive or inappropriate behaviour and use of the internet. 

2  General Description 
In the digital era, our online identity is just as important and valid as our offline identity; sometimes 

even more so, as a lot of people see our online profile before they meet us. With this in mind, we must 

consider that the internet is forever: when something goes online, it can never be removed entirely. It 

is therefore of vital importance to maintain an online profile that paints us in a good light. It is also vital 

to maintain a balance between our online and our offline identity, through moderation in use, both in 

how long we spend in front of a screen and in what we do with our time in front of the screen.  

This module, comprised by 3 topics, challenges students to reflect on their own online identity and form 

healthy and appropriate habits for their internet use. In the first topic, Netiquette, students will be 

taught that their online behaviour matters just as much as their offline behaviour, and that they need 

to be considerate of others when online. The second topic, Digital Footprint, will expand on the first 

topic, demonstrating the importance of being conscious of our online presence, and teach ways to 

maintain an active digital footprint that does not misrepresent them. Finally, Screen Time Management 

will show the students the importance of balance between their online and their offline personas, and 

teach them ways to moderate their actions and the amount of time they are online.Overall, students 

will be shown ways to manage their behaviour on and around the internet, in a way that promotes their 

wellbeing and shields them from some of the major pitfalls of everyday technology. 

3  Introduction to the Topic 
Nowadays, technology is a part of our everyday lives. We are online perhaps more than we are offline, 

as we are almost constantly in front of a screen, whether on a smartphone, a computer monitor, a 

laptop or a tablet, and it is important to remember that the person we are online has an impact on our 

offline lives, as well. This module will teach you why you need to be careful with your online identity, 

how to paint yourself in a good light in online interactions, and how to manage your time and activities 

online. 
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4  Framework 

TOPIC 1 

Indicators 
(Level) 

Benchmarks 
(Aim) 

Syllabus Activity Resources / 
Scenarios 

Basic 
(10-12 y.o.) 

Resources / 
Scenarios 
Advanced 

(12-15 y.o.) 

Assessment 

NETIQUETTE 

Understand By the end of the 
lessons the students 
will be able: 
 
1.1 To know what 
Netiquette is and how 
it is derived 

 
1.2 To understand that 
social media is an 
extension of society 
and face-to-face 
interaction 

 
1.3 To identify the 
reasons that people 
sometimes misbehave 
or are misunderstood 
on social media 
(purposefully vs 
accidentally. 

Topics to be taught by 
teacher: 
 
1.1 Definition of 
Netiquette - meaning 

 
1.2 Social media as an 
extension of society 
 
1.3 Misbehaviour on 
social media 
 

1.1 - 1.3 
Presentation or 
video  
 
 
 
 

1.1 to 1.3 
Presentation or 
video 
 
(additional 
material to be 
added later on) 

1.1 to 1.3  
Online 

presentation or 

video 

 
(additional 
material to be 
added later on) 

Pre-Testing: Quiz  
(What do students 
know about 
netiquette, can they 
guess the definition?) 
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Engage / 
Interact 

By the end of the 
lessons the students 
will be able: 
 
2.1 To participate in 
online communication 
which is a form of 
content creation (e.g. 
based on scenarios) 
 
2.2 To interact with 
other individuals 
online in line with rules 
prescribed by 
Netiquette, depending 
on the environment in 
order to identify the 
demands each time 
(e.g. for professional 
use, informal 
communication) 

Topics to be taught: 
 
2.1 Reacting to content 
as content itself 
(formats of interaction: 
video, text, audio, 
image) 

 
2.2 Rules of netiquette 

 
2.3 Netiquette in 
different online 
environments 

 
 

2.1 Presentation 
or video 
 
2.1 YouTube 
“react” videos  
 
2.2 Presentation 
or video   
 
 

Video on 
netiquette rules: 
https://www.yo
utube.com/watc
h?v=FWMk_Zv7
nB8 
 
(additional 
material to be 
added later on) 

Video on 
netiquette rules: 
https://www.yo
utube.com/watc
h?v=FWMk_Zv7
nB8 
 
(additional 
material to be 
added later on) 
 

Quiz: 
Multiple choice and 
T/F questions. 

Analyze By the end of the 
lessons the students 
will be able: 
 
3.1 To analyse the 
benefits of Netiquette 

 
3.2 To identify the 
consequences of 
online interaction 

Topics to be taught: 
 
3.1 Benefits of 
Netiquette 

 
3.2 Consequences of 
interacting without 
netiquette 
(misunderstanding due 

3.1 Presentation 
or video 
 

(material to be 
added later on) 

(material to be 
added later on) 

Scenario:  
Instances of online 
interactions given to 
students.  
What might be the 
consequences of 
these online 
interactions/respons
es?  

https://www.youtube.com/watch?v=FWMk_Zv7nB8
https://www.youtube.com/watch?v=FWMk_Zv7nB8
https://www.youtube.com/watch?v=FWMk_Zv7nB8
https://www.youtube.com/watch?v=FWMk_Zv7nB8
https://www.youtube.com/watch?v=FWMk_Zv7nB8
https://www.youtube.com/watch?v=FWMk_Zv7nB8
https://www.youtube.com/watch?v=FWMk_Zv7nB8
https://www.youtube.com/watch?v=FWMk_Zv7nB8
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to written speech, 
hurting individuals 

Evaluate By the end of the 
lessons the students 
will be able: 
 
4.1 To evaluate 
examples of 
Netiquette from online 
communication 
 
4.2 To reflect on good 
examples of 
Netiquette 
 
4.3 To reflect on bad 
instances of online 
communication that 
can lead to 
miscommunication – 
not getting the correct 
information across 
 
4.4 To critically judge 
instances of online 
communication that 
can offend someone 

Topics to be taught: 
 
4.1 Keywords/phrases 
of netiquette 
 
4.2 Keywords/phrases 
that can lead to 
misunderstandings 
(bad) 
 
4.3 Keywords/phrases 
that can lead to 
offending readers 
(bad) 
 
 

4.1 and 4.2 
Presentation or 
video 
 
 
Students and 
teacher review 
instances of 
online 
communication 
(can be done on 
handouts passed 
out in class, or in 
a presentation) 

Good examples 
of Netiquette 
taken from real-
life instances 
(social media, 
platforms etc.) 
 
Bad examples of 
online 
communication 
taken from real-
life instances 
(social media, 
platforms etc.) 
 

Good examples 
of Netiquette 
taken from real-
life instances 
(social media, 
platforms etc.) 
 
Bad examples of 
online 
communication 
taken from real-
life instances 
(social media, 
platforms etc.) 
 

Students can be 
asked to evaluate 
real-life instances of 
online 
communication 
 

Create By the end of the 
lessons the students 
will be able to: 

Topics to be taught: 
 

5.1 and 5.2 
presentation or 
video 

Group work: 
each group is 
given a different 

Group work: 
each group is 
given a different 

Quiz: 
Multiple choice and 
T/F questions. 
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5.1 To evaluate their 
online interaction and 
re-create, modify 
adjust etc. accordingly  
 
 
5.2 To have an active 
mindful participation in 
various environments 
in line with the rules of 
netiquette (social 
media, gaming chats, 
forums) 
 

5.1 What students 
need to ask 
themselves about their 
online interactions 
 
5.2 Proposed changes, 
modifications, actions 
to take etc. 
 
5.3 Tips for students to 
follow about online 
interactions 
 
5.4 Online 
communication 
scenarios for practical 
exercise of knowledge 
acquired 

 
5.3 Group work 

scenario (video, 
post, image, 
audio) to react 
to. 
 
Material is to be 
differentiated to 
accommodate 
for age group 

scenario (video, 
post, image, 
audio) to react 
to. 
 
Material is to be 
differentiated to 
accommodate 
for age group 

 
Assignment: Create 
content following the 
rules of Netiquette. 

 

 

 

 

 

 

 

TOPIC 2 Indicators Benchmarks Syllabus Activity Resources / Resources / Assessment 
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(Level) (Aim) Scenarios 
Basic 

(10-12 y.o.) 

Scenarios 
Advanced 

(12-15 y.o.) 

DIGITAL 
FOOTPRINT 

Understand For the students to be 
able: 
 
1.1 To know what 
Digital Footprint is 
 
1.2 To understand how 
digital footprint is 
formed and what it 
consists of 

Topics to be taught by 
teacher: 
 
1.1 Definition of Digital 
Footprint 
 
1.2 How the Digital 
Footprint is formed 

1.1 - 1.3 
Presentation or 
video  
 
 
 
 

1.1 to 1.3 
Presentation or 
video 
 
(additional 
material to be 
added later on) 

1.1 to 1.3 online 
presentation or 
video 
 
(additional 
material to be 
added later on) 

Pre-Testing: Quiz for 
overall knowledge on 
the subject 
(what do students 
know about digital 
footprint, how it is 
formed, why it is 
important, how it can 
have bad 
consequences) 

Engage / 
Interact 

For the students to be 
able: 
 
2.1 To recognise the 
difference between 
Active Vs. Passive 
Digital Footprint 
 
2.2 To track their 
digital footprint 
 
2.3 To be engaged in 
the creation of a ‘fake 
digital footprint’ 

Topics to be taught: 
 
2.1 Engaging with the 
Digital Footprint: 
Active vs Passive 

 
2.2 Tracking your 
digital footprint 

2.1 and 2.2 
Presentation or 
video  
 
  
 

2.1 and 2.2 
presentation or 
video 

Online tools for 
tracking digital 
footprint 
 
(additional 
material to be 
added later on) 
 

Quiz: 
Multiple choice and 
T/F questions. 

Analyze For the students to be 
able: 
 

Topics to be taught: 
 

3.1 and 3.2 
presentation or 
video 

3.1 to 3.3 
Presentation or 
video 

3.1 to 3.3 
Presentation or 
video 

Exercise:  
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3.1 To analyse a given 
digital footprint 
 
3.2 To analyse the 
importance of their 
digital footprint (who 
can see it and why) 
 
3.3 To foresee the 
consequences of their 
(or another user’s) 
online activity  

3.1 The importance of 
the digital footprint: 
who can see it and why 
 
3.2 Potential adverse 
effects of a “bad” 
digital footprint 

 
Watch video 
(separate for 
each age group) 

 
 (additional 
material to be 
added later on) 

 
 (additional 
material to be 
added later on) 

Instances of online 
profiles given to 
students.  
What might be the 
effects (both positive 
and negative) of the 
digital footprint seen 
in these instances? 

Evaluate For the students to be 
able: 
 
4.1 To reflect on 
examples of Digital 
Footprint 
 
4.2 To evaluate good 
examples of Digital 
Footprint 
 
4.3 To judge bad 
examples of digital 
footprint 
 
4.4 To follow an 
evaluation procedure 
to assess digital 
footprints 

Topics to be taught: 
 
4.1 Markers of a good 
digital footprint 
 
4.2 Markers of a bad 
digital footprint 
 
4.3 Evaluation 
procedure-process 
 
4.4 Evaluation tools or 
mechanisms 
 
 

4.1 and 4.2 
Presentation or 
video 
 
Discussion 

Students and 
teacher review 
instances of 
Digital 
Footprints 
(consisting of 
emails, online 
profiles, forum 
posts etc.) 
 
(can be done on 
handouts 
passed out in 
class, or in a 
presentation) 

Students and 
teacher review 
instances of 
Digital 
Footprints 
(consisting of 
emails, online 
profiles, forum 
posts etc.) 
 
(can be done on 
handouts passed 
out in class, or in 
a presentation) 

Instances of Digital 
Footprint: What is 
good about each of 
them? What is bad 
about each of them? 
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Create For the students to be 
able: 
 
5.1 To create (modify, 
re-create) appropriate 
digital footprint for 
themselves  
 
5.2 To follow useful 
tips and use their 
digital footprint to 
their benefit (for older 
students) 
 
5.3 To propose 
changes, alternative of 
online activity etc. to 
improve a given digital 
footprint. 

Topics to be taught: 
 
5.1 What students 
need to ask 
themselves about their 
digital footprint. 
 
5.2 Tips for students to 
follow about their 
digital footprint 
 
5.3 How students can 
use their digital 
footprint to their 
advantage (for older 
students) 

5.1 and 5.2 
presentation or 
video 
 
5.3 Scenarios 
 
 
 

Scenario:  
 
a. Someone tags 
you in an 
offensive post. 
What do you 
do? 
 
b. Your 
grandmother 
just added you 
on Facebook. 
How much of 
what is on your 
profile are you 
comfortable 
with her seeing? 
 

Scenario: 
 
a. Pretend you 
are applying for 
a job. What do 
you want your 
future employer 
to see on your 
profile?  
 
b. Pretend you 
own a small 
online business. 
What is 
appropriate for 
customers/busin
ess partners to 
see on your 
profile? 
 
c. Your 
grandmother 
just added you 
on Facebook. 
How much of 
what is on your 
profile are you 
comfortable 
with her seeing? 

Quiz: 
Multiple choice and 
T/F questions. 
 
Assignment: 
Rate your own digital 
footprint. What is 
good about it? What 
is bad about it? What 
does your digital 
footprint say about 
you? How would you 
change your online 
habits? 
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TOPIC 3 

Indicators 
(Level) 

Benchmarks 
(Aim) 

Syllabus Activity Resources / 
Scenarios 

Basic 
(10-12 y.o.) 

Resources / 
Scenarios 
Advanced 

(12-15 y.o.) 

Assessment 

SCREEN 
TIME 

Understand For the students to be 
able: 
 
1.1 To understand 
what Screen Addiction 
is 
 
1.2 To identify what 
their peers use their 
devices for 

 
1.3 To understand that 
screen addiction can 
come from various 
mediums (various 
devices and activities) 

 
1.4 To recognise the 
reasons that make 
people to become 
addicted to technology 

Topics to be taught by 
the teacher: 
 
1.1 Definition of 
Screen Addiction 
 
1.2 Main screen time 
activities of teenagers  
 
1.3 Types of screen 
addiction  

 
1.4 Reasons for screen 
addiction 

 
 

1.1 - 1.3 
Presentation or 
video  
 
 
 
 

1.1 to 1.3 
Presentation or 
video 
 
(additional 
material to be 
added later on) 

1.1 to 1.3  
Online 

presentation or 

video 

(additional 
material to be 
added later on) 

Pre-Testing: Quiz  
(What do students 
know about screen 
addiction, do they 
think it is a real 
problem, do they 
think it’s a serious 
problem, do they 
think it can affect 
their lives majorly?) 

Engage / 
Interact 

For the students to be 
able: 
 

Topics to be taught: 
 
 
 

2.1 Presentation 
or video  
 
2.2 Presentation 
or video   

2.1 and 2.2  
Presentation or 
video 
 

2.1 and 2.2  
Presentation or 
video 
 
 

Quiz: 
Multiple choice and 
T/F questions. 
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2.1 To recognise what 
constitutes a healthy 
use of technology 

 
2.2 To differentiate 
between healthy use 
of the technology and 
unhealthy use 
 
2.3 To be engaged with 
technology as a tool 
for a purpose (i.e. the 
goal is not the internet, 
it is only a means to an 
end) 

 
2.4 To take an active 
role in the healthy use 
of technology as a tool 
for various purposes 

2.1 Indicators of 
healthy screen time 

 
2.2 Technology: a tool 
to be used with 
caution 

 
2.3 Ways to measure 
screen use. 

 
 

(additional 
material to be 
added later on) 

 (additional 
material to be 
added later on) 

Analyze For the students to be 
able: 
 
3.1 To analyse the 
reasons for screen 
time moderation 

 
3.2 To analyse the 
consequences of 
excessive screen time 

 

Topics to be taught: 
 
3.1 Reasons for screen 
time moderation. 
 
3.2 Consequences of 
excessive screen time. 

 
 

3.1 Presentation 
or video 
 

https://www.yo
utube.com/watc
h?v=0Me0Tn22
ZHk 
 
Video with 
useful 
information that 
can be included 
in presentation 

(material to be 
added later on) 

Class discussion led 
by teacher: Do 
students think it is 
important to control 
their screen time? Is 
it something that 
they have tried to do 
before? Do they 
know someone 
facing this problem? 

https://www.youtube.com/watch?v=0Me0Tn22ZHk
https://www.youtube.com/watch?v=0Me0Tn22ZHk
https://www.youtube.com/watch?v=0Me0Tn22ZHk
https://www.youtube.com/watch?v=0Me0Tn22ZHk
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 but not suitable 
for the class 

Are they in control of 
their screen time? 

Evaluate For the students to be 
able to: 
 
4.1 To identify any 
signs of screen 
addiction in 
themselves 
 
4.2 To critically 
evaluate the use of 
screen and the 
potential of screen 
addiction in others 
 
4.3 To  reflect on 
various behaviours 
(their own and their 
peers) that may lead to 
screen addiction 

Topics to be taught: 
 
4.1 Signs of screen 
addiction (internal) 
 
4.2 Signs of screen 
addiction (external) 
 
4.3 Addictive online 
behaviours 
 
4.4 Ways to evaluate 
and measure online 
behaviours 
 
 

4.1 - 4.3 
Presentation or 
video 

Group work: 
Divide class in 2 
groups, 1 
scenario for 
each group: 
 
a. Screen time 
behavioural 
patterns of an 
individual. 
Would you say 
might be facing 
issues with 
controlling their 
screen time? 
 
b. Description of 
the emotions of 
an individual 
with regards to 
their screen 
time. Would you 
say might be 
facing issues 
with controlling 
their screen 
time? 

Group work: 
Divide class in 2 
groups, 1 
scenario for 
each group: 
 
a. Screen time 
behavioural 
patterns of an 
individual. 
Would you say 
might be facing 
issues with 
controlling their 
screen time? 
 
b. Description of 
the emotions of 
an individual 
with regards to 
their screen 
time. Would you 
say might be 
facing issues 
with controlling 
their screen 
time? 

Quiz: 
Multiple choice and 
T/F questions. 
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Create For the students to be 
able to: 
 
5.1 To judge and 
reflect on their screen 
time habits by asking 
the right questions 
 
5.2 To familiarise 
themselves with and 
adopt ways to manage 
their amount of time 
spent on a screen 
 
5.3 To use ways to 
moderate their screen 
time activities. 
 
5.4 To take measures 
against excessive 
screen use 

Topics to be taught: 
 
5.1 What students 
need to ask 
themselves about their 
screen time habits  
 
5.2 Methods to 
manage screen time 
 
5.3 Moderating screen 
time activities 
 
 

5.1 to 5.3 
Presentation or 
video 
 
 
 

5.1 to 5.3 
Presentation or 
video 
 
(material to be 
added later on) 

5.1 to 5.3 
Presentation or 
video 
 
(material to be 
added later on) 

Quiz: 
Multiple choice and 
T/F questions. 
 
Assignment: 
Paragraph with the 
screen time habits of 
a teenager. What 
would you change? 
What advice would 
you give this person 
on how to cut down 
on screen time? 
Explain why they 
should reduce their 
screen time. 
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A3) Annex A3: Learning Materials  
For convenience purposes, the Learning Materials of the DIMELI project can be downloaded from our 

website in English, German and Greek, at the link below: 

http://dimeli.eu/learning-pack/

http://dimeli.eu/learning-pack/
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A4) Annex A4: The Avatar Game 
You can download the DIMELI Avatar game from our website at the link below: 

http://dimeli.eu/avatar-game/  

 

 

 

http://dimeli.eu/avatar-game/
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A5)  Annex A5: The Ecosystem of the Open Badges 
 

Open Badges provide portable and verifiable information about various skills and achievements. 

Students can unlock opportunities by sharing collections of badges representing desired skill sets in a 

dynamic, evidence-based way. Open Badges represent legitimate, authenticated achievements 

described within the badge and linked to the DIMELI4AC project. 

For more information, please find the Open Badges Guide for the DIMELI4AC project here: 

http://dimeli.eu/platform-and-avatar-game/  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://dimeli.eu/platform-and-avatar-game/
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B) Annex B: Templates for the Implementation of 

DIMELI 
 

Annex B1: Invitation Letter 
Please find a printable version in the folder.  

 

 

 

  DIMELI Tool Kit by Dimeli4AC is licensed under CC BY-SA 4.0.  

To view a copy of this license, visit https://creativecommons.org/licenses/by-sa/4.0 
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Appendix B2: Registration Form 

Please find a printable version in the folder.  

  

DIMELI Tool Kit by Dimeli4AC is licensed under CC BY-SA 4.0.  

To view a copy of this license, visit https://creativecommons.org/licenses/by-sa/4.0 
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Annex B3: Parental Consent 
Please find a printable version in the folder.  

 

 

 

 

 

 

  

  

DIMELI Tool Kit by Dimeli4AC is licensed under CC BY-SA 4.0.  

To view a copy of this license, visit https://creativecommons.org/licenses/by-sa/4.0 
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Annex B4: Participation List 
Please find a printable version in the folder.   

DIMELI Tool Kit by Dimeli4AC is licensed under CC BY-SA 4.0.  

To view a copy of this license, visit https://creativecommons.org/licenses/by-sa/4.0 
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Annex B5: Teachers Questionnaire:  
https://docs.google.com/forms/d/1ux3h7PexkPE2wL4DgEjHVA_VNx7XB7C9RpT5yddC4qE/edit 

 

Annex B6: Students Questiοnnaire: 
https://docs.google.com/forms/d/1YQKT4HapkXoP9Pp94skDALSe7adi-b8gYMEjjnnMj-Y/edit 

 

 

  

https://docs.google.com/forms/d/1ux3h7PexkPE2wL4DgEjHVA_VNx7XB7C9RpT5yddC4qE/edit
https://docs.google.com/forms/d/1YQKT4HapkXoP9Pp94skDALSe7adi-b8gYMEjjnnMj-Y/edit
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 Appendix B7: Consent Form for Photos/ Videos 
Please find a printable version in the folder.  

 

 

 

 

 

 

 

 

 

 

 

 

 

  

DIMELI Tool Kit by Dimeli4AC is licensed under CC BY-SA 4.0.  

To view a copy of this license, visit https://creativecommons.org/licenses/by-sa/4.0 
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Annex B8: Certificate 
Please find a printable version in the folder.  

 

 

  

DIMELI Tool Kit by Dimeli4AC is licensed under CC BY-SA 4.0.  

To view a copy of this license, visit https://creativecommons.org/licenses/by-sa/4.0 
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C) Annex C: Visual Material for the 

Implementation of DIMELI 
 

Annex C1: FLYER 1 
Please find a printable version in the folder – available in English, German and Greek.  

 

 

 

 

  

DIMELI Tool Kit by Dimeli4AC is licensed under CC BY-SA 4.0.  

To view a copy of this license, visit https://creativecommons.org/licenses/by-sa/4.0 
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Annex C2: Poster 1 
Please find a printable version in the folder. 

 

 

 

  

  
DIMELI Tool Kit by Dimeli4AC is licensed under CC BY-SA 4.0.  

To view a copy of this license, visit https://creativecommons.org/licenses/by-sa/4.0 
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Annex C3: Poster 2 
Please find a printable version in the folder. 

  

DIMELI Tool Kit by Dimeli4AC is licensed under CC BY-SA 4.0.  

To view a copy of this license, visit https://creativecommons.org/licenses/by-sa/4.0 
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Annex C4: Countdown Illustrations 
Please find a printable version in the folder. 
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Appendix C5: Printable Badges for Students 
Please find a printable version in the folder. 
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