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Cyber Security

The web can seem unsafe due to security reasons such as malicious programs, online viruses, fraud, identity theft and other potential risks. There
are a lot actions one can take regarding prevention and protection against
these well-known threats and various security measures aimed at ensuing
browser security.

Malware

Malware is one of the more common ways to damage your device. Malware can:
•
Alter of delete files.
•
Steal sensitive information
•
Send emails on your behalf.
•
Take control of your device.

Here are 5 Cyber Security habits to learn and practice:
1.

Know where your devices are at all times.

2.

Beware of what you are clicking on the web.

3.

Keep your social media in check.

4.

When it comes to passwords, sharing isn’t caring.

5.

Stay connected only to secure networks

Avoid being a Malware victim by following the prevention measures:

Phishing

•

Install antivirus software

•

Turn on your firewall

•

Create strong and unique passwords

•

Ensure that all security updates are installed

•

Avoid suspicious links and emails

•

Review software carefully

Phishing is a type of cybercrime. Phishers may ask you to submit personal
information often by email. They then use this information to impersonate
you, use your accounts, steal personal data or even spend your money.

In order to avoid falling prey to phishing, you should take into account the
following:

These tips and its adoption can help you better protect your own computer,
personal data and network against malware risks.

•

Never give personal data via e-mail

•

Check links before opening them

•

Check legitimate emails

•

Check sources

Always be suspicious when opening e-mails from people you don’t know,
ensuring that the e-mail comes from a legitimate source.

