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1. Introduction – Aims and Activities of IO4
So far, the project focused on the development of the benchmark research to map out the
current scene in each of the partner countries, the development of the DIMELI4AC
Competence Framework, the Memorandum of Understanding (IO2) and the Learning Back
Pack accompanied with the campaign (IO3). The main aims of IO4 are:
•
•
•

•
•
•

•

To design the ecosystem where the Open Badge system (based on the DIMELI4AC
Competence Framework-IO2) will identify, recognize, and validate the digital and media
literacy skills of students.
To set the levels/quizzes for each of the DIMELI AWARDS to be gained for each main
module.
To promote the use of an innovative multi-level tool in the form of a GAME built on the
DIMELI AVATARS for transparency, validation and recognition of the various
competences, to be acquired through the synergies between various organisations in
an open and digital setting (Erasmus+).
To initiate the creation of synergies between NGOs, labour market, institutions,
schools, stakeholders, authorities etc. for the endorsement and accreditation of the
DIMELI4AC programme and the digital and media literacy skills of students.
To design the dynamic and interactive e-platform to be used for the purposes of the
project which will function as an Open Learning Environment,
To take all technological actions to link the Open Badges ecosystem to the platform in
terms of taking the quests - challenges, issuing OB and exhibiting OB on students’ and
trainers’ profiles.
To design an e-manual with instructions for the use of the platform.

In order to achieve those aims, the main activities of this IO are:
A1: Design the Eco-System for the Implementation and use of the OB
A2: Preparation of the DIMELI@SCHOOL GUIDE
A3: Development of the dynamic assessment platform and of the DIMELI AVATAR GAME
This guide provides more information regarding the following:
•
•
•

theoretical background of the methodology used.
description of the ecosystem designed here in relation to the structure, criteria and
description for issuers, graphic design, technological integration with the e-platform
(IO4) and endorsement procedure
practical guidelines for issuing an OPEN BADGE by using the open platform developed.

2. Open Badges
Open Badges are a digital representation of skills, learning outcomes, achievements or
experience such as:
•
•
•
•
•

Hard skills: knowledge, competences, etc.
Soft skills: critical thinking, communication, etc.
Participation and community involvement
Official certification
Authorization

An Open Badge is an innovative system used in the USA and many EU countries for the
validation and recognition of learning, using the OB technology offered as an open educational
resource. It is a technology which promotes open access and participation of all stakeholders
involved in badges process, while allowing the creation of synergies between the learnersearners (i.e. young people, students), the issuers (i.e. schools, stakeholders, enterprises, NGOs
including trainers/ volunteers as facilitators) and the badge consumers (i.e. formal education,
public authorities, official bodies, (potential) employers). This will lead to the endorsement
process leading to a transparent, transferable, valid and credible validation of a body of skills
and knowledge related to a set of competences, such digital and media literacy for students
and teachers.
The Open Badges system is a very inclusive solution: it enables anyone to get actively involved
in designing, testing, implementing and promoting the learning outcomes and achievements.
This is what major European documents on Recognition are calling for, as well as Erasmus+ in
emphasizing the “transparency and recognition of skills and qualifications to facilitate learning,
employability and labour mobility: priority will be given to actions promoting permeability
across education, training and youth fields as well as the simplification and rationalisation of
tools for transparency, validation and recognition of learning outcomes. This includes
promoting innovative solutions for the recognition and validation of competences acquired
through informal, non-formal, digital and open learning” (Horizontal Priorities).
An Open Badge is visual verified evidence of achievement. It has a visual part (image) and metadata, which is encoded in the image. Each digital badge must comply with the required
standard data fields, such as: issuer, date of issue, description of the badge, link to assessment
criteria, link to evidence of what a badge owner is claiming, link to a specific competence
framework and tags, which puts an Open Badge in relation to specific context.

3. Benefits of Open Badges
The following are some of the benefits of Open Badges:
•

Badges can demonstrate a wider range of skills and achievements of a learner acquired
through formal, non-formal and informal learning methods and activities.

•
•
•
•
•
•

Badges are portable and verifiable digital objects. All this information may be packaged
within a badge image file that can be displayed via online CVs and social networks.
Each Badge includes the description of the achievement: i.e., it describes the particular
path a learner undertook for his or her achievement, accompanied by the evidence to
support the badge award.
Each Badge includes information about the earner’s identity, a link to information about
the issuer and a link to a description of what a badge represents.
Badges can be used to unlock learning and career pathways. They can be used to support
individuals to achieve learning goals, to provide routes into employment; and to nurture
and progress talent within organizations.
Badges can represent personal attributes that matter to employers (such as digital and
media literacy)
Badges can be used in a professional or educational context. Thousands of organizations,
including non-profit organizations, major employers or educational institutions, issue
badges in accordance with the Open Badges Specification.

4. Key Elements
4.1. Issuer
The issuer defines a competence that could be acquired by a user, designs the learning material
for it and assesses the users with regards to the acquisition of the competence. The issuer
then creates a relevant badge and makes it available for earning by any user. For each badge,
the issuer should make available details of the criteria that an earner must meet in order to be
awarded the specific badge. The reviewer of an assessment compares the evidence provided
by the earner against the specific badge criteria.
Any individual or organization can create an Issuer profile and begin defining and issuing Open
Badges. This is done by a diverse range of organizations and communities, including:
•
•
•
•
•
•
•

Schools and universities
Employers
Community and non-profit organizations
Government agencies (including NASA)
Libraries and museums
Event organizers and science fairs (Including Intel)
Companies and groups focused on personal development (such as the DIMELI4AC
consortium)

An entity that can be described with a name, a description, a URL, an image, and an e-mail
address is a potential candidate to become an issuer. Furthermore, it needs a technology
platform that supports the Open Badges Specification in order to issue Open Badges.

4.2 Badge Issuing Platforms
Many companies have badge issuing platforms, compliant with the Open Badges Specification.
They provide a wide range of services which allow non-technical users to issue Open Badges
credentials. The platforms used for issuing Open Badges offer a variety of custom services
including online badge designers, badge discovery, issuing, assessment workflow, display, user
profiles, social sharing and tools to integrate with existing learning systems. All Open Badges
issuing platforms allow recipients to export their badges to other online options. This allows
users to stack and share their badges earned on different platforms and to choose their own
spaces to establish their identity on the web.

4.3. Earner
Open Badges help recognize skills gained through a variety of experiences, regardless of the
age or background of the learner. They allow earners to get awards for following their
interests and passions, and to unlock opportunities in life and work by standing out from the
crowd. Earners have to register on the organization’s platform and can claim a badge when
the pre-defined criteria have been met during the evaluation phase.

4.4. Evaluation
There are different options for the assessment process:
• Asynchronous assessment: learners seek out the assessment when it is convenient for
them instead of being required to take an exam at a pre-determined time.
• Stealth assessment: assessment and awarding badges can happen automatically and
provide immediate feedback.
• Portfolio assessment: work samples, projects and other artefacts the learner has produced
can be used as evidence for claiming a badge.

4.5. Displayer
Open Badges are designed to be shared. By sharing them, individuals exhibit their
achievements to others and turn them into a valuable currency to unlock new opportunities.
Displayers can utilize the Displayer API for retrieving earner badges from the Mozilla hosted
Backpack. Mozilla set up the first Backpack in 2011. Most issuing platforms provide users with
the ability to connect and store their badges to this Backpack. When retrieving badges form
the earner’s Mozilla Backpack (using the account connected to the email address), the
displayer will only be able to access those badges that the earner has chosen to be public.
Badges can also be shared:
• On blogs, websites, e-Portfolios, and professional networks
• In job applications

• On social media sites - Twitter, Google+, Facebook, LinkedIn
• In an e-mail signature

5. Technical Aspects
An earnable badge is defined as a badge class, using a variety of data items including
descriptions, criteria and information about the issuing organization. When an issuer decides
to award that badge to a specific earner, he or she creates a badge assertion. A badge assertion
describes the data for an awarded badge. It includes the earner’s identity and a link to the
generic badge class, which in turn is linked to information about the badge issuer. All the data
for the badge is defined using JSON structures. To award a badge to an earner the issuer
creates a badge assertion in JSON.
The image for a badge should be a square PNG (or SVG). The file size should be a maximum of
256KB and should not be smaller than 90 px square.
Things you can verify and explore in a badge:
•
•
•
•
•
•

Details about the organization issuing the badge
What the individual has done to earn the badge
The criteria that the badge has been assessed against
That the badge was issued to the expected recipient
The badge earner’s unique evidence (optionally included)
When the badge was issued and whether it expires

6. Institutional Endorsements
Badges are like commercial products that have to be endorsed by a certain celebrity or
institution in order to be promoted in a wider sphere and to gain the support of the consumer.
In this section, institutions from public and private sectors, which are endorsing open badges
as a recognition tool and the importance of endorsing a badge within the ecosystem will be
highlighted.

6.1. Governmental Institutions
The Council of the European Union is one of the intergovernmental institutions which have
expressed their support to the open badges as one of the nonconventional approaches to
recognize someone’s work. In a conclusion made by the Council and the Representatives of
the Government of the Member States released in November 23, 2016, it was stated that “To

appeal to young people and to ensure greater impact on their lives, new settings where young
people spend their time, such as modern city infrastructure and virtual space, as well as new
approaches using innovative online and offline tools (such as gamification, GPS based activities,
learning badges or design thinking), should be reflected upon and taken into account in the
further development of education and training of youth workers.” (Council of the European
Union, 2016). This statement affirms that learning badges such as open badges are one of
today’s trends in recognizing learners’ skills and knowledge acquired by training.
Within the EU, the Lithuanian National Commission for UNESCO together with the Lithuanian
Association of Non-Formal Education recommend the use of open badges to other UNESCO
affiliated schools in the country (Lithuanian National Commission for UNESCO, 2016).
Aside from these EU bodies, in 2013 the U.S. Department of Education’s Office of Vocational
and Adult Education (OVAE), funded a study which “explores the feasibility of developing and
implementing a system of digital badges for adult learners and the implications for policy,
practice, and the adult education delivery system” (Finkelstein, Knight, & Manning, 2013). In
the US, the following institutions have a long tradition implementing the open badges system
as a recognition tool:
• EDUCAUSE- a leading association in the field of information technology focusing on higher
education.
• The Society for Science and the Public administers the Intel International Science and
Engineering Fair (Intel ISEF), - the largest precollege science completion in the world.
• The American Association for State and Local History
• The Yale Center for Emotional Intelligence
These institutional endorsements from various governmental bodies show that open badges
are a legitimate tool to be considered and one of the trends of the 21st century which should
be further explored in the field of formal and non-formal education.

6.2. Private Sector’s Endorsement
Aside from Mozilla Foundation which started with the idea of open badges, various entities in
the private sector have been using open badges. For instance, the American company
Microsoft “developed a badge system for the Partners in Learning Network (PiLN) of educators
and school leaders to promote technological competencies and relevant skills in today’s digital
age.” (Chow, 2014). On its official website, the company explains why they are offering badges:
“Your digital badge allows you to easily share the details of your skills in a way that is trusted
and verifiable” (Microsoft, 2016). One of the well-known institutions which is using open
badges is the National Aeronautics and Space Administration (NASA). In 2012, NASA together
with Project Whitecard and the Wheeling Jesuit University collaborated to convince the
California Academy of Science to implement Mozilla’s open badges system in “recognizing life’s
achievements” (NASA, 2016). Aside from companies, formal education institutions have been
also using open badges as a recognition tool. In Europe, some of these institutions include

Beuth University of Applied Sciences in Berlin, Germany, Newcastle University in the United
Kingdom and Universitat de les Illes Balears in Spain (Mozilla Foundation, 2016c).

7. Open Badges for DIMELI4AC
Open Badges provide portable and verifiable information about various skills and
achievements. Students can unlock opportunities by sharing collections of badges representing
desired skill sets in a dynamic, evidence-based way. Open Badges represent legitimate,
authenticated achievements described within the badge and linked to the DIMELI4AC project.
Main characteristics of the DIMELI4AC Open Badges ecosystem:
The DIMELI4AC consortium has designed the framework and teaching - learning material for
the following modules (which are presented in IO2 & 3) based on the results of IO1, targeted
to the needs of students, as well as on partners’ suggestions based on their expertise and
experience in the field:
o Module 1: Online Safety – The objective is to obtain the Online Safety Badge.
o Module 2: Media Industry – The objective is to obtain the Media Industry Badge.
o Module 3: Information Literacy – The objective is to obtain the Information
Literacy Badge.
o Module 4: Digital Manipulation – The objective is to obtain the Digital
Manipulation Badge.
o Module 5: Personal Threats - The objective is to obtain the Personal Threats
Badge.
o Module 6: Managing Online Identity - The objective is to obtain the Managing
Online Identity Badge.
The DIMELI4AC consortium has created the corresponding badges for each of the modules (Figures
1&2).

There are 2 badges for each of the modules, based on the age group of the individuals (10-12,
13-15), 1 Silver (Basic) and 1 Gold (Intermediate), thus 12 badges in total. Upon completion of
all the modules and the game designed, the students will be awarded the corresponding Silver
or Gold Overall Badge, if they achieve a mark of 80% or higher on each of the assessments.
These badges are made available for earning via the e-tool, which has been designed
specifically for the learning and assessment purposes of the DIMELI4AC project.
➢ Students are invited to register in the platform and complete the courses and the
educational game designed by the DIMELI4AC project.
➢ The e-platform specifies to students the criteria for earning each of the badges shown
below (see Section 9). These criteria will be elaborated in the following section.

➢ Students have to provide evidence to meet the badge criteria in order to claim a specific
badge. This process is automatized on the e-tool.
➢ The badges will be awarded automatically through the e-platform based on certain
criteria, which are presented in the next section.
The DIMELI4AC consortium plays a critical role in developing the ecosystem. Open Badges
can support learners to achieve new collaborations, jobs, internships and richer
connections between lifelong learners.

DIMELI4AC
GOLD
BADGE

Gold Badge
of Online
Safety

Gold Badge
of Media
Industry

Gold Badge
of
Information
Literacy

Gold Badge of
Digital
Manipulation

Gold Badge of
Personal
Threats

Gold Badge
of Managing
Online
Identity

Figure 1: Tree Structure of the Open Badges (Gold-Advanced Level)
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Literacy
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Manipulation
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Personal
Threats

Silver Badge
of Managing
Online
Identity

Figure 2: Tree Structure of the Open Badges (Silver-Basic/Intermediate Level)

Students can achieve the Silver or Gold Open Badge for each of the modules, according to the
age group they belong to. Additional Open Badges (the Overall DIMELI4AC Silver Badge/the
Overall DIMELI4AC Gold Badge) will be awarded to students once they have completed all the
topics of the given level. Completing all of the modules of a specific level automatically rewards

the student with the corresponding level of DIMELI4AC overall badge. Thus, in total 14 Open
Badges will be developed and awarded (12 for the modules + 2 Overall OB).
Each Open Badge consists of the below:
1. Name: The name of the Open Badge is comprised by the name of the Module and the
description of the level of difficulty
2. Learning Outcomes: A list of the learning outcomes to be acquired. In the document
IO2 “DIMELI4AC Competence Reference Framework” the learning outcomes are
divided in 5 levels (Understand, Engage, Analyse, Evaluate, Create).
3. Level: The level of difficulty of the assessment that needs to be done to achieve the
Open Badge.
4. Design of Open Badge: The Visualization (image) of the Open Badge for Module (see
Figures 1&2)
5. Main Objective: A description of the Open Badge related to the main objectives of each
Level.
6. Assessment Criteria: The criteria to be used to assess whether the learning outcomes
of all levels have been achieved and whether the set of skills and competences of all
levels have been acquired by the students. The criteria and the assessment methods
that have to be followed in order to receive a badge are described in the following
sections.
7. Evidence: The proof and the evidence of the acquired skills i.e. quiz grades, etc. This
process is fully automatized on the e-tool where the assessment tests are automatically
graded.
8. Issued by: In this section the issuer of the Open Badge is specified, which in this case is
the DIMELI4AC Consortium.

Mentor Badge

Figure 3: DIMELI Mentor Badge

An additional badge, named ‘DIMELI Mentor Badge’ has been developed for the purpose of
the short-term joint staff training event (C1), and it will be awarded to participants proving
their ability to support and manage student’s participation in the programme.

8. Badges Awarding Criteria
The DIMELI4AC offers 14 badges in total – the specific criteria for all the badges provided can be found
below.

Award Criteria for the Module Badges – Silver & Gold
Silver
To obtain the Silver Badge of Online Safety, the student needs to complete the Online Safety Basic
Assessment with a minimum grade of 80%.
To obtain the Silver Badge of Media Industry, the student needs to complete the Media Industry Basic
Assessment with a minimum grade of 80%.
To obtain the Silver Badge of Information Literacy, the student needs to complete the Information
Literacy Basic Assessment with a minimum grade of 80%.
To obtain the Silver Badge of Digital Manipulation, the student needs to complete the Digital
Manipulation Basic Assessment with a minimum grade of 80%.
To obtain the Silver Badge of Personal Threats, the student needs to complete the Personal Threats
Basic Assessment with a minimum grade of 80%.
To obtain the Silver Badge of Digital Identity, the student needs to complete the Managing Digital
Identity Basic Assessment with a minimum grade of 80%.

Gold
To obtain the Gold Badge of Online Safety, the student needs to complete the Online Safety
Intermediate Assessment with a minimum grade of 80%.
To obtain the Gold Badge of Media Industry, the student needs to complete the Media Industry
Intermediate Assessment with a minimum grade of 80%.
To obtain the Gold Badge of Information Literacy, the student needs to complete the Information
Literacy Intermediate Assessment with a minimum grade of 80%.
To obtain the Gold Badge of Digital Manipulation, the student needs to complete the Digital
Manipulation Intermediate Assessment with a minimum grade of 80%.
To obtain the Gold Badge of Personal Threats, the student needs to complete the Personal Threats
Intermediate Assessment with a minimum grade of 80%.
To obtain the Gold Badge of Digital Identity, the student needs to complete the Managing Digital
Identity Intermediate Assessment with a minimum grade of 80%.

Award Criteria for Overall Completion – Silver & Gold
To be awarded the DIMELI Silver Badge, learners must achieve all 6 of the Silver Module Badges, as
explained above, as well as complete the DIMELI Game. Similarly, those who achieve all 6 of the Gold
Module Badges and complete the DIMELI Game will be awarded the DIMELI Gold Badge.

The DIMELI4AC Silver Badge

The DIMELI4AC Gold Badge

Award Criteria for DIMELI Mentor Open Badge
Finally, the mentor badge will be awarded to the participants of the short-term joint staff
training event (C1), upon completing the training and prove their ability to support and
manage student’s participation in the programme.
Participants of the C1 training needs to complete all the Intermediate assessments with a
mark over 90%.
Be able to follow the procedures in order to create an Open Badge to record and validate
competences.

9. Open Badges for all Modules
Name of
OB

SILVER
BADGE OF
ONLINE
SAFETY

GOLD
BADGE OF
ONLINE
SAFETY

Learning Outcomes
Topic 1 – Cybersecurity
The student:
1.1 understands what cyber security is.
1.2 understands how to protect themselves online.
1.3 understands main actions to deal with cyber security matters.
2.1 knows indicators of potential security threats.
2.2 interacts with cyber security matters.
3.1 analyses the impact of cyber security matters.
4.1 evaluates if a site is secure to visit.
4.2 evaluates if a Wi-Fi network is secure or not.
5.1 creates strong security passwords for their online accounts.
5.2 creates a flyer for the importance of security online
Topic 2 – Malware
The student:
1.1 understands malware software and its different types.
1.2 understands main security measures against malware.
2.1 can show malware threats on the Internet.
2.2 is able to take precautions against malware attacks.
3.1 analyses the impact of malware attacks if happen.
4.1 evaluates suspicious websites, downloadable software and
emails that may contain viruses.
4.2 The student is able to evaluate that there is adequate
protection for malware software on their devices.
5.1 creates theses on measures against malware attacks.
5.2 creates a flyer that raises the awareness on malware software.
Topic 3 – Phishing
The student:
1.1 understands the basic concept of phishing.
1.2 understands the different ways to avoid online scams.
2.1 engages with phishing attempts
4.1 evaluates sources, websites and emails for potential phishing
5.1 creates theses of measures against phishing.
5.2 creates a flyer that raises awareness on phishing and online
scamming.

Level

BASIC

INTERMEDIATE

Design of OB

Assessment
criteria

Evidence

Issued by

The proof and the
evidence of the
acquired skills are
the grade marks.
This process is
fully automatized
on the e-tool
where
the
assessment tests
are automatically
graded.

DIMELI4AC
Consortium

Complete
the Basic
Assessment
with an
overall mark
of 80%

Complete
the
Intermediate
Assessment
with an
overall mark
of 80%

Name of
OB

SILVER
BADGE OF
MEDIA
INDUSTRY

GOLD
BADGE OF
MEDIA
INDUSTRY

Learning Outcomes
Topic 1 – Traditional media
The student:
1.1 understands the different kinds of media and recognizes the
types of traditional media (TV, Radio, Printed material).
1.2 acknowledges the impact of traditional media on their daily
life
1.3 recognizes the limits of Traditional Media
2.1 interacts with a TV advertisement
3.1 can analyse the specific marketing purposes of TV and Radio
advertisements
4.1 can assess on marketing messages through TV, Radio and
printed media (e.g. newspaper)
4.2 can evaluate and choose their preferred source of
information (TV, Radio, Printed Material)
5.1 The student can create an advertisement with marketing
manipulation messages for TV, Radio or Newspaper
Topic 2 – New Media
The student:
1.1 understands what new media is and acknowledges the
difference between new media and traditional media
1.2 understands the types of content (audio, video, image, text)
shared on social media (FB, Instagram, YouTube, Twitter).
2.1 engages in situations with plethora of online news found on
social media platforms (FB, Instagram)
2.2 interacts with entertainment content like audio, video
and/or image on social media platforms (FB, YouTube etc.)
3.2 student can analyse the reliability of news on social media
can analyse behavioural traits behind shared content
(audio, video, text, image) on social media (FB, Instagram,
Twitter, YouTube)
4.1 can assess reliable webpages and news through social
media platforms (FB, Twitter) and reflect on their credibility
4.2 can critically evaluate the personal content (audio, video,
text, image) shared on social media platforms (FB, IG,
Twitter, YouTube) and engage with it
5.1 creates critical and valuable content (audio, video, text,
image)
5.2 shares the content created on the right social media
platform with specific purpose (FB, Twitter, YouTube, IG)

Level

BASIC

INTERMEDIATE

Design of OB

Assessment
criteria

Evidence

Issued by

The proof and the
evidence of the
acquired skills are
the grade marks.
This process is
fully automatized
on the e-tool
where
the
assessment tests
are automatically
graded.

DIMELI4AC
Consortium

Complete
the Basic
Assessment
with an
overall mark
of 80%

Complete
the
Intermediate
Assessment
with an
overall mark
of 80%

Name of OB

SILVER BADGE
OF
INFORMATION
LITERACY

GOLD BADGE
OF
INFORMATION
LITERACY

Learning Outcomes

The student:
1.1 Understands the concept of information (what it is, how it is
produced and how it shared across different channels).
1.2 understands that information is shared for different
purposes, including malevolent ones.
1.3 understands the difference between mis-information, malinformation and dis-information.
2.1 knows where to source information on a desired topic
online and offline
2.2 understands that sources may have different levels of
reliability and/or bias
3.1 is familiar with the indicators of an unreliable source of
information across different channels (website, social media
platforms, …)
3.2 understands how the fact-checking process works and are
able to adapt it to the pieces of information they come
across
4.1 can label a piece of information they find online or offline as
“reliable” on “unreliable”
5.1 can produce a structured explanation of why a piece of
information is to be considered reliable or unreliable
5.2 having internalized the instruments to recognize unreliable
information, is able to create their own realistic “fake news”
in order to test their impact within a controlled
environment
5.3 Having internalized the instruments to recognize unreliable
information, is able to raise awareness on the topic among
their networks

Level

BASIC

INTERMEDIATE

Design of OB

Assessment
criteria

Evidence

Issued by

The proof and the
evidence of the
acquired skills are
the grade marks.
This process is
fully automatized
on the e-tool
where
the
assessment tests
are automatically
graded.

DIMELI4AC
Consortium

Complete
the Basic
Assessment
with an
overall mark
of 80%

Complete
the
Intermediate
Assessment
with an
overall mark
of 80%

Name of OB

SILVER BADGE
OF DIGITAL
MANIPULATION

GOLD BADGE
OF DIGITAL
MANIPULATION

Learning Outcomes

Topic 1 – Social bots
The student:
1.1 understands the basic concept of social bots (basic concept
of algorithms
1.2 understands that there are different kinds of social bots
(overloading bots; trendsetter; trolls)
1.3 understands the impact of social bots on onlineconversations.
2.1 knows indicators to recognize e.g. opinion
bots/websites/accounts
2.2 knows how to use the indicators in order to expose social
bots
3.1 analyses the influence of social bots on social networks.
4.1 rates websites for their susceptibility to social bots.
5.1 develops theses why social bots attract people.
5.2 designs a flyer and a campaign that raises awareness for the
problem of social bots, and how to recognize them
5.3 creates a captcha tool, which allows identifying social bots.
Topic 2 – Clickbait
The student:
1.1 understands the basic concept of click baiting.
1.2 understands motivation of click baiting.
2.1 is aware that click baiting exists
2.2 is able to show examples of click baits on the internet
3.1 analyses the influence of click baiting on people.
3.2 analyses clickbait strategies on YouTube videos.
4.1 evaluates in how far the online content can fulfil the
headlines used in clickbait strategies.
4.2 discusses on moral aspects on click baiting.
5.1 develops theses why clickbait attracts people.
5.2 designs a flyer that raises awareness on possible dangers of
click baiting.

Level

BASIC

INTERMEDIATE

Design of OB

Assessment
criteria

Evidence

Issued by

The proof and the
evidence of the
acquired skills are
the grade marks.
This process is
fully automatized
on the e-tool
where
the
assessment tests
are automatically
graded.

DIMELI4AC
Consortium

Complete
the Basic
Assessment
with an
overall mark
of 80%

Complete
the
Intermediate
Assessment
with an
overall mark
of 80%

Name of OB

Learning Outcomes

SILVER BADGE
OF PERSONAL
THREATS

Topic 1 – Cyberbullying
The student:
1.1 understands what bullying is
1.2 discerns what cyberbullying is
1.3 understands the concept of hate speech
1.4 accepts that online interaction is a reflection of face-to-face
2.1 recognises cyberbullying behaviour
2.2 perceives signs of (cyber)bullying victimization in others
2.3 acts against cyberbullying instances
3.1 analyses the reasons behind cyberbullying
3.2 considers the personal issues of a bully
4.1 analyses their own experience
4.2 considers the consequences of cyberbullying
4.3 reflects on good responses to cyberbullying
4.4 reflects on bad responses to cyberbullying
4.5 understands the importance of support towards victims
5.1 evaluates their own online behaviour and re-creates, modifies,
adjusts etc. accordingly, to prevent cyberbullying
5.2 creates a safe online environment for themselves
5.3 helps others deal with cyberbullying

GOLD BADGE
OF PERSONAL
THREATS

Topic 2 – Online Grooming
The student:
1.1 understands what online grooming is
1.2 accepts that online interaction is a reflection of face-to-face
interaction
2.1 recognises online grooming behaviour
2.2 perceives signs of online grooming victimization in others
2.3 acts against online grooming instances
3.1 analyses the reasons that people fall victim to online grooming
3.2 analyses their own experience – have they experienced online
contact with someone who wants to mislead them?
4.1 considers the consequences of online grooming
4.2 reflects on good responses to online grooming
4.3 reflects on bad responses to online grooming behaviours
4.4 sees the importance of support
5.1 evaluates their own online behaviour and re-creates, modifies,
adjusts etc. accordingly, to prevent online grooming
5.2 creates a safe online environment for themselves
5.3 helps others deal with online grooming

Level

BASIC

INTERMEDIATE

Design of OB

Assessment
criteria

Evidence

Issued by

The proof and
the evidence of
the
acquired
skills are the
grade marks.
This process is
fully automatized
on the e-tool
where
the
assessment tests
are automatically
graded.

DIMELI4AC
Consortium

Complete
the Basic
Assessment
with an
overall mark
of 80%

Complete
the
Intermediate
Assessment
with an
overall mark
of 80%

Name of
OB

SILVER
BADGE OF
DIGITAL
IDENTITY

GOLD
BADGE OF
DIGITAL
IDENTITY

Learning Outcomes
Topic 1 – Netiquette
The student:
1.1 knows what Netiquette is and how it’s derived
1.2 understands that social media is an extension of society and
face-to-face interaction
1.3 identifies the reasons that people sometimes misbehave or are
misunderstood on social media (purposefully vs. accidentally)
2.1 participates in online communication which is a form of
content creation (e.g. based on scenarios)
2.2 interacts with other individuals online in line with rules
prescribed by Netiquette, depending on the environment in
order to identify the demands each time (e.g. for professional
use, informal communication)
3.1 analyses the benefits of Netiquette
3.2 identifies the consequences of online interaction
4.1 evaluates examples of Netiquette from online communication
4.2 reflects on good examples of Netiquette
4.3 reflects on bad instances of online communication that can
lead to miscommunication – not getting the correct
information across
4.4 critically judges instances of online communication that can
offend someone
5.1 evaluates their online interaction and re-creates, modifies,
adjusts etc. accordingly
5.2 has an active mindful participation in various environments in
line with the rules of netiquette (social media, gaming chats,
forums)
Topic 2 – Digital Footprint
The student:
1.1 knows what Digital Footprint is
1.2 understands how the digital footprint is formed and what it
consists of
2.1 recognises the difference between Active Vs. Passive Digital
Footprint
2.2 can track their digital footprint
3.1 analyse a given digital footprint
3.2 analyse the importance of their digital footprint
3.3 foresee the consequences of online activity
4.1 To reflect on examples of Digital Footprint
4.2. To evaluate good examples of Digital Footprint
4.3 To judge bad examples of digital footprint

Level

BASIC

INTERMEDIATE

Design of OB

Assessment
criteria

Evidence

Issued by

The proof and
the evidence of
the
acquired
skills are the
grade marks.
This process is
fully automatized
on the e-tool
where
the
assessment tests
are automatically
graded.

DIMELI4AC
Consortium

Complete
the Basic
Assessment
with an
overall mark
of 80%

Complete
the
Intermediate
Assessment
with an
overall mark
of 80%

(cont.)
(cont.)
4.4. To follow an evaluation procedure to assess digital footprints
5.1 To create (modify, re-create) appropriate digital footprint for
themselves
5.2 To follow useful tips and use their digital footprint to their
benefit (for older students)
5.3 To propose changes, alternative of online activity etc. to
improve a given digital footprint.
Topic 3 – Screen time
The student:
1.1 understands what Screen Addiction is
1.2 identifies what their peers use their devices for
1.3 understands that screen addiction can come from various
mediums (various devices and activities)
1.4 recognises the reasons that make people to become addicted to
technology
2.1 recognises what constitutes a healthy use of technology
2.2 differentiates between healthy use of the technology and
unhealthy use.
2.3 is engaged with technology as a tool for a purpose (i.e. the goal
is not the internet, it is only a means to an end)
2.4 takes an active role in the healthy use of technology as a tool for
various purposes.
3.1 analyses the reasons for screen time moderation
3.2 analyses the consequences of excessive screen time.
4.1 identifies signs of screen addiction in themselves
4.2 critically evaluates the use of screen and the potential of screen
addiction in others
4.3 reflects on various behaviours (their own and their peers) that
may lead to screen addiction
5.1 judges and reflects on their screen time habits by asking the
right questions
5.2 familiarises themselves with and adopt ways to manage their
amount of time spent on a screen.
5.3 uses ways to moderate their screen time activities.
5.4 takes measures against excessive screen use.

See above

See above

See above

See above

See above

10.

Practical Guidelines for Issuing OB

In this section you can find practical guidelines on how to issue Open Badges through our interactive
learning platform:
•

First step is to click on your Course (this one is from the English version), and then click the
symbol ‘Badges’ on your right hand side and then ‘Add a New Badge’.

•
•
•
•

Now you can see the settings for the BADGE to be added
Please add to the 'BADGE DETAILS':
Name of the Badge
Language (choose your language)

Description: Add a brief description of your badge, more specifically what the users will earn with this
badge.
•
•
•
•

Image: Upload the image of the badge
Please add to the 'ISSUER DETAILS settings i.e. Name: The DIMELI Consortium
Make sure the Expiry Date is set to ‘Never’
Then click 'Create a badge'

•
•
•
•
•
•
•

Now it is the time to add our criteria (How users will earn the badge)
After creating the badge, choose from the drop down list ‘Activity Completion’
Now you need to click in to the 'Assessment' for your course. This means that when the user
completed the final assessment he/she will earn the badge.
Then click 'Save'
Is important to click 'Enable Access’ for the users to be visible to them.
Click 'Continue' to confirm for the changes in badges settings
Then you will see the badges into your modules

11.

Conclusion – Next Steps

This document presented the theoretical background of the Open Badges system, in addition to its benefits
and endorsements. Most importantly the DIMELI@SCHOOL ecosystem of Open Badges was presented,
with a detailed analysis of the benchmarks required to achieve each one.
By using the Open Badges system, the DIMELI4AC project will not only help students validate the skills they
will acquire through this project, it also introduces them to the innovative practice of the Open Badges,
which can be used throughout their lives to log their achievements, and potentially open new pathways for
them in career and education.

