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MODULE 6 – MANAGING DIGITAL IDENTITY
Module description
In the digital era, our online identity is just as important and valid as our offline identity; sometimes even more
so, as a lot of people see our online profile before they meet us. With this in mind, we must consider that the
internet is forever: when something goes online, it can never be removed entirely. It is therefore of vital
importance to maintain an online profile that paints us in a good light. It is also vital to maintain a balance between
our online and our offline identity, through moderation in use, both in how long we spend in front of a screen and
in what we do with our time in front of the screen.
This module, comprised by 3 topics, challenges students to reflect on their own online identity and form healthy
and appropriate habits for their internet use. In the first topic, Netiquette, students will be taught that their online
behaviour matters just as much as their offline behaviour, and that they need to be considerate of others when
online. The second topic, Digital Footprint, will expand on the first topic, demonstrating the importance of being
conscious of our online presence, and teach ways to maintain an active digital footprint that does not misrepresent
them. Finally, Screen Time Management will show the students the importance of balance between their online
and their offline personas, and teach them ways to moderate their actions and the amount of time they are online.
Overall, students will be shown ways to manage their behaviour on and around the internet, in a way that
promotes their wellbeing and shields them from some of the major pitfalls of everyday technology.
Learning Outcomes




Learning about what comprises our digital identity and why it is important to be conscious of it;
Acquiring the skillset needed to distinguish between appropriate and inappropriate online behaviours that
form one’s digital identity
Training students how to manage their online identity to avoid the pitfalls that may result from abusive or
inappropriate behaviour and use of the internet
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Keywords



















Netiquette: a portmanteau of “net” and “etiquette”. It is the use of good manners in online
communication such as social media, e-mails and chats. It is important to use netiquette because when
we are communicating online, we are usually reading text that someone else has typed. Because of this,
messages can often be misinterpreted. By following netiquette, online communication becomes clearer.
Internet troll: a person who intentionally antagonizes others online by posting inflammatory, irrelevant,
or offensive comments or other disruptive content1
Meme: an amusing or interesting item (such as a captioned picture or video) or genre of items that is
spread widely online especially through social media2
Emoji: a digital image that is added to a message in electronic communication in order to express a
particular idea or feeling3
GIF: a type of computer file that contains a still or moving image. GIF is the abbreviation for "Graphic
Interchange Format"4
Digital Footprint: A digital footprint is a trail of data you create while using the Internet. It includes the
websites you visit, emails you send, and information you submit to online services.5 See also Topic 2.
Cyberbullying: See Module 5
Hate Speech: See Module 5
Cookies: small files that are created on our web browser when we first visit a site that wants to store
information.
Cookie profiling: The use of multiple cookies to compile your browsing activities for a period of time,
and then using the data to create a profile for you. Advertisers then obtain this information from various
sources and use it for targeted advertising.
IP address: An IP address, or simply an "IP," is a unique address that identifies a device on the Internet
or a local network. It allows a system to be recognized by other systems connected via the Internet
protocol.6
FOMO: Fear Of Missing Out-fear of not being included in something (such as an interesting or enjoyable
activity) that others are experiencing7
Carpal Tunnel Syndrome: a condition caused by compression of a nerve where it passes through the
wrist into the hand and characterized especially by weakness, pain, and disturbances of sensation in the
hand and fingers8
Internet addiction: Internet addiction is characterized by excessive or poorly controlled preoccupations,
urges or behaviours regarding computer use and internet access that lead to impairment or distress.9

1

https://www.merriam-webster.com/dictionary/troll
https://www.merriam-webster.com/dictionary/meme
3
https://dictionary.cambridge.org/dictionary/english/emoji
4
https://dictionary.cambridge.org/dictionary/english/gif
5
https://techterms.com/definition/digital_footprint
6
https://techterms.com/definition/ip_address
7
https://www.merriam-webster.com/dictionary/FOMO
8
https://www.merriam-webster.com/dictionary/carpal%20tunnel%20syndrome
9
https://www.ncbi.nlm.nih.gov/pubmed/18399706
2
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Legend
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Topics

Topic 1: Netiquette
Lesson plan 1 of 2:
Module 6: Managing Digital Identity
Topic 1: Netiquette
Lesson plan 1 of 2
Duration: 45 minutes / 1 hour max
Aim The definition and importance of Netiquette.
Target Group Secondary School Students
Steps Resources

Duration

Additional information
Ask students how long they spend on their
phones, or on the computer. What activities
do they engage in? Do they play games, chat
on social media, watch videos?
Point: we spend a lot of time on the internet (sl.1-5.
General introduction to the entirety of the module if
desired).
Carry out the multiple choice test casually.
Hand out printed versions of the test.
Students can discuss among themselves
during this exercise.
Introduce Netiquette using simple words (sl.
6-7). Follow the slide presentation to explain:
- Online communication may often be unclear.
- The purpose of netiquette is to communicate
effectively, clearly, and respectfully.
- Similarities between online and face-to-face
communication.

Introduction

 M6-T1_Netiquette_Preassessment
(.docx file. See Annex)

5’

Preassessment

 M6-T1_Netiquette_Preassessment
(.docx file. See Annex)

10’

Definition of
Netiquette

 M6-T1-Netiquette_IO3A1_PPT
(.ppt file. See Annex)

10’

Misbehaviour
online:
Intentional
vs
Accidental
(cont.)

 M6-T1-Netiquette_IO3A1_PPT
(.ppt file. See Annex)

5’
Explain that people may argue online purposefully
(trolls) or accidentally (communication breakdown)
(sl. 8-9). Online communication may break down,
and the ways we implement to prevent it. Follow the
slide presentation to introduce:
- Trolls
- Memes
- Emojis
- GIFs

This project has been funded with support from the European Commission. This communication reflects
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Steps Resources

Duration

(cont.)

Additional information
Definitions found in Keywords above, in case
they are needed. However, students will most
likely be familiar with the terms.
Present the consequences of not following Netiquette
in juxtaposition to the benefits. Explain that all
content has an impact, and that our reaction to
content becomes content itself, with its own impact.
This is why we need to be aware of what we say and
where we say it (sl. 10-13)

Why use
Netiquette

 M6-T1-Netiquette_IO3A1_PPT
(.ppt file. See Annex)

5’

Video: Core
Rules of
Netiquette

 YouTube video:
https://www.youtube.com
/watch?v=FWMk_Zv7nB8

5’

Watch the video on YouTube. To be followed
by the activity below.

Activity:
Consequences
of bad
communicatio
n

 M6-T1_Scenario1Netiquette
(.docx file. See Annex)

5’

Show the M6-T1_Scenario1-Netiquette file
on the projector, or hand out print versions.
Ask the students what they think went
wrong in the communication in question.
What would they have done differently?
Finish the lesson retelling the students how easy it is
for communication to go sideways. Foreshadow and
prepare them for the next lesson: The rules of
Netiquette.
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Topic 1: Netiquette
Lesson plan 2 of 2
Module 6: Managing Digital Identity
Topic 1: Netiquette
Lesson plan 2 of 2
Duration: 45 minutes / 1 hour max
Aim

The rules of Netiquette

Target Group Secondary School Students
Steps Resources

Duration

Additional information
Short review of previous lesson to remind students the
importance of Netiquette.
Explain that Netiquette has some guidelines that help us
communicate effectively.
Stress the importance of having the right attitude.
Go over the presentation (slides 14 and 15) to review the
rules relevant to Attitude.
Where possible, give examples to contextualise
the rules.

Introduction

-

5’

The rules of
Netiquette Attitudes

 M6-T1Netiquette_IO
3-A1_PPT
(.ppt file. See
Annex)

10’

The rules of
Netiquette –
Language and
Manners

 M6-T1Netiquette_IO
3-A1_PPT
 (.ppt file. See
Annex)

10’

Language and Manners are just as important on the
internet as they are in real life.
Continue the presentation (sl. 16) to review the rules
relevant to Language and Manners.
Where possible, give examples to contextualise
the rules.

Netiquette in
different
environments

 M6-T1Netiquette_IO
3-A1_PPT
 (.ppt file. See
Annex)

10’

Conclusions

 M6-T1Netiquette_IO
3-A1_PPT

5’

Conclude the rules by delivering the message “Remember
the human” (sl. 17)
Continue the presentation to see how different
environments call for adjustment of tone, medium and
language.
Emphasize the questions on slides 20-22.

Conclude the lesson by giving students some general tips
(sl. 23).
The overall meaning of Netiquette to pass on to the
students is “Remember the Human. Respect the
Human.”
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Steps Resources
Activity/Scenario

 M6T1_Scenario2Netiquette

Duration

Additional information
Show the M6-T1_Scenario2-Netiquette file on the
projector, or hand out print versions.
Ask the students what they think went wrong in
the communication in question.
What would they have done differently?
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Topic 2: Digital Footprint
Lesson plan 1 of 2
Module 6: Managing Digital Identity
Topic 2: Digital Footprint
Lesson plan 1 of 2
Duration: 45 minutes / 1 hour max
Aim
Target Group

Students understand the concept of the Digital footprint, how it is formed and its potential
consequences.
Secondary School Students

Steps

Resources

Duration

Additional information

Introduction

 M6-T2-Digital
Footprint_IO3A1_PPT

5’

Pre-assessment

 M6-T2_Digital
Footprint_Preassessment

10’

Do the introduction to the entire module, and talk
about digital identity in general (sl. 0-3). Ask
students what they think about the digital
footprint. Are they familiar with what it is?
Get the students guessing, based on the introduction.
Carry out the multiple choice test casually. Hand
out printed versions of the test. Students can
discuss among themselves during this exercise.

Definition of
Digital Footprint

 M6-T2-Digital
Footprint_IO3A1_PPT

5’

Follow the slide presentation to present students
with the concept of Digital Footprint. Explain what
it is (sl. 6) and how it is formed (sl. 7)

Active vs. Passive
Footprint

 M6-T2-Digital
Footprint_IO3A1_PPT

10’

Make clear the distinction between Passive and
Active Digital Footprint (sl. 8-9)

Cookies

 M6-T2-Digital
Footprint_IO3A1_PPT

5’

Explain how cookies are tied to our digital
footprint, and how they can contribute to its
formation (sl. 10-13).
Make sure that the students understand that cookies are
not bad in themselves, but the way they may be used is.

Why we should be
mindful

 M6-T2-Digital
Footprint_IO3A1_PPT

5’

“What goes on the internet, stays on the internet.”
Stress the importance of this. If time permits, have
your students think of some of their posts and how
they might affect them later on. Their days of employment
may look very far away into the future, but what they put
online now will follow them forever. Consider assigning
this exercise as homework (sl. 14). Wrap up the lesson with
the message above.

This project has been funded with support from the European Commission. This communication reflects
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Topic 2: Digital Footprint
Lesson plan 2 of 2
Module 6: Managing Digital Identity
Topic 2: Digital Footprint
Lesson plan 2 of 2
Duration: 45 minutes / 1 hour max
Aim

Students understand how to manage their digital footprint and know different ways of doing
so.

Target Group

Secondary School Students

Steps

Resources

Duration

Additional information

Introduction

 M6-T2-Digital
Footprint_IO3A1_PPT
(.ppt file. See
Annex)

5’

Warm-up: remind students about the previous lesson.
Summarise the most important points.

Importance of
digital footprint

 Youtube video:
https://www.y
outube.com/w
atch?v=ottnH4
27Fr8&feature
=emb_title

5’

Watch the video to remember the importance
and potential consequences of the digital
footprint.
To be followed by the activity below.

Scenario

 M6T2_ScenarioDigital
Footprint

10’

Pass handouts in class of the scenario, or show it
on the projector. Have students discuss potential
consequences, e.g. losing her current job, it looks
bad for future job applications, it might discourage
potential employers from calling her for an interview,
people online may give her a hard time for such a post, etc.

Managing Digital
Footprint: Step 1

 M6-T2-Digital
Footprint_IO3A1_PPT
(.ppt file. See
Annex)
 Computers for
each student

10’

Explain that managing one’s digital footprint is an ongoing
process.
Mention that we all have to start somewhere, and
explain step no.1: Clean-up (sl. 16)
Have students google themselves, or open one of
their social media profiles. What do they find?

This project has been funded with support from the European Commission. This communication reflects
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Steps

Resources

Duration

Additional information

Managing Digital
Footprint: Step 2

 M6-T2-Digital
Footprint_IO3A1_PPT
(.ppt file. See
Annex)

5’

Follow the presentation to explain step 2: using the
internet more consciously (sl. 17-18)

Using our Digital
Footprint to our
benefit

 M6-T2-Digital
Footprint_IO3A1_PPT (.ppt
file. See
Annex)

5’

Explain to students that our footprint can also be
used to our benefit, especially in professional
settings in the future. Employers like to see people
who are self-motivated and active in positive activities,
who have interests and hobbies. Elaborate on the Dos and
Don’ts of a positive, beneficial digital footprint (sl. 19-20)

Conclusion

 Youtube video:
https://www.y
outube.com/w
atch?v=OBg2Y
YV3Bts&featur
e=youtu.be

5’

Conclude the lesson by watching this video.

This project has been funded with support from the European Commission. This communication reflects
the views only of the author, and the Commission cannot be held responsible for any use which may be
made of the information contained therein. Submission Number: 2018-1-DE03-KA201-047411

13 | P a g e

Topic 3: Screen Time
Lesson plan 1 of 2
Module 6: Managing Digital Identity
Topic 3: Screen Time
Lesson plan 1 of 2
Duration: 45 minutes / 1 hour max
Aim

Students understand how much time we spend connected, the
consequences of excessive screen time and the effects it can have on our
lives.

Target Group Secondary School Students
Steps Resources
Introduction

 M6-T3-Screen Time
Management_IO3A1_PPT
 M6-T3_Screen Time
Management_Preassessment

Duration

Additional information

10’

Remind students that you previously saw
how much time we spend connected.
Ask them:
 Do they think there’s such a thing as “too much”
screen time?
 What defines “too much”, in their opinion?

Carry out the pre-assessment. Students can talk
amongst themselves during this task.
Definition of
internet
addiction

 M6-T3-Screen Time
Management_IO3A1_PPT

5’

Addictive
aspects of
internet
activities
Indications of
excessive screen
time

 M6-T3-Screen Time
Management_IO3A1_PPT

10’

 M6-T3-Screen Time
Management_IO3A1_PPT

5’

Open up the slide presentation on sl. 6 to see just
how much time teens spend on their phones.
Define internet addiction for students.
Mention how almost everything is now done
over the internet, such as playing games,
reading and even watching TV, with services like
Netflix and Amazon Prime. (sl. 7)
Mention the most addictive activities and
the concept of behavioural addiction (sl. 8).
Go on to explain what it is about each of
these that is so addictive (sl. 9-11).
Explain that the effects of excessive screen time can
be felt in many aspects of our lives. Mention the
physical, emotional and behavioural symptoms (sl.
12-14).
NOTE: It is very important to stress that the
presence of some of these symptoms does
not necessarily mean that someone is
suffering from addiction! Make it clear that
concerned individuals should seek help, either for
themselves or for people in their cycle.
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Steps Resources

Duration

Additional information
Explain that the symptoms of addiction are usually
felt in a relatively short period of time, but there can
also be long-term effects from internet addiction.
Follow the presentation (sl. 15-18) to teach the
potential effects of addiction and excessive screen
time.
Have students think about any of these
effects in themselves and/or their loved
ones. Is there anything they would like to
share with the class?
Conclude the lesson by mentioning again that even
if someone presents the symptoms above, it doesn’t
necessarily mean that they are an addict.
Bring up the effects of addiction and excessive
screen time, and stress how important it is to
manage our screen time, prefacing the next lesson.

Effects of
addiction and
excessive screen
time

 M6-T3-Screen Time
Management_IO3A1_PPT

10’

Conclusion

 M6-T3-Screen Time
Management_IO3A1_PPT

5’

This project has been funded with support from the European Commission. This communication reflects
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Topic 3: Screen Time
Lesson plan 2 of 2
Module 6: Managing Digital Identity
Topic 3: Screen Time
Lesson plan 2 of 2
Duration: 45 minutes / 1 hour max
Aim

Students understand why it’s important to manage their screen time, and
know different ways to do it.

Target Group Secondary School Students
Steps Resources
Warm-up

Duration

Additional information

5’

Do a summary of the previous lesson. Focus more on
the symptoms and effects.
So how do we go about protecting
ourselves from all this? Any ideas from the
students?
Mention the additional benefits of a balanced
screen use (sl. 19).

Why manage
our screen time

 M6-T3-Screen Time
Management_IO3A1_PPT

5’

How to manage
your screen
time

 M6-T3-Screen Time
Management_IO3A1_PPT

15’

Look at the various ways to reduce screen time.
Create an open conversation with the students:
Which tactics do you think would be of more
use to you? Why did you choose those?
What hobby would you like to pick up?

Assessment and
DIMELI Game

 Computers for
students to play the
DIMELI Game

20’

Conclude by mentioning that it’s not overall
bad to spend some time in front of a screen,
but, as with all things, excess can cause
problems in other areas of life.
Put students in groups of up to four students. Have
them open up the DIMELI Game and choose their
avatars, and let them play the game.
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Annex: Materials
1.
2.
3.
4.
5.
6.
7.
8.
9.

M6-T1_Netiquette_Pre-assessment
M6-T1-Netiquette_IO3-A1_PPT
M6-T1_Scenario1-Netiquette
M6-T1_Scenario2-Netiquette
M6-T2_Digital Footprint_Pre-assessment
M6-T2-Digital Footprint_IO3-A1_PPT
M6-T2_Scenario-Digital Footprint
M6-T3_Screen Time Management_Pre-assessment
M6-T3-Screen Time Management_IO3-A1_PPT
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