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MODULE 5 – PERSONAL THREATS
Module description
In the modern digitalised world, a lot of the aspects of society are reflected online, both positive and negative.
The internet offers freedom of speech and openness, which give people countless opportunities and new ways to
communicate and come into contact with each other. Similar to every technology, online communication can be
used maliciously by various people, and it can be used to cause harm – whether intentionally or unintentionally.
This module aims to teach students about potential threats they may face while online, and to equip them with
the skills needed to deal with such issues. Online grooming will present the risks of communicating with strangers
at a level that is accessible by the students, and Cyberbullying will teach students to recognise and reject such
behaviours in others, and present the harmful effects of cyberbullying.
Overall, students will be taught how to preserve their mental and physical wellbeing against outward threats that
can be encountered on the internet.
Learning Outcomes




Learning about what risks online communication can have towards our mental and physical wellbeing;
Understanding the different types of mental and physical harm that can result from online harassment;
Dealing with malicious or harmful behaviours against us.
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Keywords





Bullying: abuse and mistreatment of someone vulnerable by someone stronger, more powerful, etc. :
the actions and behaviour of a bully1
Cyberbullying: the electronic posting of mean-spirited messages about a person (such as a student) often
done anonymously2
Hate Speech: speech expressing hatred of a particular group of people3
Online Grooming: Grooming is about building a relationship with a child in order to later abuse them.
This can be far easier online.
o Games, social media, live streaming platforms and chatrooms enable people to make contact
with children to try to groom them.
o They can create multiple online identities and even pretend to be children and young people to
trick real children into chatting and sharing.
o They can find out a lot about individual children before they make contact by looking at the
things the child has posted.
o Using this information they can target children who are particularly vulnerable and carefully
plan what they will say and show an interest in.
o They can also contact lots of children very quickly in the hope that one will respond.4

1

https://www.merriam-webster.com/dictionary/bullying
https://www.merriam-webster.com/dictionary/cyberbullying
3
https://www.merriam-webster.com/dictionary/hate%20speech
4
https://www.thinkuknow.co.uk/parents/articles/Online-grooming/
2
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Legend
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Tips
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Topics

Topic 1: Cyberbullying
Lesson plan 1 of 3
Module 5: Personal Threats
Topic 1: Cyberbullying
Lesson plan 1 of 3
Duration: 45 minutes / 1 hour
Aim

Students understand the concept of cyberbullying and its participating
roles.

Target Group

Secondary School Students

Steps

Resources

Duration

Additional information

Introduction

 M5-T1Cyberbullying
(.ppt file. See
Annex)

5’

Do the introduction to the entire module. Talk
about the opportunities for communication that
the internet provides us with, and mention that it
also comes with risks (sl. 0-3). Ask students what they think
about cyberbullying. How familiar are they with it?

Pre-assessment

 M5T1_Cyberbullyin
g_Preassessment
(.docx file. See
Annex)

10’

Carry out the multiple-choice test casually. Hand
out printed versions of the test. Students can
discuss among themselves during this exercise. If
needed, the teacher can participate.

Definitions

 M5-T1Cyberbullying
(.ppt file. See
Annex)

10’

Follow the slide presentation (sl. 6) to explain
bullying to students.
Explain the definition of hate speech (sl. 7).
Emphasize that it’s about groups of people instead
of individuals, as opposed to bullying which targets
one person, and explain that hate speech can be used to
bully or cyberbully people.
You could mention that hate speech is penalised by law in
some countries.
Move on to explain cyberbullying (sl. 8), and talk
about the channels that bullies use (sl. 9).
Is anything missing from the list? Have they
witnessed abuse anywhere else on the internet?
(They might mention videos, video game live
streams or others).
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Steps Resources

Duration

Additional information

Participating roles

 M5-T1Cyberbullying
(.ppt file. See
Annex)

5’

Present
the
participating
roles
of
cyberbullying, and emphasize the power
imbalance between the participants – this was
mentioned earlier in the definition of
cyberbullying (sl. 10).

Consequences of
cyberbullying

 M5-T1Cyberbullying
(.ppt file. See
Annex)

5’

Move on to talk about the consequences of cyberbullying
(sl.11).
Expand on the fact that even teasing, or something that
starts as good-natured humour can get out of hand, and
cause a lot of harm.

Class discussion

10’

NOTE: For older students, you can mention that extreme
cases of cyberbullying can lead to severe depression, which
in turn may manifest in self-destructive behaviour, such as
substance abuse, self-harm, suicidal tendencies etc.
As a conclusion, lead a conversation about the
students’ own experience and opinions:
Is cyberbullying less bad or worse than regular
bullying? Why/why not?
Have they ever felt that the line was crossed when a friend
teased them?
Where would they put themselves in the participant roles
of cyberbullying – victim, perpetrator or bystander? Have
they been on both sides, on separate occasions?
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Topic 1: Cyberbullying
Lesson plan 2 of 3
Module 5: Personal Threats
Topic 1: Cyberbullying
Lesson plan 2 of 3
Duration: 45 minutes / 1 hour max
Aim

Students understand why cyberbullies behave this way, and they learn
what they need to do if they are cyberbullied.

Target Group

Secondary School Students

Steps

Resources

Duration

Additional information

Warm-up

 M5-T1Cyberbullying
(.ppt file. See
Annex)

5’

Why people
cyberbully others

 M5-T1Cyberbullying
(.ppt file. See
Annex)

10’

Signs that
someone is a
cyberbully

 M5-T1Cyberbullying
(.ppt file. See
Annex)

7’

Explain that for this lesson, we will try to look at things
from the perspective of cyberbullies to try and understand
why they are mean.
Note for the teacher: The purpose for understanding the
cyberbully’s perspective is to help victims see that it’s not
their fault they’re being bullied. Also, it could help
cyberbullies see that what they’re doing may run deeper
than “just having some fun”,
Ask students why they think cyberbullying
happens. Allow a 3-minute discussion.
Follow the slide presentation to explain the reasons
behind cyberbullying (sl. 12-13). Try to pass the message
that a lot of the time, a person who cyberbullies does so as
a reaction to, or to escape their own problems.
Explain the signs that someone is a cyberbully (sl. 14-15).
Do the students catch themselves engaging in
similar behaviour without realising the true
severity of the situation? Do they have any friends
who act similarly?

What to do if
you’re being
cyberbullied

 M5-T1Cyberbullying
(.ppt file. See
Annex)

15’

Explain that we are changing perspectives now, and we’re
going to look at things from the perspective of the victim.
Ask the students what they think they should do if
they’re being cyberbullied. Should they retaliate?
Should they say nothing? Should they get off social
media entirely? Allow 5 minutes for this discussion, and
encourage students to talk to each other, rather than
answer your questions.
Follow the presentation to teach the students about what
they need to do if they’re being cyberbullied (sl. 16-18).
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Steps

Resources

Duration

Activity: Video

YouTube video
8’
https://www.yout
ube.com/watch?v
=MV5v0m6pEMs

Additional information
Have the students watch the video (duration:
2,5 minutes).
Ask the students what made the most impression on them.
Did the students notice/understand the physical
representation of cyberbullying as bodily harm? What
could be the implications of this?
Talk about the participant roles:
“Have you ever cyberbullied someone? (Perpetrator)
Have you ever been cyberbullied? (Victim)
Have you ever seen someone cyberbullied? (Bystander)”
Emphasise the percentage of people who say yes – 100%.
Inspire a sense of responsibility in the students.
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Topic 1: Cyberbullying
Lesson plan 3 of 3
Module 5: Personal Threats
Topic 1: Cyberbullying
Lesson plan 3 of 3
Duration: 45 minutes / 1 hour max
Aim

Students learn how important it is to support cyberbullying victims, and
learn ways to do it.

Target Group Secondary School Students
Steps Resources

Duration Additional information

Introduction

 M5-T1Cyberbullying
(.ppt file. See
Annex)

5’

Help from
others

 M5-T1Cyberbullying
(.ppt file. See
Annex)

15’

Warm-up: Remind students about the video, and about
the fact that everyone has a part to play in cyberbullying.

Follow the presentation to explain the importance
of getting help if you’re a victim, and giving
support if you’re a bystander (sl.19).
Ask the students: how do we know if someone is
being cyberbullied? How do we know that they
need our help?
In order to be able to help someone, we need to be
able to recognise the signs that they’re being
cyberbullied (sl. 20).

How to prevent
cyberbullying

 M5-T1Cyberbullying
(.ppt file. See
Annex)

5’

Move on to sl. 21 to give students guidelines on
how to help any friends or classmates that may be
facing cyberbullying issues.
Move on to sl. 22 to give students tips about how
to stay safe online, so they can avoid finding
themselves in a difficult position.

This project has been funded with support from the European Commission. This communication reflects
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Steps Resources
Concluding
activity –
roleplaying
game

 M5-T1-Roleplaying
game

Duration Additional information
20’

To prepare for the class, print out one Adult
label, and enough Student labels from the
resources for all the students in your class, cut
them up and put them in a bowl so they don’t
show.
The teacher gets the Adult label.
Read the scenario out loud for all the students, or tell it like
a story.
Have the students draw a label from the bowl. Make sure
that there are at least 2 children assigned for each role. If
there aren’t enough students in your class for this, leave
out the role of the bystanders.
Put the students in groups, according to their role.
Each student is to write answers for his role to the
questions provided in the resource, where possible in the
first person. Allow 5-7 minutes for this.
For the remaining time, students will role-play their
answers to the class.
Carry out the reading with the order that appears on the
Resource. If possible, have all students read their answer
to one question before moving on to the next.
Where applicable, they should address the concerned
group – e.g. if a Friend would like to talk to an Adult they
should address the teacher, if a Victim is talking to the
Bystanders then they should address the Bystanders group
of students etc.
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Topic 2: Online Grooming
Lesson plan 1 of 3:
Module 5: Personal Threats
Topic 2: Online Grooming
Lesson plan 1 of 3
Duration: 45 minutes / 1 hour max
Aim

Students understand what online grooming is and its mechanics.

Target Group Secondary School Students
Steps Resources

Duration

Additional information
Spark a conversation with the students. What
do they know about being safe online? Any
dangers of the internet that they are aware of?
Has anyone ever contacted them, who they didn’t
know? Do they trust the people they meet online?
Point: not everyone on the internet is trustworthy
(sl.1-6. Start with a general introduction to the whole
module, if needed, and move on to introduce online
grooming).
Hand out printed versions of the preassessment.
Have the students write their names at the
top of the pre-assessment sheet before they start the
test. Allow students to exchange opinions, if they
want to.
After they have completed the test, gather the sheets
and save them for the follow-up lesson, where they
will be used for a reflection exercise.
Introduce Online Grooming using simple
words-terms that the students can
understand. (sl. 7-9). Follow the slide presentation to
explain:
- The definition of the phrase online grooming
- A general overview of a few things that
online groomers do to lure their victims.

Introduction

 M5-T2_Online
Grooming_Pre-assessment
(.docx file. See Annex)

5’

Preassessment

 M5-T2_Online
Grooming_Pre-assessment
(.docx file. See Annex)
COMPLETED SHEETS TO BE
GATHERED AND SAVED
FOR THE FOLLOWING
LESSON.

7’

Definition of
Online
Grooming

 M5-T2-Online Grooming
(.ppt file. See Annex)

5’

NOTE: If the students are old enough, explain that
online grooming aims to sexually exploit and coerce
children. This is not mentioned in the materials for the
students.
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Steps Resources

Duration

Additional information
Follow the slide presentation to tell students
that although it’s difficult to be sure, there
are usually signs that may tell if someone is trying to
approach us with a malicious intent.
Explain that some or all of the signs (sl. 10-11) may
be apparent in such cases. Particularly emphasize
the aspect of secrets seen in the last two points.
Continue to sl. 12 to talk about secrets. Make the
point that when someone actively asks to be kept a
secret, it’s not a good sign.
In-class discussion: Secrets.
For this activity, stay on sl.12, and do not
move to the next slide yet.
Start a discussion in class.
FOR YOUNGER STUDENTS (10-12):
How do the students feel about secrets? Are they a
good thing, or a bad thing? Could it be both? What
instances of good secrets can they think of? What
instances of bad secrets can they think of? How can
they tell the difference?
Why would someone ask them to keep their
conversations a secret? What could be their goal?
FOR OLDER STUDENTS (13-15):
Do the students keep secrets often? From whom
(parents/friends/siblings)? Do they talk with their
parents about everything? How confident are they
to talk with their parents about sensitive subjects?
Would they tell their parents if something wasn’t
sitting right with them? Why/why not?
What could be the motive behind someone asking
them to keep the conversations between them a
secret?

Recognising
online
grooming
(continued)

 M5-T2-Online Grooming
(.ppt file. See Annex)

10’

In-class
discussion

-

13’

Sum-up

 M5-T2-Online Grooming
(.ppt file. See Annex)

5’

After a few minutes of conversation, move on
to sl. 12. Tell students to be particularly
suspicious if someone they don’t know personally
talks to them about secrets. It’s especially at this
point that they need to speak up, even if they aren’t
sure.
Conclude the lesson by doing a re-cap. Preface the
next lesson by mentioning that there are ways to
keep safe/ from people who want to harm us on the
internet.
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Topic 2: Online Grooming
Lesson plan 2 of 3:
Module 5: Personal Threats
Topic 2: Online Grooming
Lesson plan 2 of 3
Duration: 45 minutes / 1 hour max
Aim

Students understand the implications of online grooming, and know
how to prevent and fight against it.

Target Group Secondary School Students
Steps Resources

Duration

Additional information

Introduction

 M5-T2-Online
Grooming
(.ppt file. See
Annex)

5’

Short review of previous lesson to remind students about
secrets what online grooming is. Ask students questions to
see what they remember from last time (up to sl.12).

Oversharing

 M5-T2-Online
Grooming
(.ppt file. See
Annex)

5’

Ask students what they think can happen if they
share too much online (photos, where they live,
what they like to do, where they go to school etc.)

Consequences of
online grooming

 M5-T2-Online
Grooming
(.ppt file. See
Annex)

5’

Follow the presentation (sl. 13-14) to talk to the students
about what can happen if they share too much. Did they
think of something that isn’t on the slides?
Tell students about the potential consequences of
online grooming (sl. 15).
NOTE: for older students (ages 14-15), mention also that it
can be a very traumatic experience, and mention the
consequences below:
- Trauma
- Sexual abuse
- Drug or alcohol abuse
- Suicidal tendencies (if the students are around 15
years old)
For all students, emphasise that even if something bad
happens to them, or even if they did something wrong, it’s
okay, and that they should not feel guilty. Explain that
people who are currently having of have in the past had
problems with online grooming should get help, specifically
from an adult that they can trust, or from the responsible
authorities.
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Steps Resources

Duration

Additional information

Signs of online
grooming in others

 M5-T2-Online
Grooming
(.ppt file. See
Annex)

5’

It’s really important to look out for our friends, as
well. Tell the students about the signs of online
grooming in others (sl. 16). Mention that it’s very
important to give support in these cases.

Responding to
online grooming
behaviours

 M5-T2-Online
Grooming
(.ppt file. See
Annex)

10’

Without changing the slide yet, ask the students
what they think they should do if someone
approaches them online with bad intent. Have a
short discussion.

Vulnerability

 M5-T2-Online
Grooming
(.ppt file. See
Annex)

5’

Prevention

 M5-T2-Online
Grooming
(.ppt file. See
Annex)

5’

 M5-T2-Online
Grooming
(.ppt file. See
Annex)

5’

Conclusion

Follow the presentation (sl.17-19) to tell the
students what to do in case they come across
online grooming behaviours.
On sl. 17 is a general overview, sl. 18 shows what to do and
sl. 19 what not to do in case someone tries to suspiciously
approach them. Where possible, mention examples.
Move on to sl. 20. Explain that people who engage
in online grooming will very often take advantage
of situations. If something is wrong and they pick
up on it, they will try their best to appear as if they are
helping, to get close to the children.
Explain that if they are having problems, they shouldn’t
discuss them with strangers – oversharing with strangers
is bad. It’s best to confide in people they trust.
Explain that it’s good to know what to do if we do
come across an online groomer, but it’s best to try
to avoid putting ourselves in similar situations if possible.
Give students some tips on how to do this (sl. 21).
Conclude the lesson with a quick sum-up. Ask the
students to give you a short outline of the lesson.
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Topic 2: Online Grooming
Module 5: Personal Threats
Topic 2: Online Grooming
Lesson plan 3 of 3
Duration: 45 minutes / 1 hour max
Aim

Students actively reflect upon scenarios and amend their behaviour to
shield themselves and prevent online grooming.

Target Group Secondary School Students
Steps Resources
In-class activity –
Responding to
online grooming
behaviours

 M5-T2_Online
GroomingScenario A
 M5-T2_Online
GroomingScenario B
 Paper, pens or
pencils

Duration
30’

Additional information
Divide the students in two groups.
Hand out the corresponding scenario to each
group. Have the students discuss how they would
react in each case – and why, and write down their
answers. Allow around 15’ for this.
In the remaining time, ask Group A to read their scenario
out loud, and then their answers. Have the class discuss if
the actions described are right or wrong, considering the
implications and consequences for each decision.
Do the same with Group B, and have the students compare
with Group A’s situation.

Where to go for
help – TO BE
COMPLETED BY
TEACHER

 M5-T2-Online
Grooming
(.ppt file. See
Annex)

10’

Talk to the students about the importance of help
(sl. 22). Teach the students about the responsible
authorities that deal with these matters in your own
country.
Provide the students with phone numbers they can call,
websites they can visit or other ways to get help in your
country. If available, show them around on the website(s)
and show them where they can find more information.
Mention what authorities can do in such cases and make
sure that children feel safe to contact them – i.e. they will
not get in trouble.
If your school has a mechanism in place to deal with such
issues, tell the students that they can also find help there.
You can put this information on sl. 23, which is left blank
for this purpose.
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Steps Resources
Review the
questions of the
pre-assessment

 M5-T2_Online
Grooming_Preassessment –
COMPLETED BY
STUDENTS,
KEPT FROM
THE PREVIOUS
LESSON

Duration

Additional information

5’

As a reflection exercise, ask the students if they
think that they know more now about online
grooming, what to do to prevent it, and what to do in
case it happens. What did they learn?
(optional, if time permits) Hand out to each student their
pre-assessment sheets, completed in the first lesson. How
did they do? Are they more knowledgeable now?
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Annex: Materials
1.
2.
3.
4.
5.
6.
7.

M5-T1_Cyberbullying_Pre-assessment.docx
M5-T1-Cyberbullying.pptx

M5-T1-Roleplaying game
M5-T2_Online Grooming_Pre-assessment.docx
M5-T2-Online Grooming
M5-T2_Online Grooming-Scenario A
M5-T2_Online Grooming-Scenario B
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