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Personal Threats

Module Description
In the modern digitalised world, the internet offers people countless
opportunities and new ways to communicate with each other. Similar to every
technology, online communication can be used maliciously by various people,
and it can be used to cause harm – whether intentionally or unintentionally.
This module aims to teach students about potential threats they may face while
online, and to equip them with the skills needed to deal with such issues.
Online grooming will present the risks of communicating with strangers at a
level that is accessible by the students, and Cyberbullying will teach students to
recognise and reject such behaviours in others, and present the harmful effects
of cyberbullying.
Overall, students will be taught how to preserve their mental and physical
wellbeing against outward threats that can be encountered on the internet.
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Topics
This module will cover the following topics:

Topic 1: Cyberbullying
• Topic 2: Online Grooming
•
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Learning Outcomes
In this module, you will learn:
•

•

•

about what risks online communication can have towards our
mental and physical wellbeing;
the different types of mental and physical harm that can result
from online harassment;
to deal with malicious or harmful behaviours
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Legend
Keywords

Scenarios
Tips
Questions
Activities
Resources
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Topic 2
Online Grooming
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Introduction
One of the main ways we use the internet is to
communicate with each other. We communicate online
not only with people we know but sometimes also with
people who are not familiar to us.
Although using social media and meeting people online
is a great way to keep in touch and make new friends,
some people may seek to take advantage of us.
Just as in the real world, we need to be careful about
who we talk with on the internet and what information
we give them.
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What is online grooming?
Online grooming is one of the more serious dangers
that children and teenagers may face online.
Online grooming is when someone contacts a child or a
teenager on the internet and tries to become friends.
After they gain their trust, they may ask for personal
information or pressure them, and end up harming
them.
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How people deceive others online (1/2)
How can we tell when someone is lying or trying to
trick us?
It’s especially difficult to tell on the internet, because
we can’t see the person we are chatting with – they
could be lying about their age, their gender, or where
they live. They could be lying about anything!
People who want to harm children will create fake
profiles, but they also try to make them as real-looking
as possible, by using photos that don’t belong to them
and giving fake profile information.
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How people deceive others online (2/2)
Most importantly, they will try to become friends
with kids by pretending to like the same things, by
giving gifts and by lying about their age and other
things. They make kids feel nice for a while, to gain
their trust.
They might also ask for very personal information, or
ask kids to send them photos, or do other things
that make kids feel uncomfortable.
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How do I recognize online grooming? (1/3)
Below are some things that may indicate that someone
online may be trying to deceive you:
• There aren’t many photos on their profile, and in most
of them (if not all) the person is alone – there are no
other people like friends and family.
• There isn’t much interaction with others on the profile,
like people tagging them or posting for them.
• They offer you gifts like money, favours or game
credits, apparently without wanting something in
return (in the beginning).
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How do I recognize online grooming? (2/3)
• They tell you all the time how cool and awesome you
are, and they make you feel special.
• They might ask who else uses your phone or laptop, to
avoid getting caught.
• They send you a lot of messages.
• They ask personal questions, like where you live, how
old you are, what your hobbies are, even if you’ve ever
been kissed, in a way that seems innocent.
• They may tell you or show you things that make you
feel uncomfortable.
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How do I recognize online grooming? (3/3)
• They may ask you for personal photographs, perhaps
in return of something they gave you.
• They may ask for your phone number.
• They may ask you to keep them a secret, and not tell
your parents about them.
• They may ask to meet up in secret, without letting
anyone else know.
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Secrets
Especially when someone asks you not to tell anyone
about them, you should get suspicious. Whether you
are young or old, or somewhere in the middle, it’s
never a good sign.
If someone asks you not to talk to others about them,
it means they have something to hide – and it’s usually
something bad.
Despite everything, the signs to spot online grooming
aren’t always clear. Even if you aren’t sure, talk to
someone you trust, and get help.
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Why it’s important not to share personal information (1/2)
Sharing personal information on the internet can be
dangerous for many reasons, as it can be used by people
to take advantage of you:
• People may share your personal photos with others,
even if you ask them not to. This might even lead to
cyberbullying (see Module 5, topic 1)
• If you type something in a conversation, even if it’s a
private one, people can still screenshot it and share it
with others – even if you don’t want them to.
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Why it’s important not to share personal information (2/2)
• If you share your location online, or give other
information about where you spend time (like where you
go to school, where you live or where you hang out in
your spare time), people who want to harm you can easily
find you.
• If you share a secret or a personal photo with someone
online, if that person wants to harm you, they can
threaten to tell people your secret or share your photos
with others so they can get you to do things you don’t
want to do.
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Consequences of online grooming
People who are taken advantage of may
experience a lot of negative effects,
including:
• Feeling anxious, upset and depressed
• Feeling ashamed and guilty
• Problems with friends and family
It’s okay to make mistakes! Even if you feel that your did something you
shouldn’t have, don’t feel bad. GET HELP.
It’s never too late. Speak to an adult that you trust, or contact the authorities.
They can help you deal with problems you are facing. Getting help is the only
way to fix the problem!
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How to tell if someone is a victim of online grooming
Just as you need to keep yourself safe online, it’s a good idea to keep
an eye on your friends too, so you can help them if something is wrong.
If they’re being secretive about who they’re talking with online, or if
they suddenly start receiving gifts from strangers (like money, or
presents, or game credits), someone might be trying to get close to
them.
Also, if they get upset when you ask them about it, it can be a further
sign that they are not comfortable talking about it.
If you know someone that is experiencing something similar, talk
with them and tell them to get help from their parents, or another
adult they know personally and trust, or even the authorities.
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How to respond to someone who tries to get close to you
If someone you don’t know starts to ask personal questions
online, like where you live, your phone number, or your
address, you don’t have to answer. It’s best that you ignore
them and block them. Even if they insist, refuse to answer – in
this case, you shouldn’t be worried about appearing rude.
If a stranger offers to give you presents, do not accept
anything from them. Even though they may say that they don’t
want anything in return now, perhaps later they will change
their mind and ask you for something. Say “no thanks”, and
leave the conversation.
Most importantly, tell an adult that you trust.
18

Online Grooming

What to do in case someone tries to get close to you
If you start to feel that someone is trying to
trick you, here’s a few things to do to protect
yourself:
DO ignore them.
DO leave the conversation.
DO block them.
DO TELL AN ADULT THAT YOU TRUST.
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What NOT to do in case someone tries to get close to you
There’s also a few things that you shouldn’t do:

DO NOT reveal any personal information like where you live,
where you go to school, or your phone number.
DO NOT send any photographs or videos.
DO NOT continue to chat with them – block them if you can!
DO NOT keep it a secret.
DO NOT agree to meet with them.
DO NOT accept any gifts from them.
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Stay strong!
Some people may try to take advantage of a situation to
get close to you.
Perhaps you are feeling lonely, and you feel that this
stranger is the only person who gets you.
Perhaps this person makes you feel special, or you like the
fact that they give you things.
Remember, they are trying to get close to you, to take
advantage of you!
Keep your guard up and say NO.
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Preventing falling victim to online grooming
It’s good to know what to do in case we come across this type of
behavior. It’s also very important, however, to try to avoid coming
into contact with it as much as possible.
Here are a few rules to follow to make yourself safer from
grooming on the internet:
• Keep your privacy settings to the highest level. The less people
can find out about you on your profile the better.
• Do not accept friend requests from strangers.
• Do not post information such as address, school or phone
number.
• Do not talk to people you don’t know.
• Leave any sites that make you uncomfortable and tell an adult.
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The importance of help
If you fall victim to online grooming, you might feel ashamed or
embarrassed, or even guilty – so you might not want to talk about
it with anyone. Maybe even your online acquaintance has told you
that if you tell anyone about them, they will do something bad to
you or to people you love.
Keeping this a secret is a huge mistake. This person may continue
to do you harm if you don’t get help, or they can hurt others in the
same way that they are hurting you.

Talk to someone you trust, or speak with the responsible
authorities. Get help to stop them from harming you and others.
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Where to go for help
The responsible authority for dealing with such matters in
our country is ______________________.
Phone:
Website:
Ways to contact them:
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Conclusions
The internet is a great way to communicate with
each other, but it has its dangers.
Online grooming is a serious threat to children and
teenagers. If you feel that you are being victimised,
get help immediately by either talking to an adult
you trust, or by contacting the responsible authority.
If you know or suspect that someone close to you is
being victimised, help them speak up and get help.
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