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Personal Threats

Module Description
In the modern digitalised world, the internet offers people countless
opportunities and new ways to communicate with each other. Similar to every
technology, online communication can be used maliciously by various people,
and it can be used to cause harm – whether intentionally or unintentionally.
This module aims to teach students about potential threats they may face while
online, and to equip them with the skills needed to deal with such issues.
Online grooming will present the risks of communicating with strangers at a
level that is accessible by the students, and Cyberbullying will teach students to
recognise and reject such behaviours in others, and present the harmful effects
of cyberbullying.
Overall, students will be taught how to preserve their mental and physical
wellbeing against outward threats that can be encountered on the internet.
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Topics
This module will cover the following topics:

Topic 1: Cyberbullying
• Topic 2: Online Grooming
•
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Learning Outcomes
In this module, you will learn:
•
•
•

about what risks online communication can have towards our mental and
physical wellbeing;
the different types of mental and physical harm that can result from online
harassment;
to deal with malicious or harmful behaviours
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Legend
Keywords

Scenarios
Tips
Questions
Activities
Resources
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Topic 1
Cyberbullying
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Introduction
The internet is a great communication tool.
However, just as it has given us new ways to keep in touch and
interact with loved ones, it has it has also provided bullies with a
host of new ways to harass their victims.
It’s important to understand cyberbullying and teach children
about it from an early age. Cyberbullying education must be
twofold: to prepare children to deal with any cyberbullying issues
they are presented with, and also to teach them the
consequences it can have on others, with the purpose of
preventing them from presenting cyberbullying behaviour
towards others.
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What is bullying?
It’s important to talk about bullying, as cyberbullying is
just a different manifestation of the same problem.
Bullying is the intentional, ongoing abuse and
mistreatment of someone vulnerable by someone
stronger or more powerful. It is when someone
repeatedly and purposefully harms someone else,
either through words (verbal abuse) or bodily harm
(physical abuse). Bullying can have a negative effect in
the victim’s social relationships, mental and physical
well-being.
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Hate Speech
Hate speech is the targeting of groups or classes of people,
with the aim to humiliate, insult, or vilify them. The intent
behind hate speech is to cause other people’s hatred
towards the groups of people targeted. Hate speech can
address someone’s sexual orientation, ethnicity, race,
religion, or even physical differences.
It is similar to bullying, in the sense that people who do it
want to cause harm. It can also be online or offline, and
similar ways are used to demean, insult, bully and abuse.
The difference between hate speech and bullying is that
hate speech targets entire groups or classes of people,
whereas bullying targets one person.
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Cyberbullying
Cyberbullying is bullying that happens online. It’s basically
anything that is posted online that is meant to hurt, harass or
upset someone else.
Since the internet is a reflection of the real world, a bully that
would mistreat someone in the real world is likely to do the same
online.
The internet has given bullies different ways to harass their
victims. Also, it has made it easier to spread hate speech, which is
often done with the intent to cyberbully individuals.
Although there is no direct bodily harm done during
cyberbullying, the psychological and social effects can be huge.
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People involved in cyberbullying
Victim: The person who is being bullied.

Perpetrator: The person who does the bullying, the bully.

Bystanders: People who see what is happening between the
victim and the bully, but are not directly involved in the
bullying. In the case of cyberbullying, bystanders may like
and share harmful posts, videos or images. This makes them
bullies themselves, because it reinforces the bullying.
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Consequences of cyberbullying
A lot of children do not realise how serious cyberbullying is. Some may
even take it as a joke. It’s important that children understand that the
truth is that cyberbullying can have a disastrous effect on victims, and
even lead to long-lasting problems.
• Constant stress and fear from cyberbullying can lead to mood
swings, low energy levels, problems with sleep and appetite.
• Emotional problems, such as anxiety, loneliness, sadness and
depression. Victims might feel vulnerable and powerless, or
exposed and humiliated. In extreme cases, people can become
severely depressed and develop eating disorders, or become
suicidal.
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Cyberbullying patterns
Many people fall victim to cyberbullying: a European study
has shown that 12% of children between 9-16 years old have
been cyberbullied some time in the past.
Cyberbullies use various platforms and channels:

• Social media (Instagram, TikTok, Snapchat, Twitter,

•
•
•
•

Facebook)
SMS or Text Messages
Phone calls
Instant Messages (via devices, email provider services,
apps, and social media messaging features)
Gaming websites
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Why people cyberbully others (1/3)
People can become cyberbullies for different reasons.
Popular kids may feel that they need to use cyberbullying to keep
their friends, or that hurting others makes them feel more
powerful.
Unpopular kids may have the mistaken belief that cyberbullying
helps them fit in better with other kids. It can also make them
feel better about themselves.
Cyberbullies feel anonymous. It’s easy for them to feel that they
can’t be spotted, since they are harassing people through a
monitor or a screen. Because they feel that they are anonymous,
they sometimes say or do things that they do not have the
courage to say or do in person.
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Why people cyberbully others (2/3)
Also, a lot of people don’t realise the seriousness of the
problems that cyberbullying can cause. Most people engage in
cyberbullying because they think it’s funny. They don’t see the
reactions of their victims in person, so they may not realise just
how much damage their actions are causing.
Social pressure can also play a part in cyberbullying. If others are
doing it, more and more people think that it’s okay – it’s not.
Most importantly, keep in mind that bullies’ behaviour usually
comes from their own personal problems, which can come from
their family, school or other areas in their life.
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Why people cyberbully others (3/3)
It’s also worth mentioning that children usually imitate the
behaviour of those around them, and form behavioural patterns
based on what they are accustomed to.
If they witness similar demeaning behaviour patterns towards
others from their parents, friends, siblings or other people they
look up to and admire, it’s highly likely they will want to mimic
that behaviour.
It’s very important that parents, especially, set the right example
by behaving in a way that they would be proud to have their
children behave.
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Signs that someone engages in cyberbullying (1/2)
There are signs that can indicate if someone engages in
cyberbullying:
• You might see them being rude and abrupt online, making
fun of other people.
• They might start to hang out with people who have a bad
reputation and can be a bad influence.
• They may be seen spending more time on the internet, on
their phone, console or other devices, being secretive about
their activity and they might react negatively if you ask
questions about it.
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Signs that someone engages in cyberbullying (2/2)
• Other people may tell you that this person is being
rude or abusive online, either to others or to them.
• You might see them frequently use bad language either on the internet or in person.
• They might even tell you or others about
interacting online with someone in a negative
way.
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Signs that someone is being victimized
Similarly, there are signs that can help us see when someone
becomes a victim of cyberbullying:
• Their mood may change (sadness, isolation, change in behaviour
regarding using the internet – either on the phone or on the
computer).
• They may be feeling fearful (afraid to go to school, to participate in
social events and activities that they used to enjoy, afraid to use
the Internet, or signs of fear when they get a notification or phone
call).
• They may be closing down their social media profiles suddenly and
for no apparent reason.
• You may see instances of them being bullied online.
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Responding to cyberbullying (1/3)
Cyberbullying is difficult for children to handle. Teach them the
correct way to react to cyberbullying:
• Do not reply: This is a very important rule. If they get into a fight
with a cyberbully, it will most likely make the problem worse.
Cyberbullies want attention. If they get into an argument with the
cyberbully, not only will they anger the bully, but they will also give
them the attention they want. Especially if it’s an online argument,
those discussions can be used against the child, as they can be
screenshotted and shared, or even edited to make the child look
like “the bad guy”.
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Responding to cyberbullying (2/3)
• Remove the cyberbully completely: They can block the bully’s
account(s) so they don’t have access to the child’s data. If the child
does block the bully though, it’s good to have someone who can
keep an eye on what the cyberbully is doing – this way you will
know whether they are still spreading rumours or hate about the
child.
• Keep evidence: Tell the child to take screenshots of the
cyberbullying instances and save them somewhere safe. This way
they can show you – or another adult they trust, like a parent or a
teacher – and ask for help. If the problem gets out of hand, the
police may even get involved. The screenshots will serve as useful
evidence for the authorities.
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Responding to cyberbullying (3/3)
• Report the cyberbully on the platform: Depending on the social
media platform or channel of communication, there are different
rules about reporting abusive or inappropriate behaviour. Tell
children to educate themselves about what they need to do on
each platform, or even better, learn to do it yourself to help them.
• Tell an adult that they trust: Children should not go through this
alone. Make sure they know that it’s very important to tell an adult
who can help. Let them know that they can confide in adults that
they trust, such as parents, trusted teachers or older siblings.
If you spot a victim of cyberbullying, speak to them and show your
support. Telling them that they are not alone can make a huge
difference.
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Importance of help from others
Whether they are a victim or a bystander, it’s likely that children
will not want tell anyone about cyberbullying. Explain to children
that by speaking up they can get help to stop the cyberbullying
and to prevent the cyberbully from hurting other people. Also, tell
them to keep their friends close – it always helps to have a friend
to talk to.
It’s really important that victims do not feel alone in this. If you
have seen someone being cyberbullied, show them some support
and compassion. It will let them know that not everyone around
them is against them.
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What can I do to support a victim of cyberbullying?
• Tell them that it’s not okay to be treated this way.
• Make it clear that it’s not their fault, and it’s not because there’s
something wrong with them – more like the cyberbullies are
avoiding their own problems through cyberbullying.
• If you are not the child’s guardian, encourage them to talk to a
grown up who can help them – parents or teachers that they
trust.
• Tell them to take screenshots of the cyberbullying instances to
have proof.
• Instruct them to stay around friends in school. This way it’s harder
for an online bully to try the bullying offline.
• Praise them for speaking up.
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How can I help prevent cyberbullying?
There are a few actions that you can take to help children reduce
the risk of falling victim to cyberbullying.
• Help kids configure the privacy settings of their online profiles
to have more control of who sees their information.
• Tell kids to accept friend requests or follow requests only from
people they know.
• Stress the importance of keeping their passwords private.
• Pass the message: Think before you post or message
something. Any personal information or images can become
targets for cyberbullying (See module 6, Topic 2 – Digital
footprint).
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Conclusions
Cyberbullying is a serious issue that can have major
emotional, mental and physical health problems.
It’s important to take measures on social media and
other communication platforms to prevent
cyberbullying.
Most important, it’s important that children know
that they need to speak up if they witness
cyberbullying or are victimised themselves.
Getting help can help end the bullying.
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