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MODULE 1: ONLINE SAFETY

Topic 3: Phishing

Online Safety

Module Description
The Internet offers a plethora of benefits and it is completely
impossible to escape its presence. However, despite the benefits
that it provides, it can also provide a multitude of risks and so one
must be aware of them and the general safe practices in regard to
Online Security, Malware and Phishing attempts.
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Topics
This module will cover the following topics:
• Cyber Security
• Malware
• Phishing
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Learning Outcomes
In this module, you will learn to:
• Protect yourself online, by knowing the basic practices that are
important in order to ensure that you don’t fall prey to cyber
attacks;
• Know how to protect yourself from Malware that may compromise
your personal information;
• Use social networks in a safe and conscious way in order to protect
your personal information from being abused online;
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Topic 3 – Phishing & Online Scams
Phishing is a type of cybercrime. Usually
victims are contacted by e-mail, telephone
or text message by someone posing in
order to lure them into providing sensitive
data – your personal information, account
details, your passwords, etc.
Phishers may ask you to verify or resubmit
personal information often by email. They
then use this information to impersonate
you, use your accounts, steal personal data
or even spend your money.
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Topic 3 – Phishing & Online Scams
In order to avoid falling prey to phishing, you should have into account the
following:
NEVER GIVE PERSONAL DATA VIA E-MAIL

Legitimate sources will never ask you for
passwords or personal accounts details via email. Always be suspicious when the sender
does so.
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Topic 3 – Phishing & Online Scams
In order to avoid falling prey to phishing, you should have into account the
following:
CHECK SOURCES

Sometimes someone can pose as a legitimate
source – such as Google, Facebook, Apple,
Amazon – telling you that you need to click on a
link to change your password or to provide a
piece of information. Always check the sender –
sometimes the email looks very similar to the
legitimate source, but something is off.
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Topic 3 – Phishing & Online Scams
In order to avoid falling prey to phishing, you should have into account the
following:
CHECK LINKS BEFORE OPENING THEM

If it sounds too good to be true, it probably
isn’t. Examples of online scams are promises of
doing little but receiving a lot of money by
working at home or people aboard asking for
your help in return for a large sum of money,
but with you first needing to provide some
money or some data about your bank account.
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Topic 3 – Phishing & Online Scams
In order to avoid falling prey to phishing, you should have into account the
following:
CHECK LEGITIMATE E-MAILS

If it appears to be a message from someone you
know, confirm the address e-mail and compare
it with other legitimate e-mails you have
received from that person before opening any
links or attachments.
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Conclusion
• Beware of Phishing and Online scams. Always be suspicious when
opening e-mails from people you don’t know, ensuring that the email comes from a legitimate source.
• The digital revolution has changed the way we get to know other
people and how we expose ourselves. The internet, albeit and
important and beneficial addition to our daily lives, makes all
aspects of our online selves easy discoverable and some
management need to be done to ensure safety and accuracy.
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Extra Resources
• Examples of Common Online Scams
• http://www.phishing.org/what-is-phishing
• https://www.comparitech.com/vpn/avoiding-common-scams-schemes
• Test your knowledge about phishing
• https://phishingquiz.withgoogle.com/
• James Lyne: Everyday cybercrime — and what you can do about it
• https://www.youtube.com/watch?v=fSErHToV8IU
• This is what happens when you reply to spam email:
• https://www.youtube.com/watch?v=_QdPW8JrYzQ
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