
Topic 2: Malware

MODULE 1: ONLINE SAFETY

DIGITAL AND MEDIA LITERACY FOR ACTIVE CITIZENSHIP: A tool kit 
for promoting critical thinking and democratic values



Module Description
The Internet offers a plethora of benefits and it is completely
impossible to escape its presence. However, despite the benefits that it
provides, it can also provide a multitude of risks and so one must be
aware of them and the general safe practices regarding Online Security,
Malware and Phishing attempts.
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Topics
This module will cover the following topics:

• Cyber Security

• Malware

• Phishing
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Learning Outcomes
In this module, you will learn to:

• Protect yourself online, by knowing the basic practices that are 
important in order to ensure that you don’t fall prey to cyber attacks;

• Know how to protect yourself from Malware that may compromise 
your personal information;

• Use social networks in a safe and conscious way in order to protect 
your personal information from being abused online;

3

Online Safety



Legend
Keywords

Scenarios

Tips

Questions

Activities

Resources

Online Safety

4



Online Safety

Topic 2

Malware

5



Topic 2 – What is Malware? (1/3)
Malware is any software tha is 
intended to damage or disable
computers and computer systems 
without the owner’s knowledge.

Malware is short for “malicious 
software” and is characterized by the 
intent of the creator to harm another 
with malicious intent, acting against 
the interest of the computer user.
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Topic 2 – What is Malware? (2/3)
There are various types of malware designed 
to infect a legitimate user’s computer and 
inflict harm on it. Malware attacks are a 
constant worry in the computing world, and 
they are growing in frequency and 
sophistication, leaving enterprises and people 
unable to protect themselves against them.

The most serious malware attacks combine 
stealth, precision and social engineering
techniques to penetrate and compromise 
systems. Malware today is largely designed by 
and for professional criminals.
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Topic 2 – What is Malware? (3/3)
Malware is one of the more common ways to 
damage your device. Malware can:

• Alter or delete files.

• Steal sensitive information.

• Send emails on your behalf.

• Take control of your computer and all the 
software running on it.
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Topic 2 – Classification of Malware
Malware is usually divided in classes – this depends on the way in which it is 
introduced into the target system and the sort of policy breach which it’s 
intended to cause.

The traditional classification was introduced by Peter Denning in the late 1980s.

Here are some general definitions of the types of malware:
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Virus Worms
Trojan 
Horse

Logic 
Bomb

Rabbit Backdoor Rootkit Spyware



Topic 2 – Types of Malware (1/3)
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VIRUS

WORMS

Malware which spreads from one computer to another by 
embedding copies of itself into files. It can be obtained through an 
e-mail attachment or rely on a CD-ROM for example containing the 
file.

Malicious software with independent structure and distributed from 
one computer to another by replication automatically copies of 
itself via a network, without the use of infected files or human 
action.

What distinguishes worm from virus are: its capability to replicate 
copies of itself automatically without any human action; unlike a 
virus, worm do not need to attach itself to an existing program.



Topic 2 – Types of Malware (2/3)
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TROJAN
HORSE

LOGIC 
BOMB

RABBIT

Type of malware often disguised as legitimate software. Trojans can 
be employed by cyber-thieves and hackers trying to gain access to 
users’ systems. Trojans can enable cyber-criminals to spy on you, 
steal your sensitive data, and gain backdoor access to your system.

Malware triggered by some external event, such as the arrival of a 
specific date or time or the creation or deletion of a specific data 
item such as a file or a database entry.

Malware that takes control of all file space and process controls of a 
resource on a computer system, denying access to your files and 
data until certain requirements are fulfilled. 



Topic 2 – Types of Malware (3/3)
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Malware which, once it reached the target, allows to gain access to 
the system without going through any of the normal login and 
authentication procedures.

Automated software package which can be used by a hacker to gain 
administrative privileges on a computer or computer network.

Software which penetrated machines and secretly send personal 
information to a third party, including stealing your ID and password 
information as well as other crucial and private data.

BACKDOOR

ROOTKIT

SPYWARE



Topic 2 – Protection & Prevention (1/2)
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One of the most popular forms of malware spreading is via email. This is because the 
malware can be disguised to look as if it were from a well-known enterprise, a school or 
a personal email from a friend.

A robust antivirus software package is the primary component of technological 
defenses that every personal computer system and device should have.

In addition (1/2):

• Avoid suspicious links and emails: when receiving suspicious-looking links or emails, 
avoid and delete them, even if they come from the school or friends. 

• Avoid suspicious websites: if you notice anything out of the ordinary when visiting a 
website, take caution and don’t reveal personal information.

• Review software carefully before downloading: before installing anything new on a 
computer or device, look into the program and its reviews.



Topic 2 – Protection & Prevention (2/2)
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In addition (2/2):

• Install an antivirus software: advanced anti-virus programs will keep your 
device protected against common malware and other security risks. They will 
keep you safe against well-known malware attacks.

• Turn on your firewall: you want to make sure that it is correctly set-up and 
turned on at all times.

• Create strong and unique passwords: a lot of people continue using easily-
guesses passwords, or the same password for all of their accounts. It is 
important that everyone creates a secure/unique password for each account.

• Ensure that all security updates are installed: install security updates to 
protect against malware.



Conclusion
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• Be careful of Malware. Malware is a recurrent problem with the ever-increasing 
presence of the internet in our lives. Malware can be delivered through a series of 
means from USB drive, to downloads, websites, etc.

• There are a series of ways you can follow in order to best ensure safety online. These 
tips and its adoption can help someone better protect their own computer, personal 
data and network against malware risks.
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Extra Resources
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• What’s the difference between viruses and malware?

• https://www.youtube.com/watch?v=fKxuKWsA_JI

• Six simple Cybersecurity rules for all ages:

• https://www.kaspersky.com/blog/tips-for-kids-all-episodes/9693/

https://www.youtube.com/watch?v=fKxuKWsA_JI
https://www.kaspersky.com/blog/tips-for-kids-all-episodes/9693/
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