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MODULE 1: ONLINE SAFETY

Topic 1: Cyber Security

Online Safety

Module Description
The Internet offers a plethora of benefits and it is completely
impossible to escape its presence. However, despite the benefits
that it provides, it can also provide a multitude of risks and so, one
must be aware of them and the general safe practices in regard to
Online Security, Malware and Phishing attempts.
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Topics
This module will cover the following topics:
• Cyber Security
• Malware
• Phishing
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Learning Outcomes
In this module, you will learn to:
• Protect yourself online, by knowing the basic practices that are
important in order to ensure that you don’t fall prey to cyber
attacks;
• Know how to protect yourself from Malware that may compromise
your personal information;
• Use social networks in a safe and conscious way in order to protect
your personal information from being abused online;
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Legend
Keywords

Scenarios
Tips
Questions
Activities
Resources

4

Online Safety

Topic 1
Cyber Security
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Topic 1 – Cyber Security (1/2)
The Internet is one of the greatest creations of
humankind, providing everyone with instant
access to an endless supply of knowledge and
entertainment. However, there are also risks
and the Web can seem unsafe due to security
reasons such as malicious programs, online
virus, fraud, identity theft, etc. There are a
series of actions anyone can take regarding
prevention and protection against these wellknown threats and various security measure
aimed at ensuing browser security.
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Topic 1 – Cyber Security (2/2)
When we are online, we need to keep ourselves
and our computers safe and we need to be aware
of how online trolls and criminals work.
There are two types of online threats:
• Personal threats: is the activity of malicious
individuals and/or groups, rather than being
software
driven,
e.g.
cyberbullying,
inappropriate behavior, grooming.
• Technical threats: software and applications that
can damage your computer or other device, as
well as steal your personal information.
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Topic 1 – Using Public Wi-Fi Networks (1/2)
The Internet is very pervasive in our lives, which makes Internet access a must
and added value to all kinds of people. However, using a Public Wi-Fi Network is
not the same as browsing at home, so you should be aware of its risks.
The level of security of public networks is much different as anyone is able to
connect to that network. Due to this fact, public Wi-Fi is more liable to
cyberattacks from outsiders.
Secure public Wi-Fi will need a password and some kind of register to connect,
and its much safer than hotspots without any security measures.
Non-secure public Wi-Fi provides no security features, like a password or a login.
8

Cyber Security

Topic 1 – Using Public Wi-Fi Networks (2/2)
However, even secure networks are liable to dangers of having your information
exposed to hackers, as usually these networks are not encrypted, allowing them to
easily intercept your data, such as communication or login credentials. Thus you should
keep in mind:
1. Access to personal data: it is best not to access sensitive personal data on Public WiFi networks at all.
2. Using public Wi-Fi networks: if a hotspot “Free WiFi” pops up, it may be a hacker
who will get access to your data the moment you connect to that network.
3. Shopping online: never do it in unsecured networks and even in secured networks
do it with caution
4. Make use of your data network: if you have a mobile, use the internet connection
provided by your network provider
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Topic 1 – Deal with online threats
If you are browsing a website or a social media
app and you start to feel less comfortable with
its content, then you should:
• Leave the site immediately
• Ask an adult with more online experience to
check out the site
• Ask an adult to contact the site for
information on how they will use your
information and how you should deal with
any issues you encounter using their site.
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Topic 1 – Importance of secure passwords (1/2)
Knowing how to create strong passwords and keeping them from being found by other
people is also very important. Frequently used passwords are “12345”, “password” or
your name or siblings' names or birthdays. You shouldn’t do it, because these are easily
found by hackers that can then enter your account. You should have these safe
practices in mind when creating your passwords:
1. Longer passwords are better(more than 10 characters is usually enough);
2. Try to mix letters, numbers, symbols and capital letters into your password;
3. Don’t be predictable – don’t use your name, your birthday, common words, the
name of your family members;
4. Do not use the same password for many accounts;
5. Your can use a Random Password Generator to help you create stronger passwords.
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Topic 1 – Importance of secure passwords (2/2)
Therefore, you should have unique, random
passwords for each of your primary accounts – that
is, your main e-mail account (which can usually be
used to reset your passwords for other accounts)
and your social media accounts.
For other accounts, you can use a variation of a
different password, implementing a mechanism to
develop new passwords for each account you
create.
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Topic 1 – Secure password creation (example)
For example, a simple password creation method would be to:
1. take the last letter of the website;
2. the number of letters in the website name doubled;
3. the first letter of the website;
4. a hash (#);
5. the letter in the alphabet before the last letter of the website (in capital letter);
6. the letter in the alphabet after the first letter of the website; …
With this system, your Facebook password would be: k16f#J16g; for Twitter: r14t#qu.
That way, you don’t have to memorize each individual password, only the mechanism
you have developed, which can be more or less complex.
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Topic 1 – App security (1/2)
Just because an application is available
for download, does not mean it is a
safe app to use. When you download
apps to your devices, it is best to do it
from known and trusted stores like
Google Play or Apple Store. Both
online stores, test the apps to make
sure they’re safe for your devices.
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Topic 1 – App security (2/2)
Scammers are constantly trying to trick
people, especially young ones, into
downloading apps that look just like a
real app in order to try to get the data
that is on your phone. You can check if
an app is real by reading the comments
on the download page.
If you still can’t tell, ask an adult to help
you choose the right app before
downloading it!
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Topic 1 – Cybersecurity habits (1/2)
Here are 5 cybersecurity habits for everyone to learn and practice:
1. Know where your devices are at all times: keep your mobile phone and
other devices in a secure place.
2. Beware of what you are clicking on: always validate the source before
clicking any link on an e-mail or social media.
3. Keep your social media in check: Don’t accept friend requests if you don’t
personally know them. Set your privacy settings to the highest level possible
and keep location services turned off.
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Topic 1 – Cybersecurity habits (2/2)
Here are 5 cybersecurity habits for everyone to learn and practice:
4. When it comes to passwords, sharing isn’t caring: passwords are private
and should be kept to ourselves. Always set up unique, unbreakable
passwords and change them from time to time.
5. Stay on a secure network: avoid unnecessary vulnerabilities by staying
connected only to secure networks.

17

Cyber Security

Conclusion
• Given the ubiquity of Internet, it is important to be secure when using it,
especially outside of your home, do not access sensitive data online when you
doubt the security of the network, and try to give your personal information
only to secure websites.
• Use random, long and unique passwords for all your accounts, especially those
that give access to other accounts or that provide sensitive personal data.
• It’s important to ensure each person’s own safety online. This relates to being
both personally vigilant to the websites you visit and emails you receive and also
ensuring that you have an anti-virus program installed in your own computer.
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Extra Resources
• Creating an Algorithm for creating your passwords:
• https://securingtomorrow.mcafee.com/business/simplify-securitypassword-algorithm/
• https://penguindreams.org/blog/password-algorithms/
• A Cyber Security Lesson for Kids:
• https://www.youtube.com/watch?v=wSVONPRdSKA
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